
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 5, 2014 85

               
                Original Contribution

Journal scientific and applied research, vol. 5, 2014
Association Scientific and Applied Research

International Journal 

           ISSN 1314-6289

VULNERABILITY PENETRATION TESTING THE COMPUTER AND 
NETWORK RESOURCES OF WINDOWS BASED OPERATING SYS-

TEMS 

Petar Boyanov 

KONSTANTIN PRESLAVSKY UNIVERSITY OF SHUMEN,  
SHUMEN 9712, 115, UNIVERSITETSKA STR,

E-MAIL: peshoaikido@abv.bg 

Abstract: In this paper a vulnerability penetration testing for several hosts in WLAN is 
made. The exploited operating systems were Microsoft Windows 7Enterprise and Microsoft 
Windows 8. It has been used an exploit named “Java storeImageArray () Invalid Array Index-
ing Vulnerability”. Thanks to the open source penetration testing platform - Metasploit 
Framework the exploit was executed on the target hosts. The most important and critical rea-
son the attack being successfully executed is connected with the human factor and interven-
tion. Thereby, some security professionals and network administrators can use Metasploit 
Framework neither to run exploit nor to write security scripts in order to detect and protect 
the computer and network resources against various malicious cyber-attacks. 
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1. Introduction 
Most of the cyber-users allow being installed different online applications 

into their computer and network systems. In addition to these applications some 
cyber-criminals and malicious users send special IPv4 addresses and internet 
hyperlinks to marked victims in order to gain an unauthorized access to their 
computer and network resources. Unfortunately most of the users have not the 
slightest notion that is the purpose of these sent IP addresses and internet hyper-
links and as result of this execution they shall become victims. Therefore the 
whole set of confidential information could be stolen and public exposured. In 
this paper penetration vulnerability in the operating systems - Microsoft Win-
dows 7 (Build 7601) Enterprise SP1 and Microsoft Windows 8 (Build 9200) is 
found. The whole experiment in specialized computer laboratory is made [3],[5]. 

This paper is structured as follows. First, in section 2, a detail survey of the 
structure and functions for Metasploit Framework is made. After that, in section 
3, the process of exploitation in the target hosts in the WLAN (1.1.1.0/24) is per-
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formed. The achieved results are presented in section 4. The final conclusions 
and recommendations are made in section 5. 

2. Related work
In [1] a specific methodology for penetration tester and penetration testing 

team is given. Common hacking tools for Linux and Windows based operating 
systems by Fox, Erin, Jeremiah Bush, Sylvia Ashley, and Ian Webb are analyzed 
tested and evaluated [2]. In [3] the details and functions of the Metasploit 
Framework by Carlos Joshua Marquez are explained and tested. In [4] a brief 
description of the whole structure of the Metasploit Framework and Metasploit 
Project by H. D. Moore is presented and explained. In [5] several free and open 
source tools as well as techniques to simulate malicious cyber-attacks by 
Nishant Shrestha are illustrated and made.

3. Experiment 
The experiment in specialized Wireless Local Area Network (WLAN) is 

made. This network has consisted of 15 hosts and each of them has used a 
150Mbps Wireless N USB Adapter TL-WN721N. In the computer laboratory a 
150Mbps Wireless N Router TL-WR741ND has been used. The Dynamic Host 
Configuration Protocol (DHCP) in the router’s configuration has been activated 
in order to each host to obtain a valid IPv4 address, network mask, default gate-
way and DNS server address. The network id of this WLAN is 1.1.1.0/24. The 
attacking host has used Microsoft Windows 7 Enterprise SP1 operating system 
and special software named Metasploit Framework. In actual fact Metasploit is 
an open source penetration testing and development platform. With this software 
each user is able to gain access to computer and network resources of the select-
ed victim. In addition each user can write own exploit code [1],[3] in order to 
find new vulnerabilities [4]. 

The first step with the finding of active hosts was connected. On fig.1 the 
number of the active hosts is shown.  

Fig.1. The active hosts on network 1.1.1.0/24 
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Fig.1 has showed that 8 hosts are in an active state. Host on 1.1.1.2 has 
been running Microsoft Windows XP SP3, hosts on 1.1.1.12, 1.1.1.5, 1.1.1.8, 
1.1.1.7, 1.1.1.4, 1.1.1.3 have been running Microsoft Windows 7 SP1 and host 
on 1.1.1.14 has been running Microsoft Windows 8 SP0. 

The name of the used the exploit was “Java storeImageArray () Invalid 
Array Indexing Vulnerability”. This exploit [2] in several security vulnerabil-
ity databases was indexed. This exploit used vulnerability in the Java Runtime 
Environment (JRE) component in Oracle SE 7 Update 7, 11, 21, 25 and previ-
ous, 6 Update 45 and previous. This exploit caused critical damages to the se-
lected computer and network system. The details of this vulnerability [5] were 
known as: 

 CVE-2013-2465; 
 OSVDB-96269; 
 EDB-27526 and etc. 

The next step with the configuration of this exploit in the Metasploit 
Framework was connected.  
The following steps were made: 

 SRVHOST was set on host with IP address 1.1.1.9 because this was the 
attacking host; 

 SRVPORT was set on port 8080 because this exploit would be executed 
vie http protocol [4],[5]; 

 Listener Host was se again on host with IP address 1.1.1.9; 
 URIPATH was set as follows: http://1.1.1.9:8080/university_project.html. 

The aim of this URL was to be sent on the selected victim. After sending 
of the malicious hyperlink, the marked user had to allow the java web site’s cer-
tificate. This is shown on fig.2. 

Fig.2. The verifying the identity of this website 
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After selecting the button “Continue”, the marked victim was successfully 
exploited using Metasploit Pro and thereby, the malicious user has obtained ac-
cess to confidential data of the victim.  

4. Results 
Thanks to the generated PDF export, on fig.3 the whole vulnerability pene-

tration progress on host with IP address 1.1.1.8 was shown. 

Fig.3. The successful executed exploit on host with IP address 1.1.1.8 and that 
was running Microsoft Windows 7 (Build 7601) Enterprise SP1 

The available actions on this host were: 
 Collect System Data [3] - this allows being collected system evidence like 

screenshots, passwords, system information, etc. 
 Virtual Desktop - this allows being viewed the current desktop on the vic-

tim machine. 
 Access Filesystem - this allows being downloaded, uploaded and even de-

leted files from the target host. 
 Search Filesystem - this allows being searched determined files. 
 Command Shell - this allows being used the remote command shell termi-

nal on the victim. It is recommended to be used by advanced users. 
 Create Proxy Pivot - this allows being executed proxy server attacks on 

the victim. 
 Create VPN Pivot - this allows being executed VPN Server attacks on the 

victim. 
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 Terminate Session - this allows being closed the current session with the 
compromised host. 

 Session History, etc. On fig.4. the command shell terminal on the target 
host is shown. 

Fig.4. The executed command “sysinfo” on the target machine

From fig.4 there could be seen that the computer name was “FTN-4”, oper-
ating system was “Windows 7 (Build 7601, Service Pack 1), architecture was 
“x64 (Current Process is WOW64), system language was “bg_BG” and payload 
type (Meterpreter) is “x86/win32”.

On host with IP address 1.1.1.14 this exploit was also successfully execut-
ed. The operating system that was running on this host was Microsoft Windows 
8 (Build 9200). The verifying the identity of this website is shown on fig.5. 

Fig.5. Adding Security Exception to the selected website 
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Most of the plain users should understand that this task is forbidden to be 
done. Otherwise the user accept to be shelled and public exposured. The sen-
tence with the bold font must be remembered - “Legitimate banks, stores and 
other public sites will not ask you to do this.”

Fig.6. Access to the filesystem on host with IP address 1.1.1.14 that was 
running Microsoft Windows 8 (Build 9200) 

Fig.6. showed that the malicious user was able to delete very critical sys-
tems files like bootmgr, hiberfil.sys, pagefile.sys, BOOTNXT, etc. After delet-
ing these files on the next reboot of this machine the current operating system 
would not be started and this would cause serious problems to the plane user. It 
is important to be understood that the malicious user could be able to install a 
hidden agent application with that to establish remote connection with the victim 
every time when the target is online in Internet public space. 
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Fig.7. The executed commands “sysinfo” and “ps” on the target machine 

Fig.8. The status of the hosts and the project activity 

5. Conclusion 
In this paper a specialized vulnerability penetration testing of several target 

hosts is made. Thanks to the achieved results each host was compromised and 
shelled. The exploit “Java storeImageArray () Invalid Array Indexing Vulnera-
bility” was successfully executed on the target machines. With the following 
sent hyperlink via http - http://1.1.1.9:8080/university_project.html, almost of all 
target hosts have accepted this security risk. Regardless of the operating system 
(Windows 7 or Windows 8) the exploit was successfully executed thanks to the 
vulnerability in Java Runtime Environment. Therefore, it is strongly recom-
mended each user to update the java software with the latest stable version. The 
java versions that are vulnerable to exploitation are 7 Update 7, 11, 21, 25 and 
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previous, 6 Update 45 and previous versions. At the moment the best stable ver-
sion of java is version 7 update 51. Another important feature is connected with 
the Java Control Panel and it is also recommended the security level to be set to 
“very high” in order the plane users to protect their computer and network re-
sources from future various malicious cyber-attacks. 
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