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1. Introduction

The process of actively gathering information is used by malicious
perpetrators (cybercriminals) mainly against employees of the target
organization. The perpetrators try to get information from employees through
footprinting and reconnaissance and social engineering cyberattacks such as on-
site visits, interviewing, and asking different questions.

The anonymous collection of information is a process by which the
malicious users collect and receive information from various sources
anonymously and discreetly. This will make the tracking operation of the
anonymous person completely impossible [4], [6], [9], [11].

Pseudonymously collecting information is a process of collecting publicly
shared information on the Internet that does not have a direct link, and does not
relate to the name (owner) of that information [12], [13], [14], [15], [16].

Thus the web based platforms for footprinting and reconnaissance find the
greatest use in finding information about a victim host. These platforms are
turning and connecting to the Regional Internet Registry (RIR).
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This paper is structured as follows. First, in section 2, the different web
based platforms for collecting and tracking IP information is performed. The
achieved results are presented in section 3. The final conclusions and
recommendations in section 4 are made.

2. Experiment

The science experiment in a specialized university computer lab in the
Faculty of Technical Sciences at Konstantin Preslavsky was made. All of the
hosts in this lab were connected each other in Local Area Network (LAN). The
investigated computer network was consisted of 2 hosts. The network ID of this
LAN is 194.141.47.128/26. The research host was configured with the following
public IPv4 address 194.141.47.153/26.

The most used web platforms for collecting and footprinting IP information
in practice are the following:

e WhatlsMylIP;

e WhatlsMyIPAddress;
e Bg whois;

e Who.is;

e Domaintools and etc.

Each of the written above platform provides a large set of tools for
collecting and footprinting IP address information about the target host. This set
of tools includes the following services:

e [P address lookup;
Internet speed test;
IP Whois lookup;
Server header check;
Email header check;
Domain Name System-based Blackhole List (DNSBL) or Real-time
Blackhole List (RBL) check;
Breach check;
DNS and reverse DNS lookup;
Proxy check;
Port scanner;
Hostname lookup;
VPN leak check;
Trace route and etc.

3. Results
Fig.1 shows the execution of the service IP lookup with the platform
WhatlsMyIPAddress. It is important to note that this information should not be
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used for emergency purposes, trying to find someone's exact physical address, or
other purposes that would require 100% accuracy.

The collected information reveals the following details as IP address
(194.141.47.153), Hostname (ftn.shu.bg), Autonomous system (6802), Internet
Service Provider (Bulgarian Research and Education Network Association),
Organization (the same as above), Continent (Europe), Country (Bulgaria),
State/Region (Shumen), City (Shumen), Latitude and Longitude coordinates,
Postal code (9700). The hostname ftn.shu.bg actually is the official web site of
the Faculty of Technical Sciences at Konstantin Preslavsky University of
Shumen. More detailed information about the Domain Name System-based
Blackhole List on fig.2 is shown. DNSBL consists of the following lists as IP
nost listed (good state), IP listed (bad state), Blacklist timeout error and Blacklist
offline.

W) Complete IP Address Details for 199 X 4=
&« C & whatismyipaddress.com/p/194,141,47,153
Home » IPTools = IP Lookup = 194 141 47 153

|iP Details for 194.141.47.153 |

This information should not be used for emergency purposes, trying to
find someone's exact physical address, or other purposes that would
require 100% accuracy.

194.141.47.153 | Lookup IP Address

Details for 194.141.47.153

1P 194.141.47.153
Decimal: 3264032665
I Hostname: fin shu by I
ASN: BBO2
ISP Bulgarian Research and Education Network Associati
Organization: Bulgarian Research and Education Network Associati

Services: None detected
Type: Broadband
Assignment: Likely Static [P

SRS Clickio Check Blacklist Status

Continent: Europe
State/Region: Shumen
City: Shumen
Latitude: 43.2787 (43 16" 36.12" N)

Longituce: 26.8292 (267 55'45.12"E)

Fig. 1. The service IP lookup with the platform WhatlsMyIPAddress
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[194.141.47.153

Check My IP Address

Checking 194141 47 153 (ftn.shu bg). Please wait a minute for the
checks to complete.
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access redhawk.org
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dnshl zpthl.net
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dnzhl zorhs net
dnshl-1 uceprotect net
dnshl-2 uceprotect net
dul.dnzhl zorbs net
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hittp.dnshl.zorbs net
inz backscatterer.org
mail-abuze blacklist jippg.org
m=dicd bl gweep. ca
no-mare-funn.moensted.dk

all.=5h et
bl.spamcop.net
hlackholes wirehuls net
block dnshbl sorb s net
Bogons .CYMrU.com
chl.abuseat.org

dialup blacklist jippeg.org
dialups visi.com

dnzhbl anticaptcha net
dnzhbl.dronekl.org
dnshl kempt net

dnshl tornevall.org
duint aupads org
drshl-3 uceprotect.net

escalations dnshl zorbs net

black junkemailfiter.com
intruders. docs uuse
korea zervices net
mizc dnzbl sorbe net
nevw.dnzhl zorbs net
old. dnzhl zorbs net

opm torneyall.org
provyhlgweep.ca
pes.spambusters org.ar
thl znark net

phlspamhaus org
pshlsurrigl.com

ril. zchutte org
recent dnzhl sorks net

relays bl.gweep.ca
relays nether.net
zhl.spamhaus.org
ancks dnshl sorbs net
zpam olsentech net spamguard leadmon.net
spamsources . fabel dk ublunzubscore com

L webanshlsorbenet D xblspambausord ]

relays mail-abuse.org
rebl aupads.org

amtp.dnzshl.sorbs . net
spam.dnshl.zorbs net

Fig. 2. Detailed information about the Domain Name System-based Blackhole
List for IP address 194.141.47.153

The Domain Name System-based Blackhole List shows that the IP address
194.141.47.153 is not listed in any blackhole list.

The service Data Breach Check provides quick results on whether an
employee's email from an organization has been compromised. This may be
happen when malicious users gain unauthorized access to the information
resources of the organization’s databases. As a result fig.3 shows that the
account with email “petar.boyanov(@shu.bg” has not been found in any data
breaches.
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&) Checkif Your Email Has Been Expose X () DS Lookup - WhatIsMyIP.com® X | +

&« C whatismyipaddress.com/breach-check W

Home » Leam » Tools » Data Breach Chedk

N Data Breach Check

Enter an email address to see if you have
accounts with organizations hit by a data breach.

Enter an email address below and click for immediate results:

petar hoyanov@shu byl | Breached?

We rec using a P d 1o create, stare and
access encivpted passwords. Here are three of the hest:

1Password | LastPass.-: | Fdashlane

Breach Status:

Congratulatiens! This email address has net been
found in any data breaches!

Al breach data sourced from havelbeenpwned com.

Ralatad Articlac

Fig. 3. Results with the service Data Breach Check

The service DNS lookup it is used to find the IP address of a certain
domain name. The results will include the IP addresses in the DNS records
received from the name servers. It was entered the URL of the web site - Annual
of Faculty of Technical Sciences at Konstantin Preslavsky University of
Shumen. As a result it was shown the Domain Name Server of this site -
194.141.47.153. This is illustrated on fig.4.

It should be noted that more than one website is hosted at this address
(194.141.47.153).

The main goals of cyber-attack for obtaining information footprints and
applying intelligence techniques are to collect network information, system
information and information for public or private organizations [3].
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%" Checkif ¥our Email Has Been Expose X | B chu.bg whais cpaska - Whois % ) DNSLookup - whatlstylP.com® X 4

& ¢ & whatismyip.com/dns-ookup/ B

What[SMyIP.cDm &MyIP OSpeedTest QIPLookup O Change P @ HideIP Q Bl Sign Up #Login

Whatls by IP? » DNS Lookup
Ask A Question
DNS Lookup
Questions & Answers - ]
URL: | annualsftn.shubg

[Py address for annuals.finshubg
Dornain Marme Server: 194.141.47 153

Use the DNS lockup tool to find the IP address of a certain domain name, The results will include the IP
addresses in the DNS records received from the name servers.

How DNS Works

The Domain Mame Systern, otherwise known as DNS, is a key comporent of the Internet. DNS is the
resolution of a domain name to anIP address. For those of you who are not aware of how itworks read
on tolearn the basics,

PAIC T malaiia

Fig. 4. Using DNS lookup for the web site annuals.ftn.shu.bg

By using web based platforms for collecting and footprinting ip
information of hosts in the computer network it can be gathered sensitive
information for public or private organizations as information for employees, the
official or private website of the organization, organization location information,
telephone numbers and addresses of employees which can be used in the
Facebook app to find the employee profile and public and private IP addresses
of the employees from the organization [1], [2], [5], [7], [8], [10].

NOTE: All of the scientific experiments and studies in this paper were
conducted in a specialized computer lab at the Faculty of Technical Sciences at
the Konstantin Preslavsky University of Shumen, consisting of several hosts.
Everything illustrated and explained in this paper is for research purposes and
the authors are not responsible for any misuse.

4. Conclusion

The Certified Ethical Hackers, Networks Security Officers and System
Administrators have to take the following security actions and mechanisms,
such as:

e Compulsory compulsion and obligation on employees not to disclose
confidential information to third parties. This can be done by signing specific
internal protocols to ensure that no information is disclosed to cybercriminals or
competing organizations.

e Closing or blocking all unnecessary network ports in employees'
computer machines through a hybrid firewall.

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 16, 2019 47



e Mandatory restriction or blocking of search engine access from caching

on the organization or company website.

e Conducting compulsory training to improve the skills against modern

types of malicious cyber-attacks.
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