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ABSTRACT: The purpose of this article is to evaluate the impact of the
decoding/encoding process on the IP based voice transfer. A short analysis of the
decoding/encoding algorithm has been made. Using the result from the conducted analysis
evaluation model has been created. A series of simulations have been performed and the results
are represented in graphical form
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Although there are a number of technologies that allow connectivity between
different offices and locations, Internet-based VPN's have recently developed as
the most secure and cost-effective way to connect enterprise hubs with their
remote offices and mobile employees. They provide the highest level of security
by using modern, standardized security protocols, such as the Triple Data
Encryption Standard (3DES) for encryption and IP Security Protocol (IPSec) for
tunneling, as well as a variety of authentication methods that protect data from
unauthorized access. and abuse.

IPSec ensures the security of the transmitted data, the identification header
and encryption/ decryption of the basic data in the packet on both sides of the
transmission line. This process of encrypting/decrypting the information adds an
additional delay in the distribution of packets.

At present, standards based on the ITU H.323 protocol stack have been
adopted for the use of voice transmission technology. The H.323 protocols mainly
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provide the transmission of video and audio data over IP networks and the
Internet. H.323 is recommended by the International Telecommunication
Organization (ITU) as a standard for transmitting multimedia information over a
network that does not support QoS. Part of the H.323 stack are the G.711 and
G.729 codecs, which are mainly used for voice transmission over the Internet.

The encapsulation of an IPSec voice transmission packet in tunnel mode is
shown in Fig. 1. The ratio of the added information to the packet size itself varies
between 35% for a 160 bytes (64 kb/s) packet encoded according to the G. 711
standard and 81% for a 20 bytes (8 kb/s) packet encoded according to the G. 729
standard. It is obvious that the addition of additional information to the fixed
packet size will reduce the performance of QoS mechanisms in voice
transmission.

Datagram IPSec, Tunnel mode
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Fig. 1. Encrypted packet structure

The process of encrypting/decrypting data in routers takes some time At. We
assume that this time is the same for all routers with an architecture. It is this time
At that is the additional delay that is introduced during the encryption/decryption
process in the system. This delay can be estimated by the following formula:

S acke
(1) [see = 5 Rk :

Where S,4ckeq 1S the packet size (bit) and R is the encryption/decryption rate
of the routers (bit/s)

Regardless of protocol use, the end-to-end delay I, is the sum of the
following components: delay imported from using the I.,4, codec, from the
distribution of packets in the transmission medium I,,,, , transmission delay
(time required for the packet to reach its destination) I,y -

The total delay can be calculated as follows: When using the G.729 codec,
the imported delay is I.,4. = 23 ms. The packet propagation speed in a standard
environment (copper cable) is 5 us/km for a distance of 350 km (Sofia - Shumen)

is approximately I,,.,,, = 2 ms. The time to pass a 160 bytes packet over a 4 Mb/s
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line is approximate I;,.,ns = 0,3 ms. The expression for the total delay in this
case, using the IPv4 protocol acquires the following form:

(2) IbeIP = Icode + Iprop + Itrans + Iqueue

Where I, is the delay introduced by the buffer queue service. If IPSec
formula (2) is used, it will look like:

(3) IbeIPSec = lcode + Iprop + I,trans + I,queue + 2Iscc

Where [, is the delay inducted by the information of the
encryption/decryption processes. The most variable compound is Igyeye. We
assume that in the considered system there are N intermediate routers between the
source and the receiver. The delay introduced by the request for processing in
every router is I; , then the total delay from the processing of queues in the system

IS Lyyeue:

(4) Iqueue = Z§V21 I;

To calculate I; several assumptions will be made: the intermediate routers
have an implemented mechanism for processing the incoming queues on their
ports, the processing scheme is FIFO. The routers are connected via a
transmission line with a capacity of C and accept for processing on M incoming
streams. It is known that human speech can be represented as a sequence of
intervals containing information and pauses, and their distribution is exponential
(ON - OFF model). This type of incoming traffic is defined as self-similar and
with long-term dependencies. It can cause overflow of the buffers of the service
devices, and this process cannot be predicted by the traditional methods with the
Poisson and Markov models.

Furthermore, if one looks at the codec mechanism (e.g. G.729), it will be
found that the size of the incoming packets is fixed and therefore the resulting
service time u is determined. In the literature, this type of traffic is investigated
by a G/D/1 queuing system, which allows to calculate the total delay of voice
transmission over IP. To calculate the delay in such a system, we need to know:
A and the change of incoming self-similar traffic 62 , the Hirst N parameter and
the service time u. If the Weibull law is used for distributing purpose, then a
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certain number of packages will have size S,,.keq Where the queuing can be
calculated by the formula:

v -0 2-2m
2aAH?H(1-H)2—2H packed

5) L, =exp—

Where Ut is the duration of the interval and a > 0 is the coefficient of
variation. Then the delay in the i-th router can be calculated by:

(6) I =plL;= _ch'ged-“

We consider two types of voice traffic, one encoded according to the G.711
standard and the other encoded according to the G.729 standard. Assume that the
number of intermediate routers N = 8 (the value is accepted after executing the
command tracert IP address of a server located in Sofia). In order for the quality
of the transmitted voice to be acceptable and to meet international specifications,
the delay must be less than 150ms. The parameters and architecture used for the
simulation are shown in Table 1 and Fig. 2.

Table 1. Parameters used for the analysis

Parameter Value
A 8/64 kbl/s
C 1/2 Mbl/s
a 0,6
H 0,7
Information part of the package 20/160 bytes
N 8
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Fig. 2. Simulation staging
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The analytical results of the voice delay in the IPv4 protocol and IPSec are
shown in Fig. 3.
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Fig. 3. Results obtained from the analytical study

As can be seen from the figure, the number of flows under the boundary
condition when using IPSec is 40% less compared to the cases where the IPv4
protocol is used. These results are obtained for all coding rates of the input
streams.

Therefore, in order to maintain the quality of the broadcast voice and to meet
international standards, it is necessary to limit the number of voice sessions to a
certain level.
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