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1. Introduction

In order to stop hackers from illegally breaking into a computer network, it 

is necessary to understand the goals and mindset of the malicious perpetrators. 

Most of the computer systems [1,4,5,7,10,13,24] around the world 

systematically fall prey to wanton compromise and hacking. This unregulated 

process is not only widespread, but is executed so flawlessly that attackers 

compromise the system [2,3,6,8,9,10,11,12,13,15,19,20,21], steal everything of 

value, and completely erase their track. 

In this regard, the main objective of an ethical hacker is to help the 

concerned organization to take and implement preventive defense measures 

against various types of modern malicious cyberattacks by attacking the 

computer network itself, all the while complying with all legal regulations for 

the proper functioning of all hosts. This philosophy is proven itself in computer 

practice, because in order to catch a computer thief or perpetrator, it is necessary 

that ethical hackers think exactly like them. As technological progress and 

organization become increasingly dependent on technology, information 

resources have become critical components for protection [1,2,5,9,14,16,21]. 

To ensure that organizations are applied all security mechanisms 

adequately to their information resources, it is necessary to adopt the approach 

of performing a thorough examination to detect weaknesses and vulnerabilities 

in host operating systems as well as network communication devices. 
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Therefore the certified ethical hacker is a person who normally works 

within the organization and who can be fully trusted to undertake and carry out 

planned intrusion attempts into computer networks and systems using the same 

methods as the malicious perpetrators - hackers. In this scientific research, the 

main emphasis on the implementation of software application using linear 

algorithm for network port scanning in android based operating systems is 

placed. 
 

2. Experiment 

The experiment in a specialized computer network laboratory in the 

Faculty of Technical Sciences is made. In this paper a linear algorithm for 

network port scanning is suggested. This algorithm is respectively designed to 

operate on Android based operating systems. In this regard, fundamentally new 

approaches for algorithmization of activities related to network port scanning is 

developed. 

The Python programming language has various module libraries for 

network scanning of hosts and thus the performance of a modified script for 

Android based operating systems implementing a linear algorithm for network 

port scanning is showed. 

The operation of the modified script implementing a linear algorithm for 

network port scanning for Android based operating systems involves the 

following basic steps: 

1. Loading the required libraries and modules. The libraries and modules 

that are used in the port network scan script are several items. 

2. Entering the relevant global variables. 

3. Introducing the host scanning features. 

4. Checking if the port is open or closed. 

5. Getting the scope with ports from the graphical user interface (GUI). 

6. Start recording the results to the log file. 

7. Initialize the port scan process. 

8. Showing the elapsed time since the scan. 

9. Configuring the graphical user interface. 

10. Define the color gamut of the GUI. 

11. Configure the fields in the scanner. 

12. Enter an IPv4 network address or domain. If a domain is entered, then 

the modified script, after performing the scan, prints the public IPv4 address of 

the domain. 

13. Define the port scan range. 

14. Viewing the list of found open ports. 

15. Configuration of the buttons for starting the scan and saving the 

obtained results. 

16. Launching the GUI. 
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The flowchart of a modified script for Android based operating systems 

implementing a linear network port scanning algorithm in fig. 1 is presented. 

The scientific research using the smartphone Realme GT Master Edition 

with operating system Android 11 is carried out in order to scan and detect open 

ports on active hosts in the local computer network. In the generated log file the 

network scanner application shows how many ports are discovered and what 

their status is. It also shows how long it took the scanner to perform this network 

process. The network scanner does not have any malware embedded in it, and 

thus a specialist or user can use it for performing host scan. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. Flowchart of a modified script for Android based operating systems 

implementing a linear network port scanning algorithm 
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3. Results 

 
Fig. 2. Port scan of host with IPv4 address – 192.168.1.1 for the first 1024 ports 
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Fig. 3. Detailed information about the results of the performed port scan for the 

host with IPv4 address - 192.168.1.1 
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Fig. 4. Port scan of subdomain jsar.ftn.shu.bg for the first 1024 ports 
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Fig. 5. Port scan of subdomain jsar.ftn.shu.bg for the first 1024 ports 
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Fig. 6. Detailed information about the results of the performed port scan for both 

subdomains jsar.ftn.shu.bg and ftn.shu.bg 
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Fig. 2 shows the direct network scan by IP address and in this case the IPv4 

address of the host is 192.168.1.1. From the obtained results in fig. 3, it is found 

that a total of 2 open ports are detected out of a total of 100 scanned network 

ports. From figures 4, 5 and 6 it can be seen that the public IPv4 address of the 

subdomains jsar.ftn.shu.bg and ftn.shu.bg is the same for both - 194.141.47.8. 

This application actually reveals the fully qualified domain name (FQDN) of the 

scanned subdomain. The subdomain jsar.ftn.shu.bg is the official web site of the 

scientific journal – Journal Scientific and Applied Research and the subdomain 

ftn.shu.bg is the official web site of the Faculty of Technical Sciences at 

Konstantin Preslavsky University of Shumen. As a result of the performed 

scientific research 8 open ports are found out of a total of 1024 ports scanned 

and the total elapsed time to complete the scan is 4.053 seconds. The found open 

port numbers are accordingly 21, 22, 25, 53, 80, 443, 465 and 587. Thanks to 

this information, the malicious perpetrator can use the most correct exploit to 

perform unauthorized and unsanctioned access to the resources of the victim 

host. At the same time, the system administrator's goal is to apply security 

mechanisms to each of the found open ports. 

The obtained detailed information about the started services on the detected 

open ports is the following: 

- Open port 21 - File Transfer Protocol (FTP). 

- Open port 22 - The Secure Shell (SSH) Protocol. 

- Open port 25 - Simple Mail Transfer Protocol (SMTP). 

- Open port 53 - Domain Name Server (DNS). 

- Open port 80 - World Wide Web, Hypertext Transfer Protocol (HTTP). 

- Open port 443 - World Wide Web, Hypertext Transfer Protocol Secure 

(HTTPS). 

- Open port 465 - URL Rendezvous Directory for SSM. 

- Open port 587 - Message Submission. 

The presented modified script for Android based operating systems in 

Bulgarian Defense Institute can be used in order to be detected open unprotected 

network ports. In relation to this the chief information security officers will be 

able to take timely measures to implement protective mechanisms and policies 

for the protection of the information resources containing critical and 

confidential information about data centers in defense and security, jamming 

devices, bullets, ammunitions, projectiles, rocket motors and ballistic materials 

[15,16,17,18,19,20,21,22,23,25]. 

The results of the conducted scientific research show that this Android 

application can find ports with open state very fast. In this scientific research, it 

is shown that the maximum number of scanned ports is configured to be up to 

1024. As is accepted in practice, the total number of ports is 65535, and in this 

case, when is performed a scanning the subdomain edu.shu.bg, it was found that 

all ports were scanned in a record 3.576 seconds and 4 open ports were found. 
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All this really shows high performance and port scanning in extremely negative 

time. This is shown on fig. 7. 

 
Fig. 7. The statistical processing of the obtained results of the conducted 

scientific research 

 

ATTENTION: The scientific experiments and research works in this paper 

in a specialized computer laboratories at the Faculty of Technical Sciences of 

the Konstantin Preslavsky University of Shumen are made. Everything 

illustrated and explained in this paper is for research work and educational 

purposes and the authors are not responsible in cases of abuse. 

 

3. Conclusion 

There are a number of different methods of doing the actual network port 

scan by setting different TCP (Transmission Control Protocol) flags or sending 

different types of TCP packets. The port scanning finds open, closed and filtered 

ports. For example, a SYN network scan shows port scanners which ports are 

listening and which are not, depending on the type of response which is 

generated. A FIN scan will generate a response from closed ports, but ports that 

are open and listening will not send a response, so the port scanner will be able 

to determine which ports are open and which are not. Network port scanning 

software, basically sends a serial connection request to the target host on each 

port and notes which ports are responded or appear open for further 

investigation and exploitation. 

Thus the exceptionally well-equipped laboratories at the Faculty of 

Technical Sciences at the Konstantin Preslavsky University of Shumen give 

great opportunities to students majoring in "Communication and Information 
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Systems", "Computer Technologies in Automated Manufacturing" and "Signal 

Security Systems and Technologies" to perform network scanning of hosts using 

software applications created for the Android based operating systems. 
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