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1. Introduction 

The monitoring and analyzing of network traffic as well as the detection of 

network port scans are essential to maintaining a well-protected host state. The 

main aim of network sniffers is to scan the local computer network for active 

hosts in order to capture network packets. Once the network packets are 

intercepted, the malicious users will be able to analyze and decode the 

information in order to find usernames, passwords, credit card numbers and 

details, personal information and more [7,13,14,20,21,22,23,24,25]. 

The purpose of the modified sniffer scripts is primarily to detect the host 

performing network scanning attacks and separately to determine exactly which 

ports have been scanned on the victim host. The programming and using of 

these modified scripts through the Python language ensures security on the part 

of the host user because no agents in the program code are presented. These 

agents as malicious code should be understood and in most cases they acts as a 

Trojans or backdoors [1,4,6,8,9,11,12,15]. 

The quickly discovering the perpetrator's IP address, as well as which the 

scanned port numbers are, allows the victim host to implement security 

measures and mechanisms, such as blocking the scanning host's IP address and 

placing the corresponding ports in a closed or filtered state. It is desirable that 
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the scripts must listen on every wired and wireless network interface of the 

victim host so that any network scanning attempts can be detected 

[13,14,20,22,24,25]. The conducting network scans that aim to capture and 

decode important and confidential information without the host's permission is 

considered as a crime and, if proven, is punishable to the full extent of the law of 

the respective country [2,3,4,5,7,11,12,17,18,19]. Everything illustrated and 

explained in this paper is for research work and educational purposes and the 

author is not responsible in cases of abuse. 

 

2. Experiment 

The scientific experiments and research works in this paper in a specialized 

computer network laboratory in the Faculty of Technical Sciences of the 

Konstantin Preslavsky University of Shumen is made. In this paper linear 

algorithms for detection of network port scan attacks are suggested. These 

algorithms are respectively designed to operate on Linux based operating 

systems. In this regard, fundamentally new approaches for algorithmization of 

activities related to network port scanning are developed. 

The Python programming language has various module libraries for 

detection of network port scan attacks and thus the performance of modified 

sniffer scripts for Linux based operating systems implementing linear algorithms 

for detection of various types of network port scan attacks are presented. 

The operation of the first modified sniffer script implementing a linear 

algorithm for detection of network port scan attacks in Linux based operating 

systems involves the following basic steps [2,3,4,5,6,7,8,9,10,16,14,19]: 

1. Specifying the full path to Python. 

2. Loading required modules and libraries – threating, datetime, socket, 

struct, time, ctypes, sys, sniff, os and queue. 

3. Determining the number of detected ports. 

4. Packet data unit recognition. 

5. Remembering the scanned ports and current time in UNIX format. 

6. Checking for the number of the scanned ports. 

7. Writing the time of each network scan. 

8. Delete the scanned ports and IP addresses that do not fall within the 

specified time. 

9. Print the detected port scanner from host with IPv4 address. 

10. Print the started network port capture. 

11. Print the following found scanned ports. 

12. Terminating the script with the key combination (Ctrl+C). 

The flowchart of the first modified sniffer script, implementing a linear 

algorithm for detection of network port scan attacks in Linux based operating 

systems on fig. 1 is illustrated. 
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The second linear algorithm for detection of network port scan attacks in 

Linux based operating systems is almost the same as the previous one with the 

difference that it only detects the IPv4 address of the scanning host and displays 

the IPv4 address of the scanned host. This algorithm shows exactly how many 

port scan requests have been performed. The time of each request at the end of 

the line after the IP address of the scanned host is written. The flowchart of the 

second modified sniffer script, implementing a linear algorithm for detection of 

network port scan attacks in Linux based operating systems on fig. 2 is 

presented. 

The scientific research using the software environment for virtualization of 

operating systems - VMware Workstation 12 12.5.1 build-4542065 is carried out 

in order to scan and detect open ports on active hosts in the computer network. 

The virtual installed operating system for the two hosts is respectively Linux 

pesho 6.0.0-kali6-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kali1 

(2022-12-19) x86_64 GNU/Linux. The both scripts do not have any malware 

embedded in it, and thus a network specialists, network pentesters or users can 

use it for performing detection of scan ports without having to worry about 

being infected with viruses, worms, backdoors and rootkits. 

The aim of using Linux virtual machines is to cut off physical access to 

both the underlying installed operating system and direct access with the 

hardware of the hosted computing machine. There is always a risk of 

compromising the underlying operating system on which the VMware 

environment is installed. In this regard, performing regular backups to external 

media completely solves the problem. 

After that it follows scanning and discovering both the physical MAC 

addresses and the logical network IP addresses of the hosts on a corresponding 

computer network. A special command is used to scan the network number 

192.168.80.0 in order to find all active hosts. Since the netmask is 24-bit, then 

the maximum number of active hosts is 254. Only two active hosts are found. 

The attacking host has an IPv4 address 192.168.80.132 and the victim host has 

an IPv4 address 192.168.80.130. 

The both modified sniffer scripts, implementing a linear algorithm for 

detection of network port scans attacks on the host (192.168.80.130) with Kali 

Linux virtual operating system are executed. On the attacking host 

(192.168.80.132) a modified script for Linux based operating systems using a 

linear algorithm for network port scanning is executed (shown on fig. 3 and 4). 
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Fig. 1. Flowchart of the first modified sniffer script, implementing a linear 

algorithm for detection of network port scans attacks 
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Fig. 2. Flowchart of the second modified sniffer script, implementing a linear 

algorithm for detection of network port scans attacks 
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Fig. 3. The execution of the modified script "python3 port_scan_IPv4_pesho.py 

192.168.80.130 --ports 1-20" 

 

 
Fig. 4. The execution of the modified script "python3 port_scan_IPv4_pesho.py 

192.168.80.130 --ports 1-5000" 
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3. Results 

Figures 3 and 4 show the results obtained after performing a network port 

scan on the host with address 192.168.80.132 for the first 20 and 1000 ports 

using the commands "python3 port_scan_IPv4_pesho.py 192.168.80.129 --ports 

1-20" and "python3 port_scan_IPv4_pesho.py 192.168.80.130 --ports 1-5000". 

The obtained results of the executed first modified sniffer script on fig. 5 are 

presented. The obtained results of the executed second modified sniffer script on 

fig. 6 are illustrated. 

 

 
Fig. 5. The first executed detection sniffer script 
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Fig. 6. The second executed detection sniffer script 

 

The results of the conducted scientific research show that the modified 

sniffer scripts are able to intercept all network packets sent to the victim host 

with IPv4 address 192.168.80.130. The detection time of each port scan is 

almost instantaneous. 

 

3. Conclusion 

The rapid detection of network scanning attacks is of primary importance 

for any security engineers and pentesters whose tasks are to ensure the 

protection of the information resources of the determined computer system. 

Thanks to the both modified detection sniffer scripts, it is possible to catch any 

network port scans and thus the white hats can block the IPv4 address of the 

malicious user in time and quickly. In this regard the exceptionally well-

equipped laboratories at the Faculty of Technical Sciences at the Konstantin 

Preslavsky University of Shumen give great opportunities to students majoring 

in "Communication and Information Systems", "Computer Technologies in 

Automated Manufacturing" and "Signal Security Systems and Technologies" to 

gain extensive theoretical and practical experience in the detection of various 

types of network scan attacks. 
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