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ABSTRACT:
In this scientific paper modified scripts, implementing linear algorithms for discovering
wireless networks in Linux based operating systems are presented.
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1. Introduction

Wireless networks work mainly in two modes Ad-Hoc and Infrastructure.
In the first mode of operation, it is typical for hosts to connect to each other.
And in the second mode, the hosts connect to a central running device such as
access point [2,3,4,5,6,7,9,14,15,18,19]. In practice, several basic modes are
used to scan wireless networks. By default, network cards are set to normal scan
mode. If the host wishes to scan all passing network frames from the wireless
networks, its network card needs to be set in Promisc (monitor mode)
[1,11,13,16,17,21,22,25,30,31,33]. All wireless networks work in infrastructure
mode and in this regard every wireless network device sends special beacon
network frames which broadcast SSID information to all nearby wireless
devices. To find out about the operation of a particular wireless network, it is
necessary for the wireless network card of the host to send a probe request. If the
wireless network is available and working, it sends a probe response to the one
who sent the probe request. The next logical step for the host is to establish a
wireless network connection to the found wireless network, and to this end a
series of authentication packets. Then it goes to the next stage with sending and
receiving association request and response wireless network packets. The last
procedure is related to performing a handshake via the following encryption
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security protocols - WPA, WPA2 and WPA3 [8,12,20,23,24,26,27,28,29,32].
After all phases of wireless network connection are passed, the corresponding
host is connected to the found wireless network. The conducting wireless
network scans that aim to reveal sensitive information about the wireless
networks without the host's permission is considered as a crime and, if proven, is
punishable to the full extent of the law of the respective country
[2,3,4,5,7,11,12,17,18,19]. Everything illustrated and explained in this scientific
paper is only for research work and educational purposes and the author is not
responsible in cases of abuse.

2. Experiment

The scientific experiment and research work in this paper in a controlled
home environment was conducted. In this paper linear algorithms for
discovering wireless networks via modified scripts for Linux based operating
systems are suggested. In this regard, fundamentally new approaches for
algorithmization of activities related to discovering of wireless networks are
developed.

The programming language used for the scripts operating basically in
Linux based operating systems is python version 3. The operation of the first
modified script implementing a linear algorithm for discovering wireless
networks involves the following basic steps [2,3,4,5,6,7,8,9,10,16,14,19]:

1. Specifying the full path to Python version 3.

2. Loading required modules and libraries — threating, datetime, socket,
struct, time, ctypes, sys, sniff, os, scapy, wifi, columnar, IPy, argparse,
colorama, Fore, queue and termcolor.

3. Defining the colors used in the Wi-Fi scanner.

4. Color script configuration.

5. Entering a network interface to scan — “wlanQ”.

6. Discovering the available networks - SSIDs.

7. Showing the information about the wireless network with the best signal
and parameters — channel, signal, frequency and encryption mode.

8. Displaying the elapsed time of the scan in seconds.

9. Showing the completion scan time.

The flowchart of the first modified script, implementing a linear algorithm
for discovering wireless networks in Linux based operating systems on fig. 1 is
illustrated.

The second script is characterized in that it detects all wireless probe
requests and probe responses as well as service set identifiers (SSIDs) of
wireless networks between hosts. It involves the following basic steps:

1. Specifying the full path to Python version 3.
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2. Loading required modules and libraries — threating, datetime, socket,
struct, time, ctypes, sys, sniff, os, scapy, wifi, columnar, IPy, argparse,
colorama, Fore, queue and termcolor.

3. Putting the wireless card in monitoring mode.

4. Selecting the wireless interface — “wlan0”.

5. Printing the discovered SSIDs.

The flowchart of the second modified script, implementing a linear
algorithm for discovering probe requests and probe responses in Linux based
operating systems on fig. 2 is presented.

It should be specified that the script intercepts absolutely every wireless
request and response between the hosts.

Specifying the full path to Python version 3

z
‘ 2

Loading required modules and libraries — threating, datetime, socket,
struct, time, ctypes, sys, sniff, os, scapy, wifi, columnar, IPy, argparse,
colorama, Fore, queue and termcolor.

Defining the colors used in the Wi-Fi scanner

Color script configuration

Entering a network interface to scan — ““wlan0”

Discovering the available networks - SSIDs

Showing the information about the wireless network with the best signal
and parameters — channel, signal, frequency and encryption mode

Displaying the elapsed time of the scan in seconds

Showing the completion scan time

Fig. 1. Flowchart of the first modified script, implementing a linear algorithm
for discovering wireless networks
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Specifying the full path to Python version 3

v

Loading required modules and libraries — threating, datetime, socket,
struct, time, ctypes, sys, sniff, os, scapy, wifi, columnar, IPy, argparse,
colorama, Fore, queue and termcolor.

v

Putting the wireless card in monitoring mode

v

Selecting the wireless interface — “wlan0”

‘

Printing the discovered SSIDs

|
( END )

Fig. 2. Flowchart of the second modified script, implementing a linear algorithm
for discovering probe requests and probe responses in Linux based operating
systems

The scientific research using the software environment for virtualization of
operating systems - VMware Workstation 12 12.5.1 build-4542065 is carried out
in order to be discovered all wireless networks. The virtual installed operating
system for the hosts is respectively Linux pesho 6.0.0-kali6-amd64 #1 SMP
PREEMPT _DYNAMIC Debian 6.0.12-1kalil  (2022-12-19) x86 64
GNU/Linux. The both scripts do not have any malware embedded in it, and thus
a network specialists, network pentesters or users can use it for performing
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probe requests and probe responses without having to worry about being
infected with viruses, worms, backdoors and rootkits.

The aim of using Linux virtual machines is to cut off physical access to
both the underlying installed operating system and direct access with the
hardware of the hosted computing machine. There is always a risk of
compromising the underlying operating system on which the VMware
environment is installed. In this regard, performing regular backups to external
media completely solves the problem.

It was purchased additional TP-LINK TL-WN821N 300Mbps wireless N
USB adapter in order to be carried out the scientific research. The IPv4 address
of the scanning host is 192.168.80.130/24 and thus the both modified scripts,
implementing a linear algorithm for discovering wireless networks on the host
192.168.80.130 with Kali Linux virtual operating system are executed.

Another important step that was taken is the installation of the two modules
— wifi and scapy. Thanks to them, it is possible to be scanned and detected the
wireless networks and putted the wireless network card in monitoring mode.
This is shown on fig. 3.
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Fig. 3. Installation of the module wifi in the operating system Kali Linux
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3. Results

Figures 4 and 5 show the results obtained after performing a wireless
network scan with the first modified script on the host with address
192.168.80.130 using the command "python3 pesho_wifi_scan_1.py"

f ot e i2: ~Desktop
File Actions Edit View Help

pesho_ufi_scan_1.py
thbkbbbk bbb b b R R e R R R R R R R R bbb e b

HoZugHUupaH Gesuuen ckenep ot Netop bodHos

CKahWpaeTo 3anouna B: 2023-09-03 11:52:22,608065

['Securtiyoo?', 'peshosang’, 'DCS-935L-EG83', 'GIGL', ", 'bdu784’, '", 'Tech D3702134", 'Tech D3689248', 'VIVACON Fiberhet']

VIVACOM_FiberNet (50:A9:DE:80:ED:BO)  Kawan: 3 Cuna Ha curwana: -98  pexum: Naster (WPA2)

Yecrota: 2.422 GHz , Kpuntupamwe: True
Hamavano Bpeme ot cHannpaneto: 2.574051856994629 cexynan
CKanupaneTo npukneun B: 2023-09-03 11:52:25,154623

~{Desktop

Fig. 4. Discovered all wireless networks and presented the current SSID with the
best indicators
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: root@kaliZ: = Desktop

File Actions Edit View Help

pesho_wifi_scan_1.py
krkbbkkbrkd bk bbbk bk kbt ki bk bbbk bk kR kb R kR kR bk k

Moanduumpan Geaxuuen ckenep ot [letsp boanos

CKaHpaneTo 3anouna B: 2023-09-03 11:53:52,102123

BoeefeTe MpewoB WHTepdeiic 3a cranmpane: wland
['Securtiy0®7', 'peshosand', 'DCS-035L-E683', 'GIGI', '',|'bd4784' "', 'Tech_D3702734', 'Tech_D3689248', 'VIVACOM_FiberNet', 'Tech_Dous62r', 'D
=Link_G0-RT-N300']

D-Link_GO-RT-N300 (54:B8:0M4FIFGIFC)  Kawam: 1 CWna Ha chruana: -98  pewnn: Master (WPA2)

Yectora: 2.412 GHz , KpunTipane: True
HamuHano Bpeme T cKanupaxeto: 5.413309429168701 cexynpu
CKanupaneTo npukmoun B:  2023-09-03 11:53:57.501817

Fig. 5. Discovered all wireless networks and presented the current SSID with the
best indicators

The obtained results from fig. 4 and 5 present that the following wireless
networks were discovered:

- Security007;

- peshosan9;

- DCS-935-E683;

- GIGl,

- Two hidden wireless networks;

- bd4784,
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- Tech_D3702734;

- Tech_D3689248;

- VIVACOM _FiberNet;

- Tech_D0048627;

- D-Link_Go-RT-N300.

The discovered SSIDs “VIVACOM FiberNet” and “D-Link_Go-RT-
N300” has the best indicators. For the record my wireless networks are
“peshosan9”, “VIVACOM_FiberNet 20BC”, “VIVACOM_FiberNet”,
“Security007” and “DCS-935-E683”.

Figures 6, 7 and 8 show the results obtained after performing a wireless
network scan with the second modified script on the host with address
192.168.80.130 using the command "python3 pesho_wifi_scan_2.py"

o root @kali2: ~[Desktop

File Actions Edit View Help

~/Desktop
pesho_wifi_scan_2.py
CHaHMpaHe Ha OeakMuen MHTEpHEMC:

bll
Hamepen woenTHdMKaTop Ha Beawuusa wpexa - SSID:

b'Securtiyaor’
Hawepex wiexTHQUKaTOD Ha Gearuusa wpexa - SSID:

b'Securtiygor’
Hamepes WieHTHOMKATOD Ha Geaxuuna mpexa - SSID:

b'Securtiya07'
dMepeH MAEHTHOMKATOP Ha fearnuna NpeKa - se1p:
Hameped weTHdMkaTop Ha beasuuda wpewa - SSID:

b'Securtiyaor’
Hamepen WIeHTHOMKaTOD Ha GeawmuHa npewa - SSID:

b
Hamepex WoeHTHOMKATOD Ha Oeawuusa wpewa - SSID:

'Securtiy0o7'
HamepeH HIEHTHOMKATOD Ha Geamuusa Mpexa - SSID:

bll

Fig. 6. Discovered all sent probe requests and probe responses

96 JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 24, 2023



root@kali2: ~/Desktop

File Actions Edit View Help

b
Hamepes uaeHTHOMKATOP Ha Oeamuuda Mmpewa

5
Hamepes MOeHTHOMKATOP Ha Oe3kMuHa Mpexa

b'Tech_Do048627"
Hamepes MOEHTHOMKATOP Ha Oe3xMuHa Mpewa

b
HaMmepeH MAeHTMOMKATOD Ha Ge3wnyHa Mpexa

b'VIVACOM_FiberNet_20BC'
Hamepes MOeHTHOMKATOP Ha Oe3xMuHa Mpexa

b
HaMmepeH MAeHTMOMKATOD Ha Ge3wnyHa Mpexa

b'Securtiy0o7’
HamepeH mgeHTudMKatop Ha DeawuuHa mpewa

b'VIVACOM_FiberNet_20BC'
HaMmepeH MAeHTMOMKATOD Ha Ge3wnyHa Mpexa

b'Securtiy0a7’
HamepeH mgeHTudMKatop Ha DeawuuHa mpewa

b'Securtiyeo7’
HamepeH MQeHTUDMKATOD Ha GeaWuuHa Mpewa

55
Fig. 7. Discovered all sent probe requests and probe responses

.

root@kali2: ~/Desktop

File Actions Edit View Help

b
Hamepex ugeHTHDMKaTOP fe3nmuHa Mpexa

b'r
HamepeH woeHTHDHKATOP Ge3annuHa Mpexa

b'peshosand’
HamepeH MaeHTHDKKATOP feamMuHa mpema

b'peshosang’
HamepeH woeHTHDHKATOP Ge3amnuHa Mpexa

e
HamepeH woeHTHDHKATOP beamMuHa Mpexa

b
HamepeH woeHTHDHKATOP Ge3amnuHa Mpexa

br
HamepeH woeHTHDHKATOP Ge3amnuHa Mpexa

b'bd4784"
HamepeH MgeHTHDMKaTOP feamnuHa Mpexa

b'Tech_D@048627"
HamepeH woeHTHDHKATOP feamnuHa Mpexa

b'Tech_D0048627"
HamepeH woeHTHDHKATOP fe3amnuHa Mpexa

Fig. 8. Discovered all sent probe requests and probe responses
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The results of the conducted scientific research show that the modified
scripts are able to discover all wireless networks and illustrate the process of
sending probe requests and receiving probe responses. The discovering time of
each wireless network scan is on the order of a few seconds (2.57 and 5.42
seconds).

3. Conclusion

The results obtained show that the two modified scripts can detect all
wireless networks according to the technical capabilities of the TP-LINK TL-
WN821N 300Mbps wireless N USB adapter. Thanks to these two developed
algorithms, students studying in a professional area 5.3. Communication and
computer networks will be able to learn to program the network socket and
configure various settings and parameters when detecting wireless networks. In
this regard the exceptionally well-equipped laboratories at the Faculty of
Technical Sciences at the Konstantin Preslavsky University of Shumen give
great opportunities to students majoring in “Communication and Information
Systems", "Computer Technologies in Automated Manufacturing” and "Signal
Security Systems and Technologies" to gain extensive theoretical and practical
experience in the wireless networks discovering as well as intercepting wireless
frame probe requests and probe responses.
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