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ABSTRACT: This study examines the advantages, disadvantages, and applicability of 

centralized, decentralized, and hybrid security management models in contemporary 

organizations. Based on a comparative analysis and an organizational maturity-based 

approach, a framework for strategic model selection is proposed. The study highlights the 

importance of adaptability and integration between central control and local responsibility, 

especially in the context of modern cyber threats, globalization, and regulatory requirements 

[1,2]. 
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1. Introduction

Organizational security is a fundamental component of the sustainable and 

effective functioning of modern institutions. It is not limited to the technical 

aspects of information security, but encompasses a wide range of managerial, 

cultural and regulatory practices. One of the key issues is the choice of security 

management structure: centralized, decentralized or hybrid. 

The purpose of this report is to present a systematic overview of these three 

models, their applicability to the maturity of organizations, as well as to offer 

strategic guidance for choosing an appropriate model. 

2. Security building models

Before making a strategic decision regarding the security structure of an 

organization, a clear understanding of the main models for building it is 

necessary - centralized, decentralized, and hybrid. 
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Centralized model 

Centralized models are successfully applied in organizations with high 

requirements for control and compliance – e.g. the banking sector or the energy 

sector. [5] In the Bulgarian context, an example of centralized management is 

observed in the systems of the Ministry of Interior (MI) and the State Agency 

for Electronic Governance [9,13].  

Decentralized model 

Decentralization is characteristic of multinational companies and 

institutions with high organizational autonomy, such as universities [6]. In 

Bulgaria, a similar practice is observed in state higher education institutions, 

where faculties implement their own policies within a common framework 

[10,11]. 

Hybrid model 

The hybrid model combines central policy with local implementation, an 

approach that addresses the need for flexibility and control in a highly dynamic 

risk environment [4]. This practice is common in large corporate structures and 

public organizations with complex hierarchies [1].  

For a clearer understanding of the advantages and limitations of the 

considered models, it is necessary to make a comparative analysis that outlines 

their main differences in the context of security management. 

The comparison between the models is presented in table 1, based on an 

adaptation from ISO/IEC 27001 and the analysis of Whitman & Mattord [7]. 

 

Table 1 Comparison between centralized and decentralized models 

Criterion Centralized model Decentralized model 

Control Strong and central Distributed 

Flexibility Low High 

Incident response Slower Faster 

Compliance with 

standards 
Easier More difficult 

Expenses Lower Higher 

Communication Vertical Horizontal and vertical 

Management complexity Low High 

 

The comparative analysis performed shows that the choice of a security 

management model cannot be universal, but depends on a number of internal 

characteristics of the organization, among which the level of maturity of the 

security system occupies a leading place [14]. 

To be effective in practice, benchmarking between models must be tailored 

to the specific context of the organization – most notably its current level of 

maturity in security management. 
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In order to choose the most appropriate security management model, it is 

necessary that it be consistent with the organization's current level of maturity in 

this area [15]. 

 

Table 2 Model recommendation according to security maturity 

Maturity level Recommended model Justification 

0 - 1 Centralized Low readiness of units 

2 - 3 Hybrid 
Balanced delegation is 

needed 

4 Decentralized/Hybrid 
Maturity for autonomous 

driving 

 

Table 2 presents the recommended relationship between the level of 

maturity of the security system and the corresponding organizational model – 

centralized, decentralized or hybrid management. The proposed structure is 

based on a five-stage maturity assessment model, with each stage reflecting the 

degree of formalization, effectiveness, and integration of security processes 

within the organization. At lower maturity levels (0–1), the centralized model is 

most appropriate, as it provides the necessary degree of control and coordination 

in conditions of insufficiently developed processes. At medium maturity (levels 

2–3), a hybrid approach is recommended, combining centralized policies with 

delegated functions at the local level. At high maturity (level 4), decentralization 

becomes possible and desirable, as the organization now has the capacity to 

independently implement and control security measures. This relationship 

between maturity and model choice is essential for effective strategic security 

management. 

After presenting the theoretical models and their correlation to the maturity 

of the security system, practical examples should be presented that illustrate 

their real-world application in various organizational contexts. 

 

Table 3 Practical examples 

Organization Model Justification 

Central Bank Centralized 
Regulations and the need 

for central control 

International Trade 

Corporation 
Hybrid 

Local adaptation + 

centralized monitoring 

University Hybrid 

Faculties have autonomy 

but follow common 

policies 

 

They are supplemented with real cases from Bulgarian institutions: 

• Centralized structure: National Health Information System (NHIS); 
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• Decentralized: Sofia University; 

• Hybrid: NRA, with centralized monitoring, but local implementation of 

measures in the territorial directorates. [10] 

The choice between the three models should not be perceived as an end 

goal, but as part of a dynamic process, taking into account: 

• organizational culture; 

• technological infrastructure; 

• regulatory requirements; 

• geographical distribution; 

• human and financial resources. 

The hybrid model is the most flexible, but requires maturity, coordination, 

and clarity of responsibilities.  

Centralization allows for uniformity and control, but risks loss of 

flexibility. Decentralization brings adaptability, but also diversity. The hybrid 

model offers balance, especially when organizational maturity is present [2,9].  

Security management [12] is not only a matter of technology, but above all 

an organizational decision related to structure, control and culture. This study 

highlights the need for: 

• maturity assessment before choosing a model; 

• strategic approach to delegation; 

• creation of a communication framework between central and local units; 

• continuous improvement of the model in relation to the evolving 

environment. 

The choice of a security model [12] should be the result of a systematic 

analysis based on: 

• maturity level; 

• cultural and structural characteristics; 

• availability of resources; 

• regulatory framework (e.g. GDPR, NIS2, ISO 27001). 

It is recommended to periodically rethink the model in light of changes in 

technology, threats, and regulations [1,10].  
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