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ABSTRACT: This article explores a sophisticated cyberattack method that bypasses
technical defenses by targeting human psychology. Instead of attacking systems directly, this
approach uses the Social Engineering Toolkit (SET) to create convincing deceptive
campaigns that persuade users to inadvertently initiate the attack themselves. A key technical
element involves generating a custom Meterpreter payload, which is programmed to establish
a Reverse TCP connection. This creates a stealthy command and control channel by having
the compromised system "call back™ to an attacker-controlled server, granting remote access.
Our work demonstrates how this powerful fusion of human manipulation and technical
execution poses a significant threat that often evades conventional, technology-focused
security measures.
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1. Introduction

In today's cybersecurity environment, organizations rely on advanced
defenses like firewalls and intrusion detection systems. These tools are built to
stop malicious traffic and known threats. However, a major weakness remains
the human plain user. The social engineering attacks target this vulnerability by
exploiting human trust and curiosity [2,6,21].

This scientific work explores a powerful method that combines human
manipulation with technical skill to bypass modern security. The cyber-attack
begins within Parrot Security OS [12], a platform known for its penetration
testing tools. A key part of this method is the Social Engineering Toolkit (SET),
a framework [7] used to create deceptive attacks [2,6,20,21]. Using SET, an
attacker can create convincing phishing emails that appear to come from a
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trusted source. The toolkit is used to generate a malicious .exe file [5,8,10,12]
designed for a target Windows 10 system [19,20].

This file is not a simple virus, but a sophisticated Meterpreter x64 [3]
shellcode. The payload [5,8,10,12] is configured to create a Reverse TCP
network connection. In this technique, the compromised computer initiates
contact with the attacker's machine. This is effective because it often gets around
the victim's firewall rules for outgoing traffic [5]. The malicious user sets up a
listener on a specific port in their Parrot environment [12], waiting for the
connection from the compromised Windows 10 machine [19,20].

When the victim is tricked into running the file [5, 8, 10, 12], the
Meterpreter x64 [3] stager activates. It then creates a network connection back
to the attacker's IP address and port. Once the connection is made [9], a Reverse
TCP channel is established, giving the attacker remote control of the victim's
computer. This access runs with the same permissions as the user who opened
the file. The Meterpreter [3] session offers a wide range of capabilities for post-
exploitation [8], including stealing data and moving to other systems.

This entire process shows a critical flaw in security strategies that focus
only on technology and ignore the human element. This research will detail how
to configure SET, create the custom .exe payload, and set up the handler. Our
goal is to provide a clear analysis of this common attack to improve defenses.
By breaking down each step from the phishing email [2] to the final Reverse
TCP connection [13] it can be developed better protections. Ultimately, this
study underscores the need for a security approach that combines strong
technical controls with ongoing user education and phishing training [2].

The content of this academic work is intended for research and
instructional applications. Any unauthorized or unethical use of the
presented material falls outside the author's scope of responsibility.

2. Related work

Research on how attackers bypass security by targeting people sits at the
crossroads of social engineering and advanced cyber threats. Foundational
studies, like the work by [6], highlight the critical role of human factors [6] in
security, explaining the psychological reasons why social engineering attacks [4]
are so often successful.

The move to automate these cyber-attacks with software has been a key
area of study. Research such as [4] and [20] has categorized and explained how
the Social Engineering Toolkit (SET) works, showing its evolution from a basic
phishing tool [2] to a full-fledged attack platform. At the same time, other
research has focused on the technical side of these attacks, particularly the
payloads used in the Metasploit framework [7]. For instance, [8] has tracked the
development of these post-exploitation tools [8], while [3] and [16] have

178 JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 29, 2025



examined the details of the Meterpreter x64 payload [3], noting how its stealthy,
memory-based operation makes it hard to detect.

A significant amount of work has also been dedicated to the network
techniques that enable hidden communication. Studies like [1] and [13] have
thoroughly explained the core principles of Reverse TCP connections and why
they are better than traditional methods at bypassing firewall rules for outgoing
traffic [5]. Building on this, [5] has analyzed specific network evasion tactics,
and [9] has looked into the unique network patterns of the Meterpreter
handshake [3,9]. From a defensive view, researchers like [14] have proposed
ways to find these hidden Reverse TCP channels [13] in corporate networks.

The final step of the cyber-attack by that the malicious file is delivered and
executed has also been closely studied. [16], for example, has analyzed the use
of executable files (.exe) as a primary attack method, and [10] has explored
advanced techniques for creating custom payloads that can get past antivirus
software [10] on modern Windows systems.

While these existing studies provide excellent, detailed insights into each
individual part of an cyber-attack, the social trick [4,20], the payload [3,10] and
the network connection [1,9] shows that there is a gap in the research. Few
works have brought all these pieces together to show a complete finished cyber-
attack. Some prior work, like [7], offers simulation frameworks but often doesn't
include in-depth technical details on the latest Meterpreter x64 [3, 17] features
and how they work with SET. This research builds directly on these
foundational studies [4,10,16] to provide a technical view of the entire cyber-
attack process. It is traced the steps from the first deceptive message created in
Parrot OS [12] and all the way to gaining a stable remote shell [1,14] on a
Windows 10 victim’s computer.

3. Experiment

The scientific experiments in this article in a controlled virtual computer
environment were conducted. The used operating system is Parrot x64 [12] with
the following system information: Linux parrot 6.12.32-amd64 #1 SMP
PREEMPT_DYNAMIC Debian 6.12.32-1parrotl (2025-06-27) x86_64
GNU/Linux.

The goal of the scientific experiment includes the entire process as to have
a victim computer, running Windows 10 x64 [18, 19, 20], download and open a
malicious file. To trick the user, it was crafted the file with a double extension:
"picture.jpeg.exe”. This is a common deception, as Windows often hides the
final ".exe" extension, so the plain user only sees "picture.jpeg" and believes it is
a harmless image file (fig. 7).

To carry this out, it is used the Social-Engineering Toolkit (SET), an open-
source framework [7] built for testing security by simulating real-world social
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engineering attacks [4]. In simple terms, SET helps security professionals create
convincing tricks to see how people respond.

From SET's main menu, it is selected "Social-Engineering Attacks" (fig. 1).
This section offers various deceptive strategies, such as creating fake phishing
emails [2] that look like they come from a trusted source. For this experiment, it
was moved to the "Create a Payload and Listener" option (fig. 2). This is where
the psychological trick becomes a technical reality. This function creates the
malicious file and sets up a listener that waits for the victim's computer to call
back.

The "Windows Meterpreter Reverse TCP X64" payload was chosen (fig.
3). This tells SET to create a sophisticated 64-bit program designed for modern
Windows systems. This payload is special because it uses a "reverse" remote
network connection. Instead of connecting to the victim, its computer is
instructed to connect back to our waiting machine. This is a key trick to bypass
many firewall rules.

The final result is a weaponized executable file [16]. Once this file is sent
to the victim for example, as an email attachment and the user double-clicks it,
the deception is complete. The payload activates in the background, silently
establishing a connection back to our listener. This gives an malicious attacker
remote control over the system, enabling data theft or further movement through
the network, all without the user's knowledge. This entire process, streamlined
by SET, demonstrates a full attack cycle, from the initial trick to gaining a
persistent unauthorized access.

Parrot Terminal
View Search Terminal Help
omepage: https://www.trustedsec.com
Welcome to the Social-Engineer Toolkit (SET)
The one stop shop for all of your SE needs.

The Social-Engineer Toolkit |[is a product of TrustedSec.

Visit: https://www.trustedsec.com

It's easy to update using the PenTesters
Visit https://github.com/trustedsec/ptf to u

Fig. 1. SET attacks selection
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o0 Parrot Terminal
File Edit View Search Terminal Help
The Social-Engineer Toolkit is a product of TrustedSec.

Visit: https://www.trustedsec.com

sy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

Select from the menu:

) Spear-Phishing Attack Vectors
2) Website Attac “tors
3) Infectious Media Generator
4) Create a Payload and Listener

ss Mailer Attack
Arduino-Based Attack Vector
lireless Access Point Attack Vector

) QRCode Generator Attack Vector
9) Powershell Attack Vectors

) Third Party Modules

Return back to the main menu.

N
5 ;I

Fig. 2. Payload and Listener selection

o0 Parrot Terminal
Edit View S5earch Terminal Help
) Wireless Access Point Attack Vector

Spawn a command shell on victim and send back to attacker
Spawn a meterpreter shell on victim and send back to attacke
Spawn a VNC server on victim and send back to attacker
Windows X64 Command Shell, Rev

rse_TCP X64

Meterpreter Egress Buster Spawn a meterpreter shell and find a port home via multiple

Meterpreter Reverse HTTPS ic HTTP using SSL and use Meterpreter
Meterpreter Reverse DNS 3

Fig. 3. Reverse TCP selection
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The attacking host is configured with the IPv4 address 192.168.253.133,
while the victim host, running Windows 10, is configured with the IPv4 address
192.168.253.128.

Parrot Terminal

on victim an
shell on victi

n victim

ad/Run your Own Executable an executable and runs it

and 1i
Fig. 4. LHOST configuration

This terminal log shows the step-by-step process of a successful social
engineering cyber-attack that leads to a remote system compromise.

The process starts with the malicious attacker setting up the malicious
payload. They configure it to call back to their own machine, which has the local
IP address 192.168.253.133 (fig. 4). This is defined as the LHOST (Listening
Host). They also set the callback port to 5555 (fig. 5), a less common port
chosen to avoid drawing attention and potentially bypass simple firewall rules.

Once configured, the system generates the final payload which is a
Windows executable file and it was saved within the toolkit's directory which is
ready to be delivered to the target.

The operator then launches the corresponding listener, which starts the
Metasploit console (fig. 5). The system initially loads a generic payload handler,
but this is quickly corrected to the specific module needed: the Windows x64
Meterpreter Reverse TCP payload [13, 14]. This choice is crucial, as it provides
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a powerful, memory-based remote control capability for 64-bit Windows
systems.

The listener is set up with the same IPv4 address and port that were
embedded in the payload, ensuring a successful connection when the victim's
system calls back. A key option, "ExitOnSession false", is also set. This keeps
the listener running even after a connection is made, allowing the attacker to
manage multiple victims or reconnect if a session is lost.

The exploit is then launched as a background job, freeing the console for
other tasks while it waits for a connection. The log confirms the handler is
actively waiting.

Success is confirmed when the log shows a "stage" being sent to the IP
address 192.168.253.128 and this is the victim's machine (fig. 6). This means the
payload was executed on that host and has successfully established a reverse
connection back to the attacker's listener. A Meterpreter session is officially
opened, providing the attacker with a powerful and stealthy command-line
interface on the compromised Windows system, thus completing the first step of
the post-exploitation [8] phase (fig. 10).

Figure 8 show that the compromised host opens the URL 192.168.253.133
in its web browser, which is actually the attacker's machine acting as an HTTP
server. Figure 7 shows the payload being renamed from “payload.exe" to
"picture.jpeg.exe,”" a simple but effective trick to convince the victim to open the
file.

o000 Parrot Terminal

File Edit View Search Terminal—Heln

reverse listener:5555

3Kom SuperHack II Logon

Fig. 5. Payload generation
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(\)Appmemns Places System U = ' | ‘DD Fri Oct 24, 09:31

Install Debian

README.license

12.png

um
am Menu

Fig. 6. TCP handler initialization

L N Parrot TQyminal
File Edit View Search Terminal Help
user@parrot
$su
Password:
@parrot
#1s
Desktop Documents Downloads Music Pictures Public Templates
@parrot
#pwd
/home/usex
Mparrof
#cd /root/.se
@parrot
#1s
meta_config payload.exe set.options version.lock
@parrot
#mv payload.exe picture.jpeg.exe
@parrot

meta_config| picture.jpeg.exe | set.options version.lock
@parrot

4

Fig. 7. Payload file renaming
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v @ Dirctory sting for/ X+ = X

¢ 6] ANotsec‘r& 192.168.253.133 % Qi

Directory listing for /

o ueta_config

& DICturE [DES £X2
+ et options
o versionlock

Fig. 8. Payload file downloading

As shown in Fig. 9, the victim's computer (IP address 192.168.253.128)
successfully loaded the web page hosted by the attacker. From this, it can be
concluded that the victim also downloaded the malicious file,
"picture.jpeg.exe.".

o0 Parrot Terminal

File Edit View Search Terminal Help

e HTTP/1.1" 200

xe HTTP/1.1" 304

Fig. 9. Web server feedback
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Parrot Terminal

N

)> set LPORT 5555

)> set ExitOnSession false

Information Connection

meterpreter xe

](Jobs:1 :1) exploit(

Fig. 10. Successfully opened network session

As shown in Figures 11, 12, and 13, the attacker has successfully gained
remote access to the victim's computer. It was ran basic Windows commands to
gather key information, including system details (fig. 11), a list of the victim's
network interfaces (fig. 12), and the location where the malicious file was
executed (fig. 13).

The test attacker's control is further proven in Figures 14 and 15, which
show that they captured a screenshot from the victim's desktop. This image was
saved on the attacker's machine in the directory "/usr/share/set/" under the
filename "WPXIMIZt.jpeg".

Finally, Figure 16 reveals the core trick used in the cyber-attack. It shows
the full file path on the victim's computer, exposing that the file, which appeared
to the user as a simple picture (picture.jpeg) that was actually an executable
program (picture.jpeg.exe). This "double-extension™ tactic successfully deceived
the user into launching the file, confirming that the victim's computer was fully
compromised.
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Parrot Terminal
Edit View Search Terminal Help

terpreter session 1 opened (192.16¢

Me
-1

25510NS

Information Connection

‘ 1) (C:\Usexrs\pesho\Desktop) > sysinfo
Computer : DESKTOP-C58CON
[ (10.0 Build 19045)

x64 /windows

1) (C:\Users\pesho\Desktop) > I

o0 Parrot Terminal

File Edit View Search Terminal Help

1)(C:\Users\pesho\Desktop)

Fig. 12. The execution of command “ipconfig”
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View Search Terminal Help

C:\Usexs\pesho\Desktop

1)(C:\Users\pesho\Desktop)

C:\Usexs\pesho\Desktop

i{) O Friocta4, 1083

(X}
File Edit View Go Bookmarks Help

Back v % @ lconView v Q
Paces v x '\ G/ ousr

Computer [ -
-Iw- 282 71l 2 -29 05:32:33 + user 7
. ) g g Desktop modules readme
1)(C:\Users\pesho\Desktop [ EIFileSystem
De [ Documents . . . .

seupdate

README.md

c: \Users}pesho\Desktop @ Downloads e seproty setgnlkit
@ Music
DPictures
Videos
Ml Trash
Devices
[164 GBVolume
Network

@ Browse Netw...
C:\Users\pesho\Desktop

1) (C:\Users\pesho\Desktop

C:\Users\pesho\Desktop
"WPXIMIZt.jpeq" selected (49.5kB), Free space: 4.1GB

21.png

Fig. 14. Screenshot generation
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Size

TKB

= WPXIMIZt,jpeg

Fig. 15. The opened screenshot file

v

B picture,jpeq Properties

General  Compatiity Securty Details Previous Versions

III |‘pmure.meg |

T i

Description: ~ picturejpeg
Location: C:\Users'pesho\Desktop
Size: 7.00 KB (7,168 bytes)

Size on disk:  8.00 KB (8,192 bytes)

Created: Friday, October 24, 2025, 12:44:26 PM
Madfied Friday, October 24, 2025, 1:43:.06 PM
Accessed:  Today, October 24, 2025, 2:01:06 PM
Aibutes: ] Readonly [ Hidden Advanced

Cancel

Search Desktop

201PM
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Fig. 16. Payload file’s properties
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To protect against the threat of malicious files disguised as images, users
and organizations should adopt several key practices. First, and most simply, the
normal user should change their computer's settings to always show full file
extensions. This makes a file's true nature obvious and would see
"picture.jpeg.exe" instead of just "picture.jpeg” that will immediately reveal the
dangerous .exe part.

It is also essential to be cautious about where files come from. Treat any
unexpected email attachment or download with suspicion, even if it seems to be
from a known contact. Good habits are to right-click a file and select
"Properties" to check its true type before opening it.

For protection of organizations can be implemented policies that stop files
from running directly from temporary download folders [15]. They can also
promote the use of dedicated image-viewing programs instead of letting
Windows decide how to open every file. Using modern antivirus software that
can analyze file behavior provides another critical layer of defense, as it can
often detect and block these disguised threats.

Ultimately, the most sustainable defense is to build a culture of security
awareness. Continuous training helps plain users understand these risks and
develop safer habits, creating a human firewall against attacks that exploit trust
and routine.

5. Conclusion

This research has clearly shown how powerful it can be to combine social
engineering [11] with technical cyber-attacks to bypass modern security
mechanisms. This experiment showed that a Windows 10 user can be fooled into
opening a dangerous file simply by making it look like a harmless image. By
using the Social Engineering Toolkit to create the deceptive lure and a custom
Meterpreter x64 [3,5,8] payload with a Reverse TCP connection, it was
successfully established a hidden, remote control channel.

The success of the Reverse TCP method highlights a common weakness in
network security by which the outgoing network connections are often not
monitored in full details. Furthermore, the payload's ability to run undetected
shows the ongoing difficulty of protecting endpoints.

This study confirms that it must be strengthened technological measures
with continuous and effective user security training.

In summary, this article provides a practical, step-by-step analysis of a
common cyber-attack. The results are a critical reminder that even the most
advanced firewall can be overcome by a single misguided click of the user. A
truly effective defense requires building a culture of caution and awareness to
counter the persistent threat of socially engineered cyber-attacks.
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