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Abstract: The present study presents an analysis of Internet traffic captured using
Wireshark during a file download, before and after the application of a data prioritization
condition. The condition is configured on a router through which the data traffic passes to the
client device - a desktop computer. The main objective is to examine the quantitative
characteristics of the recorded traffic and to compare individual groups of data using
statistical indicators and numerical relationships. The analysis covers the total number of
packets, capture duration, volume of transferred data, average packet size, packet rate,
average bitrate, protocol structure, dominant communication flows. The results show that the
examined data consist almost entirely of TCP-based Internet traffic and a single primary
secure client—server communication session. At the same time, differences are observed in
terms of the temporal concentration of traffic, and the average intensity of the exchange. The
results from the comparison aim to assist the analysis of the effect from prioritizing Internet
traffic to a specific device, achieved through a Quality of Service algorithm, with the aim of
improving transmission efficiency.
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1. Introduction

Network traffic analysis is an essential component in the study of modern computer
networks, as it enables both diagnostic monitoring of communication processes and a
quantitative description of data exchange between network nodes. In the context of the
increasing complexity of internet services and the growing requirements for security,
reliability, and efficiency of communication infrastructure, the interpretation of real network
traffic has become increasingly important [1, 3, 5, 9].

Wireshark is a tool for capturing and analyzing network packets. It allows captured
traffic to be stored in the .pcapng format, which contains detailed information about each
packet - arrival time, size, protocol affiliation, source, destination, and transport parameters.
These data can be considered a basis for statistical and mathematical analysis.
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The present study aims to combine the results from the analysis of four .pcapng files
and to provide a unified academic interpretation of their quantitative parameters. In addition
to the individual mathematical analysis of each file, a comparative evaluation between them is
also performed.

2. Experiment

Fig. 1 shows two computers that are connected to a router which has five Gigabit ports -
one WAN (Wide Area Netwrok) port for the Internet connection and four ports for end
devices. Two computers, PC1(Personal Computer) and PC2, are connected to two of the
router’s ports. Both end devices simultaneously download a file of 287 MB from the Internet
via HTTP/HTTPS (Hypertext Transfer Protocol). First, the file is downloaded without
enabling QoS, after which the download is repeated with QoS configured to prioritize the
traffic to and from PC2. During the experiment, communication relies primarily on TCP to
ensure reliability, guaranteeing that the data arrives without errors and in the correct order.
UDP (User Datagram Protocol) is not used, since in the event of packet loss TCP enables
retransmission of the lost data (error correction), whereas this mechanism is not available in
UDRP. [2, 8, 14, 18]

PC1

' Router Internet
PC2

Fig. 1. Topology

- Steps in the data transmission:

TCP Handshake (Three - way handshake): Before the actual file download begins, a
reliable TCP connection is established through the exchange of SYN (Synchronize), SYN-
ACK, and ACK(Acknowledgment) packets. An example of this is Fig. 2.

TCP 54 59573 » 443 [ACK] Seq=1 Ack=1 Win=262144 Len=0
TLSv1.2 283 Client Hello (SNI=self.events.data.microsoft.com)
Fig. 2. Real packets during the data capture

HTTP Request: The client sends an HTTP GET request for the file, as shown in Fig. 3.
Since HTTP operates over TCP, this request is encapsulated in TCP segments.
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Source Destination Protocol Length Info

192.168.9.177 2.22.113.123 HTTP 281 GET / HTTP/1.1
Fig. 3. GET request

Data Transfer (TCP - intensive): The server begins sending the file divided into small
segments (TCP packets) with a size of 1514 bytes, so that they fit within the network’s
Maximum Transmission Unit (MTU). Most packets are TCP Data, carrying fragments of the
file. The client returns TCP ACK packets to acknowledge each or several received segments
as seen in Fig. 4.

TCP 1514 443 > 59573 [ACK] Seg=1 Ack=238 Win=4194364 Len=1460 [TCP PDU reassembled in 17]
TCP 1514 443 + 59573 [ACK] Seq=1461 Ack=238 Win=4194304 Len=1460 [TCP PDU reassembled in 17]
TCP 1514 443 -+ 59573 [ACK] Seq=2921 Ack=230 Win=4194304 Len=146@ [TCP PDU reassembled in 17]
TCP 54 59573 » 443 [ACK] Seq=238 Ack=4381 Win=262144 Len=0

TCP 1514 443 + 59573 [ACK] Seq=4381 Ack=238 Win=4194304 Len=1460 [TCP PDU reassembled in 17]

Fig. 4. TCP Data and TCP ACK

Connection termination: After the file has been downloaded, FIN(Finish) packets are
sent to close the TCP session, shown in Fig. 5.

54 [TCP Retransmission] 59574 = 443 [FIN, ACK] Seq=2754 Ack=11422
Fig. 5. FIN packet

- Data capture:

The subject of the study consists of four files containing captured internet traffic:
pclnoprio.pcapng, pclprio2.pcapng, pc2nopri.pcapng, pc2prio2.pcapng. Each of them
contains a record of real network communication captured within different time intervals, and
a similar overall volume of registered data. The first two files represent data from the Ethernet
interfaces of PC1 and PC2 during the file download without QoS, while the second two
contain data from the same interfaces after QoS has been enabled for PC2.

- Metrics Used:

The mathematical metrics used are:

N— total number of packets;

T— capture duration;

B— total volume of captured packet data in bytes;
Sg—pcapng file size;

X — average packet size;

Me— median packet size;

n,— number of packets of a given protocol;

- Mathematical Relationships Used:
The average number of packets per second is determined by:

N
pps = 1)
The average data transfer rate is calculated using the formula:
8B
R=— )

where the factor 8 converts bytes into bits.
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The average packet size is determined as:

The relative share of a given protocol is determined by:
p =100

The overhead of the .pcapng format is determined by:

O = Sf - B
and its relative share is:
0, =2C2-100

@)

(4)

()

(6)

These relationships allow an objective comparison between the four captures. [4, 11,

17]

3. Results
-Overall quantitative profile of the captures:

— The analysis of four files in .pcapng format, representing captured data packets
from Internet traffic in a local network, shows that the total volume of captured
data is similar, while the duration of the recordings varies, and the number of

packets is close in value across the four captures.

— The file pclnoprio.pcapng contains 319,103 packets with a total volume of

321,249,180 bytes and a duration of 178.856 s.

— The file pclprio2.pcapng contains 312,988 packets with a total volume of

319,188,380 bytes and a duration of 560.194 s.

— The file pc2nopri.pcapng contains 348,018 packets with a total volume of

323,034,380 bytes and a duration of 220.132 s.

— The file pc2prio2.pcapng contains 347,145 packets with a total volume of

322,368,243 bytes and a duration of 162.018 s.

The volume of data is approximately the same in all cases, but it is distributed over
different time intervals. This means that the differences between the files are not due to the

amount of information, but to the intensity and organization of the data transfer.

-Mean data traffic intensity:
Average number of captured packets per second is:
pclnoprio.pcapng:
319103
178.856

~ 1784.12

pclprio2.pcapng:
312988
560.194

~ 558.71

pc2nopri.pcapng:
348018

pc2prio2.pcapng:
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347145
162.018

These values show that pclprio2.pcapng has the lowest packet rate, while
pc2prio2.pcapng has the highest. Therefore, the latter file describes the most time-
concentrated network exchange.

-Average Data Transfer Rate:
pclnoprio.pcapng:

~ 2142.63

8321249180
178.856949

~ 14.37 Mbit/s

pclprio2.pcapng:
8-319188380
560.194

~ 4.56 Mbit/s

pc2nopri.pcapng:
8323034380
220.132

~ 11.74 Mbit/s

pc2prio2.pcapng:
8-322368243
162.018

Once again, it is confirmed that pc2prio2.pcapng is the most intensive file in terms of
data transfer rate.

-Data packet size analysis:

Average data packets size is:
pclnoprio.pcapng: 1006.73 bytes
pclprio2.pcapng: 1019.81 bytes
pc2nopri.pcapng: 928.21 bytes
pc2prio2.pcapng: 928.63 bytes

In all four files, the median packet size is 1514 bytes. The comparison between the
mean value and the median indicates that the distribution of packet sizes is asymmetric. The
median is higher than the mean in all cases, which suggests the presence of a significant
proportion of small packets that lower the arithmetic mean. Nevertheless, the main portion of
the traffic consists of standard-sized packets, which is typical for the transmission of payload
data.

-Protocol structure:

In all four files, the protocol analysis shows a predominance of IPv4 and TCP packets.
The share of TCP packets is:
pclnoprio.pcapng: 99.77%
pclprio2.pcapng: 99.55%
pc2nopri.pcapng: 99.77%
pc2prio2.pcapng: 99.85%

All recordings are practically entirely TCP-based, as expected during a file download.
The share of UDP, ARP (Address Resolution Protocol), IPv6, and other auxiliary protocols is
minimal and does not significantly affect the overall structure of the traffic.

-Analysis of Dominant Connections:

~ 15.92 Mbit/s
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The four files represent one main TCP session, which encompasses almost all of the
traffic:

In pclnoprio.pcapng the dominant traffic is between 207.241.227.92:443(Server) and
192.168.0.137:3138(IPv4 address of PC1).

In pclprio2.pcapng — between 207.241.233.32:443 and 192.168.0.137:3495.

In pc2nopri.pcapng — between 204.62.247.172:443(Server) and
192.168.0.177:59302(1Pv4 address of PC2).

In pc2prio2.pcapng — between 204.62.247.172:443 and 192.168.0.177:59575.

In all four cases, communication is carried out through port 443, which is commonly
used in the secure Internet traffic of the HTTPS/TLS (Transport Layer Security) type. This is
an additional indicator that all recordings describe a communication process of a similar
nature.

-Comparative Analysis:

All recordings share an almost identical overall profile: a similar total volume of
transferred data, nearly complete dominance of IPv4/TCP, a large proportion of packets with
a size of approximately 1514 bytes, and a clear concentration around a single secure TCP
connection. This allows the conclusion that all files describe the same general class of internet
communication—mass data transfer from a remote server to a local client.

There are substantial differences between the files in terms of the temporal
concentration of traffic. The longest capture is pclprio2.pcapng, which explains its lowest
packet rate and lowest average bitrate—a direct result of the prioritization of data intended for
PC2. This recording reflects the reduction in the amount of data transferred per unit time
during the file download on PC1, in contrast to the increase in the data rate toward PC2,
indicating that the prioritization mechanism is functioning as intended. The capture
pc2prio2.pcapng, which describes the packets of PC2 after QoS was enabled, combines a
relatively short duration with a similar overall volume of data, resulting in the highest
intensity of exchange.

Overall, pc2prio2.pcapng can be defined as the most intensive and most time-
concentrated file.

-Discussion of the Prioritization Algorithm:

The comparative analysis of the files pc2nopri.pcapng and pc2prio2.pcapng shows that
traffic prioritization has led to a significant improvement in transmission efficiency. This
improvement is not achieved through an increase in the total volume of transferred data, but
rather through a better temporal organization of their transmission.

In both files, the total volume of recorded packet data is almost identical. In
pc2nopri.pcapng, it amounts to 323,034,380 bytes, while in pc2prio2.pcapng it is 322,368,243
bytes. The number of packets is also practically the same—348,018 in pc2nopri.pcapng and
347,145 in pc2prio2.pcapng. The average packet size remains nearly unchanged—928.21
bytes and 928.63 bytes, respectively. These facts indicate that the nature and scale of the
traffic itself have not changed significantly, since the same file size was downloaded in both
cases.

The significant difference between the two captures is observed in the temporal
parameters. The duration of the transfer decreases from 220.132 s in pc2nopri.pcapng to
162.018 s in pc2prio2.pcapng. The reduction is:

220.132 —162.018 = 58.114 s
As a relative share, this represents:
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58.114
220.132

Therefore, in the case of prioritized traffic, the total transfer time is reduced by
approximately 26.4%. At the same time, the average number of packets per second increases
from 1580 pps to 2142 pps. The increase is:

2142 — 1580 = 562 pps

-100 = 26.4%

and its relative expression is:

562 100 ~ 35.5%
1580 T 070

A similar trend is observed in the average bitrate, which increases from 11.74 Mbit/s to
15.92 Mbit/s. The difference is:

15.92 — 11.74 = 4.18 Mbit/s

or a relative increase of:

4.18 100 =~ 35.6%
11.74 i

These results show that pc2prio2.pcapng achieves more efficient utilization of network
bandwidth. Since the amount of data and the number of packets remain practically constant,
the improvement in efficiency must be attributed to the mechanism used for packet handling.
From a networking perspective, this is achieved through a Quality of Service (QoS) algorithm
based on queue management. A traffic prioritization algorithm is used, in which packets from
the higher-priority class gain faster access to the channel and spend less time waiting in
buffers. The algorithm that enables this is Priority Queuing (PQ). The total transmission time
can be considered as the sum of several components:

T = Ttx + Tqueue + Tproc + Tother

where:

T, the pure time required for the physical transmission of the data;
Tqueuethe time spent waiting in network queues;

Tyrocthe processing time;

T,tner SUMMarizes the remaining delays;

Since the total volume of data in both files is almost identical, the component T, cannot
explain the significant difference in the overall duration. Therefore, the reduction in total time
is mainly due to a decrease in Ty e.IN pc2prio2.pcapng, the packets were served with a
shorter waiting time. This leads to a faster completion of the transfer and a higher effective
throughput. The observed improvement is consistent with the logic of priority-based traffic
management. In the absence of prioritization, the flow competes equally with other packets
for access to the network resource. When prioritization is applied, however, traffic marked as
more important is served earlier and more frequently, which reduces queue accumulation and
increases transmission efficiency. This happens when the router handles a packet with a 6—
bit DSCP (Differentiated Services Code Point) field with a value of 0x40, which is prioritized
by the enabled QoS policy and the packets leave the queues first. Therefore, the comparison
between pc2nopri.pcapng and pc2prio2.pcapng shows that the improved data transmission
observed in pc2prio2.pcapng is the result of a QoS prioritization algorithm based on priority
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queue management. The effect of this algorithm is expressed in a statistically significant
reduction in transfer time, accompanied by an increase in packet rate and average bitrate.

This allows the conclusion that prioritization has led to a more efficient use of network
resources and improved transmission quality. [6, 10, 13, 15]

4. Conclusion

The conducted comparative mathematical analysis of the four files containing captured
internet traffic allows several general conclusions to be drawn.

First, all recordings describe a similar type of network communication, characterized by
an almost complete dominance of the TCP protocol, a high concentration of large packets,
and the presence of a single primary secure client—server connection that forms practically the
entire volume of transferred data. This is a direct consequence of the file download process.

Second, despite the similar total volume of data, the four files differ significantly in
terms of the temporal organization of the traffic. The highest intensity is observed in
pc2prio2.pcapng, while the lowest intensity occurs in pclprio2.pcapng.

Third, the comparison between pc2nopri.pcapng and pc2prio2.pcapng shows that traffic
prioritization has led to a significant improvement in transmission efficiency. This
improvement is expressed through a reduction in transfer time of approximately 26.4%, an
increase in packet rate of about 35.5%, and a rise in the average bitrate of approximately
35.6%, without a substantial change in the total volume of data. On this basis, it can be
concluded that the use of a QoS prioritization algorithm based on queue management has
resulted in more efficient utilization of network resources and improved transmission quality.
[7, 12, 16]

In conclusion, the four files can be considered different realizations of the same general
type of internet traffic—mass data transfer, specifically the download of a file from a remote
secure server to a local client, carried out through a strongly dominant TCP session, but with
different degrees of temporal concentration.
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