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Abstract: Modern automated physical security systems rely on interconnected sensors 

to monitor conditions and changes in the physical environment. Reliable system operation 

depends on sensor availability, the trustworthiness of the acquired data, and the relevance of 

each information source to the function being performed. This paper presents a conceptual 

model for maintaining limited functionality under partial sensor failure by assessing the 

functional suitability of the available sensor configuration. The resulting assessment is used 

to determine the permissible level of automation, while an anomaly indicator is introduced to 

account for unusual combinations of events. 
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1. Introduction 

The development of the Internet of Things (IoT), intelligent sensors, automation, and 

machine-based information processing has enabled the design of security systems capable not 

only of detecting events but also of analyzing acquired information and initiating subsequent 

actions automatically. Such solutions are used in smart buildings, industrial facilities, access 

control systems, warehouses and logistics centers, transport facilities, and critical 

infrastructure. The integration of communication and technical resources is an essential aspect 

of the design and operation of modern security systems [5]. The broader evolution of 

intelligent technologies is also characterized by increasing complexity and adaptability, 

extending the capabilities of automated technical systems [11]. 

Sensor infrastructure plays a central role in the operation of such systems. It may 

comprise motion and presence detectors, magnetic contacts, cameras, radio-frequency 

identification (RFID) readers, biometric devices, temperature sensors, smoke and gas 

detectors, and other sensing devices. Information obtained from these sources provides the 

basis for determining the state of the monitored environment and for subsequent automated 

decision-making. 
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As the number of connected devices increases, so does the number of potential points of 

failure. Sensor information may be lost or degraded due to hardware faults, power 

interruptions, communication failures, energy depletion, incorrect configuration, 

environmental effects, or deliberate malicious interference. 

The resilience of sensor networks to failures has been extensively addressed in the 

literature. Existing approaches include fault detection and diagnosis, redundancy, network 

reconfiguration, connectivity restoration, and the use of alternative information sources [1], 

[4]. Survey studies have also shown that sensor faults can significantly affect the reliability of 

smart environments [9]. 

Of particular interest is the assessment of system resilience in the presence of sensor 

failures. Probabilistic assessment methods reported in the literature consider sensor reliability 

and the effect of sensor failures on the correct determination of the system state [12]. 

For automated physical security systems, however, a further issue arises: whether the 

current combination of available and trustworthy sensor sources provides sufficient 

information to perform a particular function, and what level of automation can be permitted 

under the prevailing conditions. 

This paper presents a conceptual approach for determining the permissible level of 

functionality and automation in the presence of partial sensor failure or reduced 

trustworthiness of sensor information. A set of indicators is introduced to characterize the 

condition and functional relevance of individual sensor sources, from which an integrated 

index of functional suitability is derived. The index is then used to determine an appropriate 

operating mode following a failure while accounting for the current operating context. The 

approach also considers the assessment of atypical deviations in sensor behavior. 

 

2. Analysis of existing approaches 

2.1. Resilience of sensor systems to failures 

The reliable operation of automated systems depends to a considerable extent on the 

condition of the sensors they employ. In distributed sensor systems, individual components 

may become unavailable as a result of technical faults or communication disruptions [2]. 

Various methods are applied to mitigate the effects of such failures and to preserve or 

restore system operation, including approaches for restoring network connectivity following 

node failures [4], [14]. Existing approaches address fault detection and the subsequent 

adaptation of the system to its altered operating state [1]. 

In automated physical security systems, sensor-related problems may involve either loss 

of information or deviations in the acquired data. A particularly relevant case occurs when a 

sensor remains operational and accessible, while the information it provides is not sufficiently 

trustworthy for automated decision-making. Consequently, assessment of the sensor 

configuration should not be based solely on the operational status of individual devices. 

 

2.2. Trustworthiness of sensor information 

The operational status of a sensor does not necessarily guarantee the trustworthiness of 

the information it provides. A device may operate normally while its readings deviate from 

the actual state of the monitored object. The reliable use of IoT devices also requires 

consideration of cybersecurity capabilities that support the protection and trustworthy 

operation of connected devices [6]. 

Methods for sensor fault and anomaly detection are used to identify such conditions [9]. 

These methods allow information from an individual sensor to be evaluated against the 

expected behavior of the system or compared with data obtained from other information 

sources. 
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This distinction is particularly important in automated security systems, since formally 

valid but untrustworthy information may result in inappropriate automated actions. The ability 

to maintain a particular function should therefore also depend on the level of confidence 

assigned to the sensor information being used. 

 

2.3. Preserving functionality under failure conditions 

The resilience of an automated system implies the ability to maintain its essential 

functions under adverse conditions. In the context of cyber resilience, a system is expected to 

preserve the required functionality while adapting to changes in its operating conditions [8]. 

This approach is also consistent with cybersecurity risk management practices that emphasize 

the identification, protection, detection, response, and recovery functions of an organization 

[7]. 

A failure does not necessarily require a complete shutdown of system operation. When 

the available sensor information is insufficient, automated actions may be restricted while 

retaining only those functions supported by sufficiently trustworthy data. 

In physical security systems, the impact of a failure depends on the function supported 

by the affected sensor. The system response should therefore reflect the role of that sensor and 

whether the required information can be obtained from alternative sources. 

 

3. Concept of limited functionality mode 

In this paper, limited functionality mode is defined as an operating state in which part of 

the sensor infrastructure is unavailable or provides information of insufficient trustworthiness, 

while the system retains enough reliable data to perform a defined subset of its functions 

safely. 

The consequences of a sensor failure are not determined solely by the technical type of 

the affected device. For example, the failure of a corridor camera may have only a limited 

impact when the same area is covered by several other cameras. A failure of the same type of 

camera at the entrance to a critical area may have considerably greater consequences when it 

serves as the only source of visual verification. The impact of a failure therefore depends on 

the function supported by the sensor, the availability of alternative information sources, the 

trustworthiness of the remaining information, the protected area, the temporal context, and the 

current state of the system. 

Fig. 1 presents the conceptual sequence of the proposed approach for system 

management under limited functionality. It covers sensor data processing and the selection of 

an appropriate operating mode, which subsequently determines the corresponding control 

action. 

 

 
Fig. 1. Generalized scheme of the process for determining the operating mode 

 

The assessment of a specific event and the selection of an appropriate response should 

be considered within the broader context of security management, where organizational and 

technical components contribute to maintaining the required level of protection [10]. 
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4. Conceptual model for management under limited functionality 

A. Sensor availability 

For each sensor Si, an availability parameter Ai ∈ [0, 1] is introduced. For a completely 

unavailable sensor Ai = 0, whereas a fully available sensor is represented by Ai = 1.  

B. Trustworthiness of information 

The second parameter Qi ∈ [0, 1] characterizes the quality and trustworthiness of the 

information. A higher value of Qi, indicates greater confidence in the information provided by 

the corresponding sensor. At low values, the information is considered insufficiently 

trustworthy and its influence on automated decision-making is reduced. 

The value of Qi may be estimated by examining the admissible range of sensor 

readings, their temporal sequence, historical data, and information obtained from other sensor 

sources. This distinction allows two different conditions to be identified: 

- for Ai = 0 the sensor effectively provides no information; 

- for Ai = 1 and Qi → 0 the sensor remains operational, but confidence in the 

information it provides is substantially reduced.  

This distinction is particularly relevant to security systems because the second condition 

may be more difficult to detect.  

C. Functional criticality 

The third parameter Ci ∈ [0, 1represents the functional criticality of the sensor. It 

reflects the significance of a particular sensor for the function under consideration. It should 

be emphasized that Ci does not represent sensor reliability; rather, it indicates the importance 

of the information provided by that sensor for a specific decision. 

 

5. Functional suitability index 

To assess the current sensor configuration, a functional suitability index Fs is 

introduced. It is defined as 

                                                         𝐹𝑠 =  
∑ 𝐶𝑖𝐴𝑖𝑄𝑖

𝑛
𝑖=1

∑ 𝐶𝑖
𝑛
𝑖=1

 ,                                                              (1) 

where n is the number of sensor sources. 

Since CiAiQi ∈ [0, 1] the resulting index satisfies 0 ≤ Fs ≤ 1.  

A high value of Fs indicates that the current sensor configuration provides sufficiently 

trustworthy information to perform the function under consideration. As the value of the 

index decreases, the ability to perform the function reliably is reduced, requiring 

corresponding restrictions on automated actions. 

It is important that Fs not be interpreted as a conventional probability of failure-free 

operation. Instead, it represents a normalized conceptual indicator of the suitability of the 

current combination of sensor sources. 

 

6. Context-dependent assessment of sensor significance 

When Ci is defined statically, the significance of a given sensor is assumed to remain 

constant. In physical security systems, however, this assumption does not always hold. 

For this reason, the following context-dependent formulation is proposed: 

                                                         Ci = Ci (t, x, e),                                                               (2) 

where: 

t – time of observation; 

x – protected area; 

e – current event or system state. 

The functional suitability index can then be expressed as: 
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                                                𝐹𝑠(𝑡, 𝑥, 𝑒) =  
∑ Ci(t,x,e)AiQi

n
i=1

∑ Ci
n
i=1 (t,x,e)

 ,                                                   (3) 

his formulation allows the same technical failure to have a different impact on system 

behavior depending on the specific operating context. 

 

7. Determination of operating modes 

To determine the operating mode automatically, three threshold values T1, T2 and T3, are 

introduced. These thresholds define the boundaries between the different levels of 

automation, with T1 > T2 > T3. 

Four operating modes are proposed, as presented in Table I: 

 

                                                                        Table 1. Operating modes 

Mode Condition Description 

M0 – Normal Fs > T1 Full automation 

M1 – Limited 

Functionality 

 

T2 ≤ Fs ≤ T1 

Core automation is maintained with 

additional verification 

M2 – Limited 

Automation 

 

T3 ≤ Fs ≤ T2 

Risk-sensitive automated actions are 

disabled and operator verification is 

required 

M3 – Protective Fs < T3 Only predefined protective actions are 

permitted 

 

The use of parameter-dependent control mechanisms is well established in automated 

technical processes. For example, compensation parameters such as k-Factor (Linear 

Advance/Pressure Advance) modify system behavior in response to changing process 

conditions, demonstrating the importance of appropriate parameter selection for maintaining 

the desired operational quality [3]. 

 

8. Anomaly assessment 

Technical failures and deliberate interference may produce similar observable effects. 

For example, loss of communication with a sensor may result from a hardware fault, power 

interruption, or network problem, but it may also be caused by jamming, device compromise, 

or intentional disconnection. The model can therefore be extended by introducing an anomaly 

indicator PA ∈ [0, 1]. The effect of incorrect sensor indications on system resilience is also 

relevant in this context, since false alarms may influence both state assessment and 

subsequent system response [13]. 

A low value of PA indicates behavior consistent with common technical failures. As the 

value of the indicator increases, the observed combination of events is more likely to deviate 

from the system's typical behavior. For example, an isolated loss of communication with a 

single sensor may correspond to a low PA, whereas the near-simultaneous loss of several 

independent sensors within the same protected area may result in a higher value. The 

operating mode selection can then be expressed as: 

                                                      𝑀 = 𝑓(𝐹𝑠𝑃𝐴𝐾),                                                                   (4) 

 

where K represents the current operating conditions. 

For the same level of functional suitability of the sensor configuration, the system may 

select different operating modes depending on the degree of detected anomaly. A higher 

degree of anomaly may result in a more restrictive level of automation due to indications of 
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atypical system behavior. In this paper, the PA indicator is introduced at a conceptual level, 

while the development and experimental validation of a method for its determination are left 

for future research. 

 

9. Architecture, advantages, and limitations of the proposed model 

The proposed model can be represented by the following sequence: 

 
Fig. 2. Architecture of the proposed model 

 

The architecture of the proposed model follows a sequential process for assessing the 

state of the sensor system and determining the permissible level of automation. First, the 

incoming sensor data are processed by assessing the operational status of individual sensors 

and the trustworthiness of the information they provide. The significance of each sensor is 

then determined with respect to the current operating conditions. The resulting assessments 

are combined through the Fs, index, which characterizes the functional suitability of the 

sensor configuration. 

The degree of anomaly PA is also taken into account. Based on these assessments, the 

system determines the appropriate operating mode and the corresponding permissible level of 

automation. 

The proposed approach offers several potential advantages: 

- it avoids a purely binary assessment of the state of the automated system. A single 

failure does not automatically imply that the entire system is unable to perform its functions; 

- he distinction between Ai and Qi allows both completely unavailable devices and 

technically operational sensors providing information of low trustworthiness to be considered; 

- through Ci the model accounts for the fact that sensors do not have equal significance 

for a given function; 

- through Ci = Ci (t, x, e) the assessment becomes context-dependent. The same failure 

may have different significance in different protected areas or under different security 

operating conditions; 

- the model allows a gradual reduction in the level of automation М0 → М1 → М2 → 

М3 rather than an immediate transition from normal operation to the complete suspension of 

automated actions. 
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This formulation is consistent with the general principles of cyber resilience, according 

to which a system should be capable of adapting and preserving its essential functions under 

adverse conditions [8]. 

The proposed model also has several limitations: 

- he values of Ci must be determined for the specific application and cannot be 

considered universal; 

- the estimation of Qi constitutes a separate and complex problem. In particular, 

identifying sensors that provide incorrect but formally admissible values remains challenging; 

- the thresholds T1, T2 and T3 should be determined experimentally and aligned with the 

acceptable level of risk; 

- (1), used to calculate the functional suitability index, represents a weighted aggregate 

measure and may be insufficient when sensor sources are strongly dependent. If several 

sensors share a common communication channel or power supply, their failures cannot 

necessarily be treated as independent; 

 - the proposed PA indicator does not constitute an implemented attack-detection 

algorithm. A high degree of anomaly does not necessarily indicate malicious interference, but 

rather the need for additional verification. 

 

10. Conclusion 

The Modern automated physical security systems depend on the reliable operation of 

multiple sensor sources. However, the failure of an individual sensor does not necessarily 

imply that the system has lost its ability to perform its essential functions. At the same time, 

maintaining full automation when the available information is insufficiently trustworthy may 

lead to inappropriate decisions and increased risk. 

A conceptual model is proposed for determining the permissible level of automation in 

the presence of sensor failures or reduced trustworthiness of sensor information. The 

approach assesses the functional suitability of the current sensor configuration by considering 

the operational state of the sensors and their significance for the function being performed. 

This significance may vary according to the current operating conditions; consequently, the 

same failure may result in different system responses. 

Based on the resulting assessment, an appropriate operating mode is determined, 

allowing automated actions to be progressively restricted. The model also provides for the 

consideration of atypical behaviour among sensor sources. 

The proposed model is conceptual and does not constitute a complete algorithm for 

sensor fault diagnosis. Its primary purpose is to relate the state of the sensor system to the 

permissible level of automation, thereby avoiding a binary “operate-or-stop” approach. 

Further experimental validation is required to determine the threshold values and to assess the 

applicability of the model in real-world physical security systems. 
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