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Abstract: In this scientific article a practical implementation of software tools for
checking the level of security in the use of passwords is shown. The article explains how
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internet access. It also presents ways to create and protect strong passwords.
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1. Introduction

Information security is important because computers store and share a lot of personal
and business data. One way to protect this information is to use passwords. Some passwords
are easy to guess and may create security risks. This study examines the main features of John
the Ripper. The tool can be used to test password strength and identify weak passwords. It can
work with different types of password hashes and password-protected archives [3,4,7].

John the Ripper attempts to recover passwords by testing words, numbers, and character
combinations. Systems usually store password hashes instead of plain-text passwords. The
program tests different passwords and compares their hashes with the given hash. If a match
is found, the tool displays the corresponding password. One of the methods used by the
program is dictionary-based testing. It uses a list of common words and passwords to check if
a password is easy to guess [8,9,10,11]. Another method is to test different combinations of
letters, numbers, and special characters. The time needed for this process depends on the
password length and complexity. John the Ripper provides several modes for testing
passwords in different ways. T Users can use an existing wordlist or apply rules that modify
words by changing letters and adding numbers or special characters. This makes the program
useful for testing different types of passwords [2,5,6,7].

This scientific study uses the tool for two tasks. The first task is to test the security of a
newly created Kali Linux user account by using its password hash. The second task is to test a
ZIP archive that is protected with a password. The goal is to find the correct password and
access the files stored inside the archive.
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However, the tool cannot recover every password. Its success depends on several things,
such as the password length, its complexity and the hashing method that is used. Simple
passwords are usually easier to find, while long and complex passwords can take much more
time to crack [1,2,3,4,7]. This tool is useful for learning more about computer security and
understanding why strong passwords are important. Users can learn how weak passwords put
their information at risk and why strong passwords are important.

The content of this academic article is intended for research, instructional
applications and educational purposes only. Any unauthorized or unethical use of the
presented material falls outside the author's scope of responsibility.

2. Related work

Previous research has examined password security and methods for identifying weak
passwords. Agboluaje and Odejobi [1] compare John the Ripper with other tools for
recovering passwords from protected files and archives. Other studies examine password
testing methods based on words, letters, numbers, and symbols [2,4,11]. Several authors
describe the operation of John the Ripper and its use in password security testing [3,5,6,10].
Other studies discuss password protection methods and compare tools used for password
recovery [7,8,9].

3. Problem description and results

The experiments in a controlled laboratory environment were carried out. The used
operating system is Kali linux x64 with the following system information: Linux Petar
7.1.5+kali-amd64 #1 SMP PREEMPT_DYNAMIC Kali 7.1.5-1kalil (2026-07-29) x86_64
GNU/Linux.

- = ) epy
1 2 L1 t6 L i L i vt click-plugins
libbson-1 g C g
libjs-jquery-ui libplac 0349 yt ismetcapturebtge
Use "sudo apt autoremove’ to remove them.

Summary :
Upgrading: @, Installing: ®, Removing: @, Not Upgrading: 3

r pesho-test

ssword:
updated successfully
information for pesho-test
ue, or press ENTER for the default
L Mame []:
Number []:
rk Phone []:
e Phone []:
Oother []:
Is the information correct? [Y/n] Y

Fig. 1. Installation of the software tool and the creation the first account

The first task was to check whether John the Ripper was installed on Kali Linux After
running the appropriate terminal command, the system showed that John the Ripper was
already installed. The installed version was 1.9.0-jumbo-1+bleeding-5184bcO 2026-10-11
14:18:59 +0200 OMP [linux-gnu 64-bit x86_64 AVX512F AC]. Two new user accounts were
created for the experiment. Their usernames were "pesho-test” and "pesho-test-account”. The
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password for both accounts is 8 characters long, namely "12345678". This password is widely
used and is also very easy to guess [2,3,4,6,7,11]. This is shown in fig. 1 and 2. Fig. 2 shows a
successful login to the second test account.

The next step was to display the password hashes of both accounts. This is done by
typing the command "cat /etc/shadow" [1,2,3,5,8,9,10]. Both hashes were copied into a text
file. John the Ripper then used this file to test possible passwords for the two user accounts.

The hash function of the first user is “pesho-
test:$y$j9TSOALERVXCA1bvIuUN7MD6EDN1$XJdtIEtzm50WpOUycXFKKyCh3UxiljPLg/LO
DuutUW4:20757:0:99999:7:::> and the hash of the second wuser is “pesho-test-
account:$y$j9T$PThroRoJeEBU/JcQFT1Da.$GNTpVRjTrmaEX7gK4KhBuslJr5Kx/OudzbN
ZXxeDE04:20757:0:99999:7:::”. The hashes in fig. 3 are presented.

pesho(@Petar: ~

Session Actions Edit View Help

—3» sudo a pesho-test-account
NEW Pdssworu.
Retype new password:
passwd: password updated successfully
Changing the user information for pesho-test-account
Enter the new value, or press ENTER for the default
Full Name []:
Room Mumber []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y

pesho-test-account
FasSswWora:

|- [ /home/pesho]

Fig. 2. The process of creation of the second account

John the Ripper supports several password-hashing formats, including SHA512,
SHA256, Berypt, Yescrypt and MD5 [1,3,4,6,9,10,11]. John the Ripper uses a wordlist to test
possible passwords against the stored hashes. When a matching password is found, the tool
displays it in plain text. For the purposes of scientific research, the successful disclosure of
the password "12345678" of the second account - pesho-test-account - is shown (Fig. 5).
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pesho@Petar: ~/Desktop

Session Actions Edit View Help

pipewire:

bvIuN7mDEDN1$XJdtIEtzm50WpaAUyC)
hroRoJeEBu/JcQFT1Da. $GNTpVRITrm sLIr5Kx/ 7 @757:0:99999:7 :::

/hnme/peshn)ﬂésktnp

[ q._;l’nnelﬂ'up
hash.txt

[~/Desktop]
hash.txt

[~/Desktop]
= t hash.txt
pesho-test-account: $y$j9T$PThroRoJeEBu/IcQFT1Da. $GNTpVRITrmaEX7gK4KhBus1Ir5Kx /0udzbNZXxeDEQL:20757:0:99999:7 :::

[~/Desktop]
= |

Fig. 3. The hashes of both accounts

The second task was to create a text file containing the message "Test information for
the research!" (Fig. 4). The file was then compressed into a password-protected ZIP archive
using the password "12345678".

Fig. 7 shows several unsuccessful attempts to open the archive. After the third attempt,
the system displays an incorrect-password message. Protecting backup files with passwords
can help prevent unauthorized access to confidential information. When there is a password
on the backup file, then even no antivirus program can scan the file because it cannot reveal
the password. If an unprotected archive contains an executable file, an antivirus program may
detect it as potentially harmful.

BNemP o>l

root@Petar: fhome/pesho/Desktop

Session Actions Edit View Help

Places Test infomartion for the research!

Fig. 4. The process of creation of the plain text message

The next step was to prepare a list of test passwords, including the correct password
"12345678". The passwords are respectively (fig. 6):

- ,,123%;

- ,, 1234

- ,,12345%;

- ,, 123456,
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- ,,12345678%;
- ,,123456789°;

- ,,12345678910%.
The test list can be expanded with many combinations of numbers, lowercase and

uppercase letters, and special characters.

root@Petar: fhome/pesho/Desktop

Session Actions Edit View Help

(~/Desktop]
hash.txt

[~/Desktop]
hash.txt

[~/Desktop]

=5 cat hash.txt
pesho-test-account: $y$79T$PThroRoJeEBu/JcQFTDa. §GNTRVR]TrnaEX7gkbKhBus1 Ir5Ks/OudzbNZXxeDEOL: 20757:0:99999:7 :::

— [~/Desktop]

Password;
Thama lnarha Maslidan
? A

u, txt hash. txt

Use the "-—show” option to display all
Session completed.

/home/pesho/Desktop

Fig. 5. The revealed password of the second account

root@Petar: Jhome/pesho/Desktop

Session Actions Edit View Help

Glllosca 26 | peshopasswords.txt+ | |

Fig. 6. The process of entering random passwords
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A UTF-8 encoded text file was created using the nano editor. The editor runs in the
terminal and is controlled through commands. To complete the second task, the built-in tool
“zip2john” was used. The tool extracts the password hash from a ZIP archive.

After running the tool, the extracted password hash was displayed in the terminal -
,,pesho-secret.zip/pesho-
secret.txt:$pkzip$l*2*2*0*2f*23*fh7194f1*0*4a*0*2f*762e*22bf555cal54b17alfclcd 7547
4h1f94e07471abbf406dch84796460942de85873298c962b7e553486¢fceb518f878*$/pkzip$:p
esho-secret.txt:pesho-secret.zip::pesho-secret.zip“. The extracted hash was displayed using the
cat command. This is shown in fig. 8.

root@Petar: home/pesho/Desktop

Session Actions Edit View Help

/home/pesho/Desktop
sudo i [etc/shadow
pesho-test:12345678:20757:0:99999:7 :::
pesho-test-account:12345678:20757:0:99999:7 :::

2 password hashes cracked, 0 left

/home/pesho/Desktop
pesho-secret.txt

/home/pesho/Desktop
hash.txt pesho-secret.txt
/home/pesho/Deskton
e pesho-secret.zip pesho-secret.txt
Enter password:
Verify password:
adding: pesho-secret.txt (stored 0%)
/home/pesho/Desktop

hash.txt pesho-secret.txt

/home/pesho/Desktop
pesno-secret.zip
Archive: pesho-secret.zip
[pesho-secret.zip] pesho-secret.txt password:
password incorrect--reenter:
password incorrect--reenter:
skipping: pesho-secret.txt incorrect password

/home/pesho/Desktop

Fig. 7. The creation of password for the zip file

The final step was to recover the password of the ZIP archive. The following command
was used: "sudo john --wordlist=pesho-passwords.txt zip.hash". John the Ripper recovered
the password "12345678", as shown in Fig. 8.

Fig. 9 shows how the ZIP archive was extracted using the recovered password. The
contents of the text file are also shown.
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a root@Petar: [home/pesho/Desktop

Session Actions Edit View Help

/home/pesho/Desktop
hash.txt

/home/pesho/Desktop
pesho-secret.zip > zip.hash
ver 1.0 efh 5455 efh 7875 pesho-secret.zip/pesho-secret.txt PKZIP Encr: 2b chk, T5_chk, cmplen=47, decmplen=35, crc=FB
T194F1 ts=762E cs=762e type=@

/home/pesho/Desktop
hash.txt zip.hash
/home/pesho/Desktop

t zip.hash
pesho-secret.zip/pesho-secret.txt:$pkzip§l#24240%2f+234fb7194f 1#0%La%0+2f+762e+22bf555¢cal154b17a1fc1cd75674b1f94e07471a

bbf406dch8s796460942de85873298c962b7e553486cFceb5187878%%/pkzip$:pesho-secret. txt:pesho-secret.zip:: pesho-secret.zip

pesho—passwords ixt
/home/pesho/Desktop
hash.txt pesho-passwords.txt zip.hash

. P w1
IE/ PEINU/ UEIRLUY

t zip.hash

i = ne Sl =5
Loaded 1 password hash PKZIP [32/64])
Will run & UpenHP threads
Press g o Tl Ctuabor L, abtios L any utiier key Tof status

123 8 P 5 5
1n f';\ l"-\l"-\ l"-\l"-\ ﬂl’:\ nnm: l‘ﬁﬂﬁﬁ 1l’-\ 31 1.' RO\ 1l’-\f-\ f'-\nj"l- Tﬂﬂ l’l\r\ll"s ?@@ @c/s ?@@ @C/S 123 123456:{891@

Use the "--show” option to display all of the cracked passwords reliably
Session completed.

/home/pesho/Desktop

Fig. 8. The revealed password of the zip file

fhume!peshufbesktup

t zip.hash

U51ng de{ault 1nput encodlng UTF 8

Loaded 1 password hash (PKZIP [32/64])

Will run 4 OpenMP threads

Rapcetal om Chnlof te ohomt olmoct opsathen Lo Lon status

123 8 (p et.zip et.txt)

10 0-UU.00. 00 UUNE (ZUZ0-10-31 14.38) 100.4g/s 70d.ep/s 700.0c/s 700.0C/s 123..12345678910
Use the "-—-show” option to display all of the cracked passwords reliably

Session completed.

/home/pesho/Desktop
pesho-secret.zip

Archive: pesho-secret.zip

[pesho-secret.zip] pesho-secret.txt password:

extracting: pesho-secret.txt
/home/pesho/Desktop

hash.txt pesho-passwords.txt = pesho-secret.txt zip.hash
/home/pesho/Deskton
t pesho-secret.txt

Test infomartion for the research!

/home/pesho/Desktop

Fig. 9. The information inside the file
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4. Conclusion
Weak passwords increase the risk of unauthorized access to confidential information

stored on computers and servers. Users should choose long passwords that include a
combination of letters, numbers, and special characters. Users should also avoid passwords
based on personal information, such as names or car registration numbers, as well as default
passwords. Using passphrases made up of several words is another way to improve password
security.
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