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1. Introduction

Companies, schools, and other organizations use networks to exchange information and
provide services. Websites and web applications are also used for many everyday activities
[1,3,12,15,19]. The security problems in these systems can put important data at risk.
Attackers can use these problems to access systems or steal data. This makes network and
web security important. The vulnerability web scanners are able to check the security of these
systems. These tools scan web servers and applications for possible weaknesses. They can
check server settings, open ports, software versions, and other security problems. One popular
tool for this purpose is Nikto [4,5,10,11,13,16]. It is an open-source tool used to scan web
servers and find possible security issues. Another useful tool is OWASP ZAP, which can help
find problems in web applications. Each web scanner uses its own methods and can detect
different security problems. [8,9]. System administrators can use these tools to check their
network security. They can find security problems before malicious cyber-attackers do.
[13,14]. This scientific research examines web vulnerability scanning. The research focuses
mainly on using Nikto in a controlled computer network. [14,17,18]. A web server is tested to
find possible security problems. The achieved scan results are examined in order to identify
problems and possible ways to improve the tested server security. This research shows how
web vulnerability scanners can find security problems in computer networks [1,2,3,4,5,6,12].

The content of this academic article is intended for research, instructional
applications and educational purposes only. Any unauthorized or unethical use of the
presented material falls outside the author’s scope of responsibility.
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2. Related work

Several studies have examined web security and vulnerability scanning tools. Agrawal
et al. [1] presented a framework for testing web application security while Annaufal et al. [2]
used black-box testing to find website problems. Doke et al. [3] studied automatic tools for
collecting system information. Fediushyn et al. [4] developed an automated platform for
vulnerability scanning, and Goyal et al. [5] studied the use of artificial intelligence in
penetration testing. Hansel et al. [6] worked on improving Nikto, while Hussain et al. [7]
discussed better methods for web security testing. Karangle et al. [8] compared Nikto and
Uniscan, and Kondraciuk et al. [9] tested four different web security tools. Lavhate et al. [10]
studied automatic asset discovery, while Lukanta et al. [11] focused on session security
problems. Luthfi and Irsan [12] used Nikto and OWASP ZAP to test a website and Naing [13]
discussed improvements in web application security. Mulcahy et al. [14] presented a
framework for hardware security, while Nrk [15] compared Nessus, Acunetix, and Nikto.
Rahman et al. [16] studied vulnerabilities in e-commerce websites, and Riskhan et al. [17]
discussed vulnerability testing and protection using artificial intelligence. Sllame et al. [18]
examined several security scanning tools while Varma et al. [19] presented ReconMaster, a
tool for web reconnaissance. These studies are related to the use of web vulnerability scanners
in computer networks.

3. Problem description and results

The experiments in this study in a controlled personal lab test environment were carried
out. The used operating system is Kali linux x64 with the following system information:
Linux Petar 7.1.5+kali-amd64 #1 SMP PREEMPT_DYNAMIC Kali 7.1.5-1kalil (2026-07-
29) x86_64 GNU/Linux.

The IPv4 address of the attacking host in the personal controlled laboratory
environment is 192.168.1.18/24 (fig. 2) and the IPv4 address of the victim host is
192.168.1.19/24 (fig. 1). The attacking host uses the Kali Linux operating system and the
victim host uses Microsoft Windows 10. The local test network also contains several other
computers. Several servers are installed on the victim host which are respectively:

- Apache server with ports 80 and 443,

- MySQL server with port 3306;

- FileZilla server with ports 21 and 14147,

- Mercury server with ports 25, 79, 105, 106, 110, 143 and 2224;

- TomCat server with ports 8005, 8080, 49674 and 49675.

pesho@Petar: ~

Session Actions Edit View Help

- Nikto v2.6.1

+ ERROR: No host (-host) specified

Options:
-Add-header Add HTTP headers (can be used multiple times, one per header pair)
-ask+ Whether to t submitting updates
yes  Ask about each (default)
no Don't ask, don't send
auto Don't ask, just send
Check if IPv6 is working (connects to ipvé.google.com or value set in nikto.conf)

Fig. 1. The version of the web scanner
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Fig. 1 shows the version of the program Nikto which is used during the security reteach
test. The vulnerability scan with Nikto version 2.6.1 was performed. Nikto is a free tool that
scans web servers for security problems and incorrect server parameters [1,4,14,15,19]. It
checks HTTP methods, server information, security headers, and accessible directories. The
number of the version is important because there are different versions of this tool and each
one may contain different tests and security checks [12,13,18]. This information shows which
version of Nikto was used in the scientific experiment.

The line “[000287]” shows that the header contains the value PHP/8.2.12 which reveals
that the website uses PHP version 8.2.12 [1,4,5,7,9,11]. This information helps identify the
technologies used by the web application. Showing the software versions in HTTP headers
can provide to malicious attackers useful information about the server. The attackers can use
this information to look for known vulnerabilities in the PHP version [13,14,15,16]. The
network administrators and security specialists should remove unnecessary technology
information from HTTP response headers (fig. 2).

The CGI result shows that the scanner did not find any CGI directories. CGI is a
technology that allows the web servers to execute external scripts or programs [8,11,13]. The
older websites may use CGI scripts to process user requests and run server-side operations.
The scripts can cause serious security problems when they are incorrectly configured or
contain vulnerable code [15,16]. This result does not prove that CGI is completely disabled on
the tested web server. The web scanner may not have found all CGI directories (fig. 2).

pesho@Petar: ~

Session Actions Edit View Help

192.168.1.19

3.1.3 PHP/8.2.12" to 'Apache/2.4.5

-iconsrea

t to render the conter
bilit er/vulnerabilities

Fig. 2. The execution of the command “nikto -h 192.168.1.19”
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The line “[000434]” shows that the HTTP TRACE method is enabled on the server.
This method allows the server to return information about a received request [4,5,6]. | It can
be used to test and troubleshoot communication problems. The HTTP TRACE method is
enabled in this test environment. This may create security risks related to Cross-Site Tracing
(XST) attacks. This attack may allow attackers to obtain information from HTTP requests
when other security weaknesses are present [2,6,9,12,15,19]. The web administrator should
check the server settings and disable the TRACE method (fig. 2).

The line “[013587]” shows that the Strict-Transport-Security security header from the
HTTP response is missing [6,7,8,16,17]. This header is known as HSTS. It tells web browsers
to access the website only through HTTPS connection. Network administrators and security
specialists should first configure HTTPS and then enable the header for strict transport
security.

The line “[013587]” shows that the tested website does not have the header for referrer
policy [1,4,7,10,12]. Web administrators should configure this policy to limit the sharing of
unnecessary information (Figs. 2 and 4).

The line “[013587]” shows that the server response does not contain the header of “x
content type options”. The administrator should add the “x content type options” with the
value “nosniff” to improve browser security (fig. 2 and 4).

The line “[013587]” shows that the “permissions policy” header is not configured on the
tested web server [17,18,19]. The line “[013587]” that the “content security policy” header is
missing from the tested website [2,3,4]. The web administrators should configure a policy that
allows the resources needed by the website (fig. 2 and 4).

The following lines “[600050]”,”[600625]” and “[600595]” show that the installed
versions of Apache, PHP, and OpenSSL servers are outdated. Web administrators should
update these programs to newer versions.

The line “[750500]” shows that directory indexing in the /img/ directory is enabled. A
directory listing can help attackers understand the website structure and find interesting files
[5,8,10,11]. This security issue is associated with CWE-548 vulnerability. The web
administrator should disable directory indexing.

(3  Apache2 Debian Default Pag: X | Apache2 Debian Default Pagex |+

€ > C @ O Not Secure  http://192.168.1.18 w

OffSec Kali Linux KaliTools « Kali Docs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB DNS leak test ¢ Congratulations. This ...

@ Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache2/
|-- apache2.conf
| '--  ports.conf
| -- mods-enabled
| |-- *.load
| *-- *.conf

i |-- conf-enabled

Ol -~ *.conf

nnnnnnnnnnnn

Fig. 3‘. The default Apache web server page in Debian systems
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The line “[003584]” shows that the scanner found a README file in the icons
directory [1,2,3,6,7,12]. Web administrators should check the file and remove it or block
access to it if the website does not need it (Fig. 2).

The line “[007342]” describes how attackers may trick users into clicking buttons or
performing actions without knowing what they are doing. This type of attack is called
clickjacking [2,5,8,9,11,13,14,19]. Web administrators should configure a suitable “x-frame
options” header or a “content security policy” (Figs. 2 and 4).

The line “[007352]” shows that the tested web server does not send the “x-content type
options” header in its HTTP response [1,5,7,9,12]. The web administrators and security
specialists should set the header value to “nosniff” and check that the server sends it correctly
(fig. 2 and 4).

The second test involved starting the Apache web server on the attacking computer (fig.
3). The attacking host has got a IPv4 address 192.168.1.18. The web server was then scanned
with Nikto (fig. 4). The purpose of this test was to find vulnerabilities in the web server. The
final test was performed on the victim's web server using the SSL option (Fig. 5).

pesho@Petar: ~

he in ion, See: https://
ced with the Content-Security-Policy HTTP he : 5 directive, See: https://developer.nozilla.org

ontent-Type ader s not set. This could allow the user agent to render the content of the site in a different fashion to the MINE type. See: hittps://wm.netsparker.
-vulnerability-scanner/vulner - eader/
and 9 itens reported on the

Siiriieriisteiisersssistsissd
g nat in
‘

t0 subnit this tion (
for a Nikto update (or you may en:

Fig. 4. The execution of the command “nikto -h 192.168.1.18”
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pesho@Petar: ~

Session Actions Edit View Help

192.168.1.19

veloper.mozill

jeloper.mozill

veloper.moz

'/developer.mozilla.org

' to 'Apache/2.%.

mes (CN: localhost, SAN: none). See:

i . VNtweb.co.uk/apache-restricting-access

icy HTT

P head
e/Header

tent-type-h
d 18 item

Fig. 5. The execution of the command “nikto -h 192.168.1.19 -ssl”

5. Conclusion
The results show that web administrators should improve server security. They should

disable unnecessary HTTP methods, remove directory indexing, restrict access to default
files, configure missing security headers, and update outdated software. These changes can
reduce security risks and help protect the web application from common cyber-attacks.
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