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ALGORITHM FOR INFORMATION PROTECTION IN THE AUTO-
MATED SYSTEMS 

Velqna M. Zhelyazova, Ivan B. Nikolaev 

Abstract: This scientific report proposes Algorithm to protect information  from unauthorized access 
(IPUA) in the automated systems (AS) with integrated procedures of analysis and synthesis. Currently, the 
insurance of the information safety (IS) in the automated systems for information processing in the management 
of different objects becomes a major importance. These objects include: telecommunication systems, banking 
systems, systems providing the work of the atom electro stations, systems for management of sea, air and land 
transport, systems for processing and storing of confidential and secret information [1, 2, and 9]. The high us-
age of local, corporative and global networks with the appliance of open protocols for data transmission 
intensifies the problem with the information protection. 
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There are special systems for 
information protection: problem-
based systems and subsystems 
containing technical and software 
protection resources [1, 2, 9]. The 
system for information protection 
(SIP) represents a combination of 
bodies, used technology, objects for 
protection, organized and functio-
ning according to the rules, stated by 
the matching legal, organization-
regulating and normative documents 
[10].  The issue for information 
protection from unauthorized access 
is a part from the general one, 
regarding information security that is 
why within the systems for 
information protection (IP), there 
appears to be a new structure. This is 

a complex of organizational criteria, 
program-technical (including crypto-
graphic) resources for information 
protection in the ACS. The main 
problems for providing information 
security in the ACS that need to be 
solved during the development of the 
protection systems can be separated [1, 
2, 9]: 

1. Providing security of the 
data, especially when it is stored, 
processed and transferred through the 
connecting channels (by cryptography, 
access division, etc.); 

2. Providing security of the 
machine resources(specialized verifica-
tions of the integrated devices, special 
researches of the peripheral 
electromagnetic emissions and 
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Abstract: The general frame of the BG-ROM MARINEGEOHAZARDS Project is considered. The Project 
is about set-up and implementation of the key core components of a regional early-warning system for marine 
geohazards of risk to the Romanian-Bulgarian Black Sea costal area The main focus is on the data and informa-
tion about the investigations related to the creation of the marine geo hazards early warning system. The target 
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key core elements selection and the infrastructure of the early warning system targeted to the population and 
society safety.  
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Bringing together the expertise 
of the two countries – Bulgaria and 
Romania, the MARINEGEOHAZ-
ARD project aims for the establish-
ment of a joint regional early-warning 
system and of a common decision 
tool, which can support in an efficient 
manner the emergency managers and 
decision makers in their activity re-
lated to protection of the local com-
munities, environment and assets 
within the cross-border area, from 
consequences of natural marine geo-
hazards. This is a pilot project and 
first attempt in this area and brings all 
risks of such innovative approach. 

Project Coordinator: National In-
stitute of Marine Geology and 
Geoecology – GeoEcoMar (Romania) 

Partners: Geological Institute 
Bulgarian Academy of Sciences (GI-
BAS); Institute of Oceanology – 

Varna (IO BAS); National Institute of 
Research and Development for Earth 
Physics (Romania) 

General objective: Implementa-
tion of an integrated early-warning 
system accompanied by a common 
decision-support tool, and enhance-
ment of regional technical capability, 
for the adequate detection, assess-
ment, forecasting and rapid notifica-
tion of natural marine geohazards of 
risk to the Ro-Bg Black Sea cross-
border area. The future intention in-
cludes as well as integration with the 
local authorities to provide warning 
issues.

Specific objectives [8]: 
 Define and implement a uni-

fied and integrated approach to as-
sessment of marine geohazards of risk 
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directing of the program provision, 
additional verifications for absence 
of hidden or non proved functions); 

3. Creating a program-ma-
chinery resources for protection(for 
a separated workplace, network and 
internet work workplaces); 

4. Developing of the al-
ready mentioned directions with 
organization technical measures 
within the system providing 
information security. For the 
creation of systems for information 
protection, the nature of possible 
threats, the forms and conditions in 
which they would appear in the 
ACS, need to be defined. The 
solution to this issue might be 
expressed by reducing the whole 
variety of threats and their methods 
of impact to their simple forms [1, 2, 
and 9]. The object considered for 
protection is the calculating system 
which could be a part from a big 
ACS [1, 2, and 9]. This way, [2…4] 
the SIP is a complicated organization 
technical system including different 
program-technical and program and 
methodical complexes with a big 
number of various parameters. That 
is why the creation of a SIP demands 
the developing of a matching 
mathematical and program 
provision, designed for a system for 
automated projecting (SAP) and for 
increasing the efficiency of the 
information security resources. In 
this case, it needs to be taken into 
account the big amount of issues that 
can be resolved by program 
resources for information protection. 
That is because of their universality, 
reliability, simple practical putting 

into effect and a possible modification. 
AP of SPUA must include subsystems 
and resources that support the inter-
connected development of program 
machine complexes. The order of pro-
jecting SAP of systems for protection 
from unauthorized access is character-
ized by multi-staging and includes a 
whole succession of analysis and syn-
thesis procedures. In the practice, it is 
usually necessary the solution of two 
major problems-the synthesis of a sys-
tem for information security in the 
process of creating ACS and the analy-
sis of the efficiency of this system dur-
ing its functioning.

 Projecting of a SIP together 
with the developing of the protected 
ACS itself by beginning from the for-
mulating of the general conception at 
all stages: developing the technical 
proposal; technical project; preparing 
work documentation; verification and 
transmitting from the commissioner. 
The non-fulfillment of this principle 
might lead to a low efficiency of the 
protection, deflection of additional re-
sources and increasing the losses upon 
providing the demanded stage of pro-
tection. This way, the requirements for 
SIP form a hierarchical system and 
they must be included in the general 
technical assignment of ACS and in the 
separated technical assignments of the 
subsystems.

 Development of the SIP must be 
accomplished by specialists with de-
manded qualification that would pro-
vide a complex solution to the prob-
lems of the IS, development of the pro-
gram insurance and the program tech-
nical complexes, organization and sys-
tem issues. The systems need to follow 
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the requirements for efficiency with 
minimum excess, increasing their 
reliability.  

 An additional requirement is 
providing privacy of the documenta-
tion and official information. The 
structure of the SIP projecting proc-
ess is shown in Figure1, where an 
algorithm with procedures of synthe-
sis and analysis is illustrated. Corre-
sponding to the algorithm, in the 
process of developing SIP there 
might be separated the following 
stages:
  1. Analysis of the informa-
tional technical characteristics of the 
ACS and formation of a multitude of 
out coming data for development of 
SIP-the number of demanded pa-
rameters is defined. 
  2. Analysis of the require-
ments regarding the information 
safety of the ACS, formation of the 
technical assignment of SIP, forma-
tion of amount of indicators for its 
efficiency and defining of limits 
providing the minimum acceptable 
level of protection.

 3. Defining and analysis of the 
possible channels for unauthorized 
access-searching for all possible 
channels responsible for leaking of 
information. Making a list, con-
sisting of all threats for the informa-
tion and composing their mathemati-
cal models.  
  4. Forming of a list of poten-
tial transgressors-based on the nor-
mative documents, literary sources, 
accumulated experience, and taking 
into consideration the specific work 
conditions of ACS, a model of the 

potential transgressors is formed, and a 
sub-majority of all channels for infor-
mational leaks is determined. 
  5. Forming of a list of major re-
quirements for the resources for IP - 
it’s made after analyzing of the possi-
ble channels for informational leaks, 
the potential threats and transgressors. 
The resources for IP have to ensure 
collapse of the existing channels and 
protection of appearance of new chan-
nels for informational leaks.  
  6. Selection or developing of 
program resources for IP-selection of 
the demanded software from the exist-
ing program products and creation of 
new ones in order to increase the reli-
ability of the SIP. 
  7. Selection of technical re-
sources for IP. These resources must 
fulfill exact requirements, providing 
the necessary protection at a machine 
level. These technical resources must 
fulfill the program resources for IP and 
provide compatibility and stable func-
tioning of the programs for IP.  

8. Structure synthesis and optimi-
zation of the composition of the SIP is 
accomplished, in order to ensure full 
coverage of all channels for informa-
tional leaks.

9. Analysis and evaluation of the 
criterion efficiency of the resources 
complex for IP. If any defects of the 
SIP are detected, a method for their 
removal is offered.  

10. Completing (modifying, 
adapting) and parametric optimization 
of the resources complex for IP-
removing the defects and adaptation of 
the conditions for functioning. 
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Analysis of the structure 
of teas 

Analysis of the information 
structure of the AS  

Analysis of the functional 
architecture of the AS 

Analysis of the pro-
gram provision of the 

AS

Formation of a model of the potential trans-
gressors in the AS 

Defining of the protection level 

Detecting and analysis of the possible channels 
for UA 

Model of the threat for the 
information in the AS 

Database for the accom-
plished threats of the UA 

Are the SIP necessary 

Formation of the requirements for the SIP 

Choosing of the type resources for IP 
Database for developed (certified) 

resources for IP 

Necessary SIP exist 

Defining of the demanded nomenclature of the resources for IP 

Optimal synthesis of the resources structure for IP 

Modeling and analysis of the resources characteristics for IP 

Analysis and valuation of the efficiency criterion of the resources complex for IP 

Complicating of the re-
sources for IP in the 

systems for IPUA 
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Complicating and evaluation of 
the efficiency of the program techni-
cal complexes for IP-integrating of 
the subsystems and the elements for 
IP and ensuring information com-
patibility, centralized control and 
management by the automated 
workplaces of the administrators and 
services for IS; complex evaluation 
of the efficiency of the whole pro-
gram technical complex for IPUA, 
the stage of protection from unau-
thorized access and the work stabil-
ity in critical situations. In case of 
detecting any defects, the compo-
nents of the system get additional 
completing and their interaction gets 
corrected, separate resources for pro-
tection get changed, a duplicate of 
the most often appearing threats and 
channels for unauthorized access is 
integrated. Through the implement-
ing of the described procedures, a 
program technical complex for IP 
might become highly resistant to 
preliminary assigned outer and in-
ternal influence. The analysis of the 
actual content at these stages allows 
to conclude that they include not 
only poorly formalized tasks requir-
ing qualified professionals to solve 
them, attracting experts using heuris-
tic methods and approaches, but also 
tasks which can be formalized in 
within the structural synthesis, opti-
mization and parametric identifica-
tion by attracting basics of mathe-
matical programming. One of the 
major issues is the choosing from the 
multitude of available resources that 
allow forming the structure of a cer-
tain system for information protec-
tion ensuring the coverage of all 

open channels for informational leaks. 
Usually, the multitude of protection 
resources at a network stage includes 
the following: control of the access to 
the object territory, the server premises 
and the workstations; control of the 
installations opening; encoding the in-
formation for service access to the 
server and the separate personal com-
puters at the workstations; understand-
ing, distinguishing and control of the 
access to the resources of the network, 
the operating systems, the database, the 
program insurance and the subscribers’ 
data; decreasing the noise level and the 
number of operations responsible for 
transforming the information; control 
of the entireness of the informational 
program surroundings at a workstation 
and used software insurance level. 

 The choosing of the necessary 
resources from the multitude of acces-
sible ones represents a problem regard-
ing an optimal structure synthesis of a 
complex system [2-4], aiming maxi-
mum following of the requirements for 
SIP. These requirements are placed at 
the base of the matching objective 
functions and restrictions. That is why 
the choosing of the matching resources 
is a problem of a primary importance 
because the results of its solution are 
out coming base for the solution for all 
this upcoming problems, especially the 
synthesis and the optimization.   

Specific quarrymen’s for means of 
IS, determined by the specifics of digi-
tal information processing, are deter-
mined by the following factors: nature 
of the processed information, down-
time of the information in ACS, the 
volume of information, structure of 
ACS, the type of the protected infor-
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mation, technology used in process-
ing, nature of the calculation process 
in the ACS, stage of the lifecycle of 
the ACS. Requirements dictated by 
the technological schemes for auto-
mated processing in the ACS can be 
brought to the level that in active 
condition the ACS must be provided 
with protection in all areas of auto-
matic processing and in all modes. 
From a standpoint of organization of 
the calculation process required in 
the ACS, protection should be pro-
vided at each level of automation of 
processing in all forms of interaction 
between subscribers by means of 
automation in all operating modes of 
the complexes by means of automa-
tion.
In conclusion, it might be stated that 
the formation of the multitude of re-
quirements regarding the resources 
for IP which are adequate to their 
purpose and level of disposition of 
the ACS to the security level, is the 
most important problem, defining 
the characteristics of the projected 
system for protection and the neces-
sary resources. 
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