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ABSTRACT: In this paper a performance and connection analysis of determined
computer systems and networks is made. Each communication process and state must be daily
scanned and analyzed by system administrators, security-professionals and IT specialists.
Ensuring a secure flow of computer and network processes and performance is very
important priority for many large and small companies and for normal users. Most of the
malicious user and programmers use vulnerability in the selected network via determined
computer and network processes.
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1. Introduction

Analyzing and monitoring the communication processes and services is
the most important task for each system administrator and IT specialist. With a
special software environment many computer specialists are able to observe and
analyze all of the running communication http requests and to monitor the LAN
(Local Area Network), MAN (Metropolitan Area Network) and VPN (Virtual
Private Network) connections. This paper is structured as follows. First, in
section 2, different network protocol analyzers are compared. After that, in
section 3, the wireless network interface of determined host is scanned and
monitored. The achieved results are presented in section 4. The final conclusions
and recommendations are made in section 5.

2. Related work

In [1] the software product WireShark as a tool for intrusion detection by
Usha Banerjee, Ashutosh Vashishtha and Mukul Saxena is presented. In [12]
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performance analysis of WireShark in TCP/IP protocol by Shaogiang Wang, Xu,
Yan DongSheng and ShiLiang is explained. In [8] security analysis with
Wireshark by Russ Mcree is made. In [11] different ways to secure a determined
network by Eric Seagren are presented and compared. In [4] a bottleneck
analysis of traffic monitoring using wireshark by A. Dabir and Matrawy is
performed and made. In [2] the Wireshark network analysis tool by L. Chapell is
presented.

3. Experiment

The experiment in specialized university computer lab is made. The network ID
of this LAN is 10.10.0.0/24. The used software is WireShark Protocol Analyzer
version 1.6.8 (SVN Rev 42761 from /trunk-1.6) [10],[11],[12],[13]. Initially was
necessary to configure the software product. After the successfully installed
software product there has occurred an error with the capturing or listening
interfaces of the host. One of the way be fixed this problem is to open a
command shell with the "Run as administrator" selection in order to start the
NPF driver. As is well known Wireshark uses the Windows Packet capture
(WinPcap) driver which is called NPF. On fig. 1 the fixed problem with NPF
driver is shown.

Administrator: C:\Windows\System32\cmd.exe tﬂ&J

Microsoft Windows [Uersion 6.1.76001]
Copyright {(c)> 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>net start npf

The NetGroup Packet Filter Driver service was started successfully.

:\Windows\system32>_

Fig. 1. The successfully started NPF driver
The following experiments only with education intend and purposes are made.

The Microsoft Windows 7 Enterprise SP1 operating system in the scanning host
has been used. On fig. 2 the interface overview of WireShark is shown.
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The software product WireShark consists of the following statistics options:
Summary [8];
Protocol Hierarchy [2],[3];
Conversations;
Endpoints;

Packet Lengths [4],[5];
1O (Input Output) graphs [1],[6];
Conversation lists with Ethernet, IPX,
Service Response Time;
Compare options;

Flow graphs [7],[9];
UDP Multicast Streams;
WLAN traffic and etc.

On fig. 3 the summary report after the completed scan is shown.

Expression..  Clezr Apply

Protocol Length Info
215 source port: epnsdp Destination port: faximum
215 source port: epnsdp Destination port: faximum

UDP
UDP
LLMNR
LLMNR
LLMNR
LLMNR
LLMNR
LLMNR
UDP
LLMNR
LLMNR
LLMNR
LLMNR
NENS
NENS
NENS
UDP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP

58663 (58663), DST PoOrt:

h %

rame 8: 67 bytes on wire (536 bits), 67 bytes captured (536 bits)
src: Tp-LinkT_ff:06:f8 (a0:f3:c1:ff:06:f8), Dst: €8:94:23:93:al:3d (68:94:23:93:al:3d)
nternet Protocol Version 4, Src: 10.10.0.15 (10.10.0.15),
ser Datagram Protocol, Src Port:
ink-Tocal mMulticast Name Resolution (query)

75 standard query A hizlsahhpyffpgf
75 standard query A zkaxkgnfdgwpbrq
67 standard query A rgvtims
75 standard gquery a zkaxkgnfdgwpbrq
75 standard gquery A hizlsahhpyffpgf
67 Standard query A rgvtims

215 source port: epnsdp Destination port: faximum

84 standard query a wpad
64 standard guery A wpad
84 standard gquery A wpad
64 standard query A wpad
92 Name query NB WPAD<00>
92 Name guery NB WPAD<00>
92 Name guery NE WPAD<00>

215 source port: epnsdp Destination port: faximum

66 53407 > ndl-aas [SYN] Seq=0 Win=8192 Len=0 M55=1460 W5S=256 SACK_PERM=1

66 ndl1-aas > 53407 [SYN, ACK] Seq=0 Ack=1 win=14600 Len=0 MS5=1460 SACK_PERM=1 W!

54 53407 > ndl-aas [ACK] seg=1 Ack=1 win=65536 Len=0
447 GET ftp://Ftn. shu.bg/Cecko/Knigi/BG%20knigi/book%2025/ HTTP/1.1
54 ndl-aas > 53407 [ACK] seg=1 Ack=394 win=15680 Len=0

310 [TCP segment of a reassembled PDU]

1514 [TCP segment of a reassembled PDU]

Dst: 224.0.0.252 (224.0.0.252)
1Imnr (5355)

G

Fig. 2.The interface overview of WireShark

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 6, 2014

IPv4, IPv6, RSVP, TCP and UDP;

143



2 Captuting from Wi Fron R T 5224 g

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

o® & m ¢ a2 a+»978 B aan an®B% &

Filter M Comments Summary J— [E=REN
No. Time
-2 f -1
12840 419, Summary created by Wireshark (v1.10.38-2-g5235244 from master-1.10)
File:

Neme  CAUsers\Peshosan\AppData\LocahTemp\wireshark_pcapng_87A47C5D-1CBD-4CIE-AOC1-FFDI07938D4_20140710155842_e07236

Length: 10376135 bytes

Format  Wireshark/.. - pespng

Encapsulation: Ethemnet

Time:
12849 420. First packet: 2014-07-10 15:58:43
12850 422.|) Last packet: 2014-07-10 16:05:43
12851 422. M Elapsed: 00:07:00
12852 422. |||

12853 423.|) Copture:

MRS ERER 05 32-bit Windows 7, build 7600
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‘ Capture filter: none

Link type: Ethemet
Packet size limit 65535 bytes

% Frame 16:
4 Ethernet (|
4 Internet ||
4 Transmiss|||

Statistics:
Packets: 12845
Betwieen first and last packet:420177 sec
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0000 68 94 -
0010 05 dc

0020 01 02

0030 00 f5 Help Cancel
0040 30 30

" Fig. 3. The summary report after the completed scan

This figure has given information for:
e The name, length, format and encapsulation of the file;
e The time of first and last received packet;
e The Capture operating system - 32-bit Windows 7, build 7600;
e The Capture application - Dumpcap 1.10.8(v1.10.8-2-g52a5244 from
master-1.10) and additional statistics parameters.
Other important statistics option is conversation connections (shown on fig. 4).
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Hep | [ copy Follow Stream | | Graph A—B Graph B—-A Close
Fig. 4. Conversation for Wireless network connection

This statistics has showed information for IPv4 and IPv6 connections.
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On fig. 5 the http request connection by count, rate (ms) and percent are

summarized.

Fig.5. The http r
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On fig. 6 the protocol hierarchy statistics is shown.
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Fig. 6. The protocol hierarchy statistics
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This statistics has given detailed information for each network protocol and
specifically the all media files and application within.

On fig.7 the 10 (Input Output) graph is shown.

Ml Wirezhark 10 Graphs: Wireless Network Connection
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Fig. 7. The 10 (Input Output) graph for wireless network connection

4. Results.

Thanks to the achieved scan and observe of the selected wireless network
interface each system administrators and IT specialists are able to analyze and
summarize all of the active and inactive network connections. Therefore it is
recommended and important to be made a baseline network statistics for all
connections.

5. Conclusion

In this paper a performance and connection analysis of determined
computer systems and networks is made. Thanks to the achieved results for the
selected wireless network interface most of the system administrator, IT
specialists and cyber professionals have to perform a daily scan all of incoming
and outgoing network connection and then to analyze which of them show
suspicious, idle or timeout state. The implementation of these mechanisms can
provide better protection computer network systems from any malicious cyber-
attacks.
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