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ABSTRACT: In this paper a common detectionand implementation of Alternate Data
Streams in the operating system Windows Server 2008 R2 is made. Nowadays it is very
important each system administrator and security professional to detect and analyze different
types of alternate data streams. These steams can hide sensible secret or malicious files that
can damage some of the computer and networks resources.
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1. Introduction

Each computer file must be detailed and at regular intervals analyzed and
scanned with specialized antivirus programs and anti-malware applications.Over
the past few years have seen an interesting trend where cyber criminals, hackers
and crackers hide executable file to another system executable files. There are
cases where malicious files can be hidden behind a normal text file. The cyber
criminals use alternate data streams in order to accomplish their malicious work
[1,2,3,4,11,13,15,16,21,22,28,29]. The Alternate data streams cannot be seen
and found by normal computer users. One of the ways of their detection is the
use of specialized software scanner called “ADS Scanner 2.00”.In practice there
is a difference between “AltDS” and “ADS”. AltDS is an abbreviation from
Alternate Data Streams and ADS means Active Directory Services. In the
practice still being used the following programs like ‘“AlternateStreamView
v1.35”, “GMER”, “RKDETECTOR v2.0 Beta 1”7, “StreamArmor” and etc.The
advantage of “ADS Scanner 2” than any other is associated with its speed and
efficiency in the computer and network systems[6,7,8,10,18,19,20,24,25,26,27].
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This paper is structured as follows. First, in section 2, a related work for
detection and implementation of alternate data streams (AltDS) is made. After
that, in section 3, a sophisticated detection and implementation of the
specialized software scanner “ADS Scanner 2.00” on server operating system -
Windows Server 2008 R2 Enterprise is performed. The achieved results are
presented in section 4. The conclusions and recommendations are made in
section 5.

2. Related work

In [1] forensic analysis of Windows hosts using UNIX-based tools by
Cory Altheide i1s presented. In [25] some different methods for creation,
management, and use of files containing multiple virtual data streams using
standard file system applications byK. Randall Stokes is made. In [29] an
analysis of hidden data in NTFS file system by Kai Cheong Wee is illustrated.In
[22] some adaptive filters for continuous queries over distributed data streams
by Chris Olston, Jing Jiang and Jennifer Widom are made. In [11] special
methodology and apparatus for detecting executable software in an alternate
data stream by Patrick A. Gardner is shown.

3. Experiment

The experiment in specialized university computer and network
laboratory is made. The used software program is “ADS Scanner 2.00” which is
owned by Pointstone Software, LLC. This scanner is totally free of charge for
any one user. The scanning and detection host has usedserver operating system -
Windows Server 2008 R2 Enterprise x64.Initially was necessary to be
configured the software product. During the installation process there were
selected the following items - “ADS Scanner Application Files”
[6,7,8,10,16,18,19,20,24,25,26,27], “Start Menu Shortcut” and “Desktop
Shortcut”. The following experiments only with educational intends and
purposes are made. A common view of the installation process is shown on
fig.1.
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Fig.1. Common view of the software program
The first step with the detection alternate data streams was connected. The
scan options were[1,2,3,6,7,8,10,11,13,14,17,18,19,20,21,22,24,25,26,27]:
Find Alternate Data Streams (ADS) on Windows folder.
Find Alternate Data Streams (ADS) on all NTFS drives.
Find Alternate Data Streams (ADS) on the following folder.
Ignore safe ADS content.

The preliminary preparation before scanning and detection for Alternate
Data Streams (ADS) is illustrated on fig.2.

Fig.2. Preparation before scanning and detection for ADS.
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On fig.3 the number of safe Alternate Data Streams (ADS) is shown. The
selected scan options was connected with the finding ADS on all NTFS drives.
Some of the found files after the scan were [1,2,3,5,7,9,11,14,17,19,20,21,25]:
o C:\php\ext\php pgsql.dll.
C:\php\ext\php shmop.dll.
C:\php\ext\php snmp.dll.
C:\php\ext\php soap.dll.
C:\php\ext\php sockets.dll.
C:\php\ext\php sqlite3.dll.
C:\php'\ext\php sybase ct.dll.
C:\php\ext\php tidy.dlL
C:\php\ext\php xmlrpc.dll.
C:\php\ext\php xsl.dll.
C:\php\extras\openssl.cnf.
C:\php'ext\ssl\openssl.cnf and etc.

Fig.3. The found Alternate Data Streams (ADS) after the performed scan
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4. Results

On fig.4 the number of malicious Alternate Data Streams (ADS) is shown.
The selected scan options was connected with the finding ADS on all Windows
folder. It was found 1 item that containing Alternate Data Streams (ADS) out of
91602 scanned files.

Fig.4. The achieved server availability report

On fig.5 the content of malicious Alternate Data Streams (ADS) is
illustrated

Fig.5. The content of malicious Alternate Data Streams (ADS)
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As shown on fig.5 this ADS is consists of the following items:
e [tem: C:\Windows\Cursors\arrow_n.cur.
e ADS name: NEDTA.DAT.
e  ADS size: 6144 Bytes.

On fig.6 the following action options are shown:
Start Scan.

View ADS Content (shown on fig.5).
Check All

Check None.

Invert Selection.

Save Selected Item ADS to disk.

Save Checked Item ADS to disk.

Delete Checked Items.

Save Complete Scan Log.

Fig.6. The action options

Thanks to this program each normal wuser, system and network
administrator and security professionals could obtain detailed graphical
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information about hidden malicious Alternate Data Streams in the target host
operation system. [4,6,7,13,17,1819,20,22,25,26,28,29].

5. Conclusion

The alternate data streams are hidden files that could be attached to each
normal and visible computer file. Recent cyber criminals, hacker and crackers
use these alternate data streams in order to hide their malicious file and
unfortunately very small number of antivirus programs and anti-malware and
rootkit scanners and analyzers can find them. Therefore, the attackers or cyber-
criminals are able to obtain all computers and network resources completely
unnoticed by the host. For this reason it is recommended to be made the correct
configuration of the computer and network systems and each host file must be
detailed and at regular intervals analyzed and scanned with specialized antivirus
programs and thereby, the risk of cyber-attacks, viruses, worms, spyware,
rootkits and other malicious programs could be totally reduced.
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