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1. Introduction 

The software network scanner is used to find vulnerabilities and is one of 
the first steps that cybercriminals take to find out which port and service are 
unsecured. Once a particular vulnerability has been identified, the cybercriminal 
then uses special software exploits to gain access to the management of the 
information resources of a particular computer system [1], [2], [3], [12]. 

Before any malicious cyber-attack is carried out, both terms exploit and 
payload must be addressed. The term exploit is malicious software code that 
exploits a vulnerability, error, or glitch in computer hardware or software, some 
of the operating system's services, thereby causing unexpected and unwanted 
system behavior. As a result the attacker gains full access to the computer 
system of the host [4], [5], [16]. After the successful injection of the exploit into 
the computer system, the payload, which is executed in the victim-host [2], [8], 
[9], [10], [11], [14], [15], is carried out as a load. For the sake of brevity, 
malicious code will be used instead of both terms. 

This paper is structured as follows. First, in section 2, a briefly survey of 
the structure and functions for exploitation’s process and network scanning 
operation in the target hosts in the Local Area Network (192.168.1.0/24) is 
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performed. The achieved results are presented in section 3. The final 
conclusions and recommendations in section 4 are made. 

2. Experiment

The science experiment in a specialized university computer lab in the 
Faculty of Technical Sciences at Konstantin Preslavsky was made. All of the 
hosts in this lab were connected each other in Local Area Network (LAN). The 
investigated computer network was consisted of 256 hosts and each of them was 
using an additional 150 Mbps High Gain Wireless USB Adapter TL-WN721N. 
In the computer lab a Cisco RV315W Wireless-N VPN Router has been used 
and configured. The Dynamic Host Configuration Protocol (DHCP) in the 
router’s configuration has been configured on purpose each host in this 
computer lab to obtain a valid IPv4 addresses, network mask, DNS server 
addresses and default gateway. The network ID of this LAN is 192.168.1.0/24. 
The research host was configured with the following IPv4 address 
192.168.1.124/24 [6], [7], [8], [9], [12], [13]. 

The operating system installed on the attacking computer is Kali Linux 
4.12.0-kali-amd64#1 SMP Debian x86-64 GNU/Linux. The purpose of the 
science experiment is to scan for vulnerabilities several hosts in local area 
network. An attack management tool Armitage for Metasploit released 
13.08.2015 for this purpose will be used. The suite was developed by Raphael 
Mudge.  

After the initialization of the toolbox the main menu is being visualized. 
This is shown on fig.1. 

Fig. 1. Initial screen of the attack management tool Armitage for Metasploit 
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The first task is related to scanning the local network for the purpose of 
deciding which hosts are in an active network state. After a conducted scientific 
research, it was found that 20 hosts are in an active network state. This is shown 
on fig.2. 

The figure shows that some of the hosts use Linux and Windows based 
operating systems. The hosts with IPv4 addresses 192.168.1.9 and 192.168.1.61 
are network printers and 110 seconds were required to complete the whole 
scanning process. The host with IPv4 addresses 192.168.1.1, 192.168.1.2, 
192.168.1.51, 192.168.1.62 and 192.168.1.70 were using Linux based operating 
system. All other hosts were using Microsoft Windows based operating system. 

 
 

 
 

Fig. 2. The result of the scanning the local area network 192.168.1.0/24 
 
 
The next task is related to the display of all open TCP and UDP ports from 

randomly selected host with Windows based operating system and with IPv4 
address 192.168.1.134/24. This is shown on fig.3. 
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Fig. 3. TCP and UDP ports of host with IPv4 address 192.168.1.134 

The name of the used the exploit was “EternalBlue”. This exploit [2] in 
several security vulnerability databases was indexed. This exploit used 
vulnerability in the Server Message Block (SMB) protocol with version 1. This 
exploit caused critical damages to the selected computer and network system. 
The details of this vulnerability [1], [2], [3], [4], [5] were known as CVE-2017-
0144. The backdoor DoublePulsar was used alongside with the exploit 
EternalBlue. Thanks to the DoublePulsar cybercriminals can obtain full 
unauthorized control and access of the information resources of the exploited 
operating systems - Microsoft Windows XP, Windows 7, Windows 8 and 
Windows 8.1. 

Fig.4 shows that this host is likely vulnerable to this exploit and its 
operating system is Windows 7 Ultimate Build 7601 Service Pack 1. 
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Fig. 4. Found vulnerability in host with IPv4 address 192.168.1.134 
 
 
The following step with the configuration of this exploit was connected. 

The following steps were made: 
 SRVHOST was set on host with IP address 192.168.1.124 because this 

was the attacking host. 
 SRVPORT was set on port 445 [4],[5]. 
 RHOST was set on host with IP address 192.168.1.134 because this was 

the victim host. 
 PROCESS was set on the wlms.exe system file. This is shown of fig.1. 
 TARGETARCHITECTURE was set on x86. 
 SMBDomain was set. 
 SMB_MS17_010 exploit was selected. 

 
3. Results 

Fig.5 illustrates the successfully executed remote code on the host with 
IPv4 address 192.168.1.134.  
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Fig. 5. Successfully executed remote code on the host with IPv4 address 
192.168.1.134 

During the science research, an attempt was made to penetrate another 
operating system (192.168.1.140/24), but actually the victim host refused the 
attempts. This is shown on fig.6. 

Fig. 6. An unsuccessful attempt to penetrate the operating system of host with 
IPv4 address 192.168.1.140 
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NOTE: All of the scientific experiments and studies in this paper were 
conducted in a specialized computer lab at the Faculty of Technical Sciences at 
the Konstantin Preslavsky University of Shumen, consisting of several hosts. 
Everything illustrated and explained in this paper is for research purposes and 
the authors are not responsible for any misuse. 

4. Conclusion

The Certified Ethical Hackers, Networks Security Officers and System 
Administrators have to take the following security actions and mechanisms, 
such as: 

 Mandatory concealment of confidential information from public
websites. 

 Mandatory suspension and blocking of any ICMP requests.
 Regular updates to routers' intrusion detection, firewalls, and network

operating systems. 
 Network scanning for vulnerabilities and weaknesses in the operating

system or local computer network of employees. This way, if done regularly, 
security administrators will eventually know what vulnerabilities have arisen in 
the network topology and separately in operating systems, which ports are open 
and system services started, from which software programs or settings errors 
occur, and more. One of the best vulnerability scanners are the Nessus software 
platform and the Nmap network scanner. 
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