Journal scientific and applied research, vol. 23, 2022
International Journal

Original Contribution ISSN 1314-6289

IMPLEMENTATION OF MODIFIED SCRIPT FOR LINUX BASED
OPERATING SYSTEMS USING A LINEAR ALGORITHM FOR
NETWORK PORT SCANNING

Petar Boyanov

DEPARTMENT OF MANAGEMENT OF SECURITY SYSTEMS, FACULTY OF TECHNICAL
SCIENCES, KONSTANTIN PRESLAVSKY UNIVERSITY OF SHUMEN, SHUMEN 9712,115,
UNIVERSITETSKA STR,

E-MAIL: petar.boyanov@shu.bg

ABSTRACT: The Python programming language has various module libraries for
network scanning of hosts. In this paper the performance and implementation of a modified
script for Linux based operating systems using a linear algorithm for network port scanning
is presented.

KEY WORDS: Analysis, Connection, Monitoring, Network, Ports, Python, Scanning,
Services, Traffic.

1. Introduction

The TCP or UDP port scanning is a popular reconnaissance technique used
in the contemporary cyberattacks. All computer systems (hosts) connected to a
network run services that listen on well-known and less-known network ports.
The port scanning helps a malicious attacker to find which ports are open, closed
or filtered i.e. which service can listen on the given port. Essentially, port
scanning consists of sending a network raw message to each port. The type of
response received indicates whether the port is in use so that it can then be
further probed for weaknesses and vulnerabilities [1,3,5.7,10,22,23,24].

If the network port scanning with malicious intent is done, then the
malicious cybercriminals usually prefer to remain undetected. The computer and
network security applications can be configured to alert system administrators if
network connection requests on a wide range of ports from a single host are
detected [5,6,8,11,12,13,14]. To circumvent this option, an attacker can perform
a network port scan in two modes. The first mode limits ports to a smaller target
range instead of scanning all 65536 ports. The second scan mode uses scan
delay techniques. By scanning ports for a much longer period of time, the
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chance of detecting and preventing an intruder's actions is dramatically reduced
[2,4,6,7,8,9,19,20,21]. In this scientific research, the main emphasis on the
implementation of modified script for Linux based operating systems using a
linear algorithm for network port scanning is placed.

2. Experiment

The experiment in a specialized computer network laboratory in the
Faculty of Technical Sciences is made. In this paper a linear algorithm for
network port scanning is suggested. This algorithm is respectively designed to
operate on Linux based operating systems. In this regard, fundamentally new
approaches for algorithmization of activities related to network port scanning is
developed.

The Python programming language has various module libraries for
network scanning of hosts and thus the performance of a modified script for
Linux based operating systems implementing a linear algorithm for network port
scanning is presented.

The operation of the modified script implementing a linear algorithm for
network port scanning for Linux based operating systems involves the following
basic steps:

1. Specifying the full path to Python.

2. Loading required modules and libraries.

3. Configure network scan start time - start_time=date.time().

4. Defining the function to get the version of the services and protocols
used (get_banner).

5. Defining the colors used in the network port scanner.

6. Defining the name and version of the modified network port scanner.

7. Refinement of the IP address conversion function - check_ip.

8. Checking the IP address of the scanned host and resolving a domain
name into an IP address.

9. Defining the number of scan threads - N THREADS and the thread
queue.

11. Defining the port scan function with the global variable host.

12. Defining the function scan_thread().

13. Initialization of each thread and queuing each port to begin scanning.

14. Waiting for threads to finish scanning ports.

15. Configuring the scan parameters and getting help information.

16. Displaying the total number of ports scanned and displays the name of
the scanning host.

17. Getting information about the scanned host's FQDN and IPv4 address
and display only the IPv4 address of the scanned host.

18. Displaying the time when the scan is completed.

19. Displaying the elapsed time after the scanning process has started.
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20. Displaying detailed information about only found open ports on the
victim host.

The scientific research using the software environment for virtualization of
operating systems - VMware® Workstation 12 12.5.1 build-4542065 is carried
out in order to scan and detect open ports on active hosts in the computer
network. The virtual installed operating systems for network research are
respectively:

- Windows 10 Pro x64;

- Windows 7 Professional x64;

- Kali Linux 2022.2 amd64.

The network port scanner does not have any malware embedded in it, and
thus a specialists or users can use it for performing host scan without having to
worry about being infected with viruses and worms.

The purpose of using virtual machines is to cut off physical access to both
the underlying installed operating system and direct access with the hardware of
the hosted computing machine. There is always a risk of compromising the
underlying operating system on which the VMware environment is installed. In
this regard, performing regular backups to external media completely solves the
problem. All installed virtual operating systems for scientific research on fig. 1
are showed.

() Kali - VMware Workstation = X

File Edit View VM Tabs Help v|&|f P D0EES|E

Library X

{rome | (FKali % | [TIKai2

= [ My Computer
(5 Windows 10x64
@ Kali2
(5 Kal
_Ij Windows 7
? Shared VMs

To direct input to this VM, move the mouse pointer inside or press Ctrl+G. o %’ \t‘ﬁ [d

Fig. 1. All installed virtual operating systems for scientific research
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After that it follows scanning and discovering both the physical MAC
addresses and the logical network IP addresses of the hosts on a corresponding
computer network. A special command is used to scan the network number
192.168.80.0 in order to find all active hosts. Since the netmask is 24-bit, then
the maximum number of active hosts is 254. The whole number of found active
hosts on fig. 2 is showed. The host with IPv4 address 192.168.80.129 is running
a Windows 10 virtual operating system, and the host with IPv4 address
192.168.80.130 is running a Kali Linux virtual operating system. The modified
script on the host (192.168.80.130) with Kali Linux virtual operating system is
executed.

N root@pesho: ~

File Actions Edit View Help

Currently scanning: Finished! | Screen View: Unique Hosts

4 Captured ARP Req/Rep packets, from 4 hosts. Total size: 240

P At MAC Address Count Len MAC Vendor / Hostname

192.168.80.2  00:50:56:ff:ee:74 60 VMware, Inc.
192.168.80.129 00:0c:29:36:32:a8 60 VMware, Inc.
192.168.80.130 00:0c:29:e3:1f:c3 60 VMware, Inc.
192.168.80.254 00:50:56:fa:78:44 60 VMware, Inc.

Fig. 2. Active found hosts in the local computer network

3. Results

Figures 3 and 4 show the results obtained after performing a network port
scan on the host with address 192.168.80.129 for the first 1001 ports using the
command "python3 port_scan_IPv4_pesho.py 192.168.80.129 --ports 1-1001".
It is found that 5 open ports are detected, and their numbers are 21, 25, 106, 110
and 143. Detailed information about the started service of each port is revealed
separately. Thanks to this information, the malicious perpetrator can use the
most correct exploit to perform unauthorized and unsanctioned access to the
resources of the victim host. The total time of the port scan is 1.36 seconds. The
obtained detailed information about the started services on the detected open
ports is accordingly:

- Open port 21 - 220-FileZilla Server version 0.9.41 beta 220-written by
Tim Kosse (Tim.Kossefi)gmx.de).
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- Open port 25 - 220 localhost ESMTP server ready.

- Open port 106 - 200 localhost MercuryW PopPass server ready.

- Open port 110 - <214197781.5192@Ilocalhost>, POP3 server ready.

- Open 143 - localhost IMAP4revl Mercury/32 VV4.62 server ready.

The presented modified script for Linux based operating systems in
Bulgarian Defense Institute can be used in order to be detected open unprotected
network ports. In relation to this the chief information security officers will be
able to take timely measures to implement protective mechanisms and policies
for the protection of the information resources containing critical and
confidential information about data centers in defense and security, jamming
devices, bullets, ammunitions, projectiles, rocket motors and ballistic materials
[3,7,11,12,15,16,17,18,19,20,25].

root@pesho: ~/Desktop
File Actions Edit View Help

~/Desktop
port_scan_IPv4_pesho.py 192,168.80.129 1-1001

FRRARARARRREREERA ARk Rh kAR AR A Rh AR AR E Rk hhhhhkhhhhrhthhhhthhhhhhhhthhththhhhhhthhhhthhdhhhhdttir

Moauduunpan nopros ckerep ot Merbp boanos

MomowHa WHOPMALMA 33 W3NON3BAHETO HA CKeHepa:

host help=Ckanupait no IPvh agpec unu poMeitH.
-=ports -p dest=port_range default=1-65535 help=flo nogpas6upane ca BKnwueHn Bcuukure 65535 nopra
BbBegu No CNeAHMA HauMH KOMaHAWTe W napameTpute: python3 ckpunt.py IPvé4/domain --ports 1-80

Hanpumep, python3 petar.py edu.shu.bg --ports 1-65535

CKaHMpaHeTo 3anouHa B: 2022-07-10 13:13:45,419434
192,168.80.129 :MopTeT ¢ Homep 21! e oTBOpeH
Fig. 3. The execution of the modified script "python3 port_scan_IPv4 pesho.py
192.168.80.129 --ports 1-1001"
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root@pesho: ~/Desktop
File Actions Edit View Help

MoMowHa MHQOPMALMA 33 W3NON3BAHETO HA CKeHepa:

host help=Ckanupait no IPvh agpec unu gomeitn.

--ports -p dest=port_range default=1-65535 help=flo nogpasbupane ca BKmKueHn BCHukuTe 65535 nopra
Bveegn N0 CNEfHMA HAuMH KoMawguTe W napametpute: python3 ckpunt.py IPvé/domain --ports 1-80

Hanpumep, python3 petar.py edu.shu.bg --ports 1-65535

CKanupaneto 3anouna B: 2022-07-10 13:13:45.419434

192,168.80,129 :MopTbT ¢ Homep 21! e oTBOpeH

[+] Wndopmaumata 3a nopt 21 e: 220-FileZilla Server version 0.9.41 beta
220-uritten by Tim Kosse (Tim.Kossedgm.de)

220 Please visit http://sourceforge.net/projects/filezilla/

[+] WndopmauuaTa 3a nopr 21 e:

192.168.80,129 :MopTbT C HoMep 25! e OTBOpeH

s
&
[+] Wndopmauuata 3a nopr 25 e: 220 localhost ESMTP server ready.

[+] WndopmaumaTa 3a nopt 25 e:

92.168.80,129 :MoptvT ¢ Homep 106: e ovBopeH

] WndopmaunaTa 3a nopt 106 e: 200 localhost MercuryW PopPass server ready.

] WnhopmaumaTa 3a nopt 106 e:

92.168.80,129 :MoprbT c HomMep 110% e oTBOpeH
] Wnpopmaumata 3a nopr 110 e: +0K <214197781.5192qlocalhost>, POP3 server ready.
] Wnpopmaumata 3a nopr 110 e:

02.168.80,129 :MoptbT c Homep 143! e oTBOpeH

+] Wnpopmauuata 3a nopr 143 e: * OK localhost IMAP4revl Mercury/32 v4.62 server ready.
+] Wndopmaumata 3a nopt 143 e:

06 6poM Ha cKawupawute noprose: 1001

HmeTo Ha CKaHMpauua xoct: pesho

FQDN u IPvh agpec Ha ckawupanua xoct: 192,168.80.129

IPvh agpecbT Ha cKaWupawua xoct: 192,168.80.129

CKaHupaHeto npukmioun 8: 2022-07-10 13:13:46.806708

H3muHano speme oT CKawupaneto: 1.363962173461914 cexyHan

~/Desktop

Fig. 4. The received results of the performed port scan
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Separately, the modified script reveals the fully qualified domain name
(FQDN), which in this case is small-sites-tmp.shu.bg and the public IPv4
address of the subdomain jsar.ftn.shu.bg. The subdomain IP address is
194.141.47.8. The total port scan time for 22.377 seconds is performed. An
additional port network scan process follows on the public IPv4 address —
194.141.47.8 to uncover additional open ports. The direct scan by IP address
gives the best and most detailed results for all open ports on the host. From the
obtained results in figures 5 and 6, it is found that a total of 3 open ports are
detected out of a total of 100 scanned. Again, thanks to the information
obtained, the malicious perpetrator now has a large selection of exploits to
compromise the corresponding detected open ports.

b

File Actions Edit View Help

root@pesho: ~/Desktop

~/Desktop
port_scan_domain_pesho.py jsar.ftn.shu.bg —ports 1-100
kkkEkkkkktktdtkhkdttdibdktdtdtiittttiibdttdtdtiibittiddbddttdtdtiididtdhbddhtidd Thdddtdddktddddhddddoddbidtd

Iyl dofiros Auk
byt Nlypladd o Qo
SR | 1, W I R R

AV VN VN I VO W'

AL L N

\v/ /10| -
AW VO 1 G0 T 0 Y 4

MomowHa WHGOpPMAUMA 3a M3NON3BaHETO Ha CKeHepa:

host help=CKanupait no IPv& agpec WNM JoOMeiH.

--ports -p dest=port_range default=1-65535 help=Mo nogpaz6upaHe ca BKNWUEHH BCHUKWTe 65535 nmopTa
BuEepn Mo CAefHUA HAUWH KOMaHAMTe W napameTpute: python3 ckpunt.py IPv4/domain --ports 1-80

Hanpumep, python3 petar.py edu.shu.bg --ports 1-65535

CKaHWpaHeTo 3anouHa B: 2022-87-10 14:07:56.544973

jsar.ftn.shu.bg:MopTeT c Homep 25: e oTBOpeH

Fig. 5. The port scanning of subdomain jsar.ftn.shu.bg for the first 100 ports
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root@pesho: ~/Desktop

D7 _NINTIN P <
/0 N AL LA

AN/ OV
\v/ /|
A L)

MogudMLMPaH NOPTOE CK oT_MeThp GoAHOB

MomowHa WHDOpPMALMA 33 W3NONZBAHETOD Ha CHeHepa:

host help=Ckanupait no IPvk agpec unn foMeiiH.

--ports -p dest=port_range default=1-65535 help=Mlo noppaz6upane ca BKMUeHW BCuukuTe 65535 nopra
Bueegu No cnefHUA HauMH KOMAHAUTe W napametpure: python3 cwpunt.py IPvi/domain --ports 1-80

Hanpumep, python3 petar.py edu.shu.bg --ports 1-65535

CHaHMpaHeTo 3anouHa B: 2022-07-10 14:07:56.544973

tmp.shu.bg ESMTP Postfix (Ubuntu)
5e Server (Debian) [::ffff:194.141.47.8]

H_7.6p1 Ubuntu-4ubuntud.?
06u 6poil Ha cKaHMpaHWTe nopToee: 100
HMeTo Ha cHaHMpawMa xocT: pesho
FQDN u IPv4 agpec Ha ckawupauua xoct: ('small-sites-tmp.shu.bg', [], ['194.141.47.8'])
IPvh agpecbT Ha CKanupanua Xoct: small-sites-tmp.shu.bg
CHaHWpaHeTo npuKnwun B: 2022-07-10 14:08:19.358318
HamuHano Bpeme oT cKaWupadeTo: 22.376767873764038 cekyHgu

~/Desktop

Fig. 6. The obtained results from the execution of the command "python3
port_scan_domain_pesho.py jsar.ftn.shu.bg --ports 1-100"

The results of the conducted scientific research show that the higher the
number of threads used, the higher the probability of an open port being
detected. It is found that when using 550 threads, more open network ports are
found on the host and this is shown on fig. 7.
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Number ofthreads

Found open ports

Fig. 7. The statistical processing of the obtained results of the conducted
scientific research

ATTENTION: The scientific experiments and research works in this paper
in a specialized computer laboratories at the Faculty of Technical Sciences of
the Konstantin Preslavsky University of Shumen are made. Everything
illustrated and explained in this paper is for research work and educational
purposes and the authors are not responsible in cases of abuse.

3. Conclusion

The malicious attackers penetrate computer networks and systems for
various purposes. Therefore, it is important to understand how malicious actors
attack and exploit computer systems and what the likely reasons for carrying out
these cyberattacks are. The system administrators and information security
professionals must protect their infrastructure from various types of malicious
software tools - exploits, by knowing the adversary who seeks to use this
infrastructure for illegal activities. Thus the exceptionally well-equipped
laboratories at the Faculty of Technical Sciences at the Konstantin Preslavsky
University of Shumen give great opportunities to students majoring in
"Communication and Information Systems”, "Computer Technologies in
Automated Manufacturing™ and "Signal Security Systems and Technologies™ to
gain extensive theoretical and practical experience in the analysis and
monitoring of the network port scanning process.
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