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1. Introduction

Malicious attackers usually have motives and goals behind their
information security cyberattacks. The motive stems from the idea that the target
computer system is storing or processing something valuable, leading to the
threat of an attack against the system. The goal of the attack may be to disrupt
the business operations of the target organization, steal valuable information for
curiosity or even revenge [2,3,6,9,10,11,14,24,25,26,28,29,32]. Therefore, these
motives or goals depend on the state of mind of the malicious attacker, the
reason for carrying out such activity, as well as his informational resources and
capabilities. Once an attacker has identified their target, they can use a variety of
software tools, cyberattack techniques, and methods to exploit vulnerabilities in
a computer system or security policy and controls [1,4,5,7,8,11,13,27,26,27,29].
Therefore, the cyberattack is a collection of motives, targets, methods and
exposed vulnerabilities.

The main motives for carrying out malicious cyberattacks are [19,20,23]:

- Disruption of business continuity [11,12,20,21,22,24,28,30,31,32].

- Committing information theft.

- Manipulation of electronic data.

- Creating fear and chaos to destroy certain critical infrastructure.
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- Causing a financial loss to the respective company or corporation.

- Propaganda of certain religious or political beliefs.

- Achieving strict military objectives of the state.

- Damages the reputation of a chosen victim, which can be a host,
corporation, government institution, etc [1,3,4,7,9,14,15,21,22,23,24,28,30,31].

- Taking revenge.

- Ransom and extortion.

In this scientific research, the main emphasis on the implementation of
modified network port scanner using a linear algorithm in Windows based
operating systems is placed.

2. Experiment

The experiment in a specialized computer network laboratory in the
Faculty of Technical Sciences is made. In this paper a linear algorithm for
network port scanning is suggested. This algorithm is respectively designed to
operate on Windows based operating systems. In this regard, fundamentally new
approaches for algorithmization of activities related to network port scanning is
developed.

The modified port scanner in the Microsoft Visual Studio Ultimate 2012
version 11.0.50727.1 RTMREL software environment is developed. The used
framework is .NET Framework 4 Client Profile. The applied programming
language is Visual Basic and the project is a Microsoft Forms Application type
in order to be created a graphical user interface of the port network scanner.

The operation of the modified port scanner implementing a linear algorithm
for network port scanning for Windows based operating systems involves the
following basic steps:

1. Loading the System.Net and System.Net.Sockets libraries. They allow
programming and configuration of many network protocols for network
communication.

2. Configuring the time to send and wait for a response from the host.

3. Entering the relevant global variables.

4. Defining the loopback (localhost) address - 127.0.0.1 as default address
for initial port network scan.

5. Defining the start and end port fields for network scanning.

6. Defining the open ports field on the host.

7. Defining the field for the discovered closed ports on the host.

8. Configuring the button to start the network port scan.

9. Defining the rules and signaling when an IP address is incorrectly
entered in the IPv4 address field or the start and end port numbers. The error
message that appears is "Incorrectly configured IPv4 address or ports!!!™,

10. Loading the Port Scanner graphical user interface (GUI).

The scientific research using the operating system Microsoft Windows 10
Pro x64 is carried out in order to scan and detect open ports on active hosts in
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the local and wide computer networks. The network port scanner does not have
any malware embedded in it, and thus a specialists or users can use it for
performing host scan without having to worry about being infected with viruses
and worms.

The flowchart of a modified network port scanner for Windows based
operating systems implementing a linear algorithm on fig. 1 is presented.
START

Loading the System.Net and System.Net.Sockets libraries

Configuring the time to send and wait for a response from the host

Entering the relevant global variables

Defining the loopback (localhost) address - 127.0.0.1 as default address for initial
port network scan.

Defining the open ports field on the host

Defining the field for the discovered closed ports on the host

Configuring the button to start the network port scan

Defining rules and signaling when an incorrectly filled IP address in the field
IPv4 Address or the number of the starting and ending port

Loading the Port Scanner graphical user interface (GUI)

Fig. 1. Flowchart of a modified network port scanner for Windows based
operating systems implementing a linear algorithm
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3. Results

The loaded project of modified network port scanner in the Microsoft
Visual Studio environment on fig. 2 is showed. The loaded files of the project in
fig. 3 are presented.
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Fig. 2. The loaded project of modified network port scanner in the Microsoft
Visual Studio environment
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On fig. 4 the received results from the performed network port scan of the
internal loopback address of the host are showed.
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Fig. 4. The received results from the performed network port scan of the internal
loopback address of the host

From the obtained results from fig. 4 it is found that 2 open ports are found
on the Windows 10 Pro x64 operating system on the scanning host. The
rightmost column lists all closed ports and leftmost column lists all found open
ports. The total number of the scanned ports is 1024. It should be noted that this
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network scanner only works with IPv4 addresses, and the ability to scan
domains will be added in the next scientific future research and development.
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Fig. 5. The detailed information about the results of the performed port scan for
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host with the IP address 194.141.47.8
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The obtained results from fig. 5 show that 12 open ports are found out of a
total of 1024 ports scanned. As in the previous figure above, closed ports are
colored red and in the rightmost column of the port scanner are located. The
found open port numbers are accordingly 21, 22, 25, 53, 80, 110, 443, 443, 465,
587, 993 and 995. Actually, the public IPv4 address 194.141.47.8 is the address
of the subdomains jsar.ftn.shu.bg and ftn.shu.bg and this software application
does not reveal the fully qualified domain name (FQDN) of the scanned
subdomain. The obtained detailed information about the started services and
protocols on the detected open ports is the following:

- Open port 21 - File Transfer Protocol (FTP).

- Open port 22 - The Secure Shell (SSH) Protocol.

- Open port 25 - Simple Mail Transfer Protocol (SMTP).

- Open port 53 - Domain Name Server (DNS).

- Open port 80 - World Wide Web, Hypertext Transfer Protocol (HTTP).

- Open port 110 - Post Office Protocol - Version 3.

- Open port 143 - Internet Message Access Protocol (IMAP).

- Open port 443 - World Wide Web, Hypertext Transfer Protocol Secure
(HTTPS).

- Open port 465 - URL Rendezvous Directory for Source Specific
Multicast (SSM).

- Open port 587 - Message Submission.

- Open port 993 - IMAP over Transport Layer Security (TLS) protocol

- Open port 995 - Post Office Protocol 3 (POP3) over TLS protocol.

The presented modified network port scanner for Windows based operating
systems in Bulgarian Defense Institute can be used in order to be detected open
unprotected network ports. In relation to this the chief information security
officers will be able to take timely measures to implement protective
mechanisms and policies for the protection of the information resources
containing critical and confidential information about data centers in defense
and security, jamming devices, bullets, ammunitions, projectiles, rocket motors
and ballistic materials [1,2,15,16,17,18,19,20,21,22,27,31,32].

Thanks to this information, the malicious perpetrator can use the most
correct exploit to perform unauthorized and unsanctioned access to the resources
of the victim host. At the same time, the system administrator's goal is to apply
security mechanisms to each of the found open ports.

The results of the conducted scientific research show that this modified
network port scanner for Windows based operating systems is able to find ports
with open state in a relatively short time. In this scientific research, it is shown
that the maximum number of scanned ports is configured to be up to 1024. As is
accepted in practice, the total number of ports is 65535. In the next further
scientific research a time will be added that counts the elapsed seconds of the
network port scan.
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The statistical processing between the sent network packets in bytes and the
found open ports from the scientific research visually in fig. 6 are presented.
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Fig. 6. The statistical processing of the obtained results of the conducted
scientific research

ATTENTION: The scientific experiments and research works in this paper
in a specialized computer laboratories at the Faculty of Technical Sciences of
the Konstantin Preslavsky University of Shumen are made. Everything
illustrated and explained in this paper is for research work and educational
purposes and the authors are not responsible in cases of abuse.

3. Conclusion

One of the main tasks of any ethical hacker is to perform a network scan of
the computer network in order to detect unprotected open ports. With the help of
the modified network scanner, these tasks can be completed in a relatively short
time. One of the most important advantages of the modified network scanner is
that it does not contain agents, backdoors, viruses or worms, and thus it can be
quite safely used by any ordinary user or chief information security officer. Thus
the exceptionally well-equipped laboratories at the Faculty of Technical
Sciences at the Konstantin Preslavsky University of Shumen give great
opportunities to students majoring in “"Communication and Information
Systems”, "Computer Technologies in Automated Manufacturing” and "Signal
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Security Systems and Technologies" to perform network scanning of hosts using
modified port scanner, created for the Windows based operating system. On the
other hand, it will allow students to upgrade the current network scanner with
additional new functionalities in its code.
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