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1. Introduction

After identifying the target and performing initial reconnaissance,
malicious attackers begin looking for a network entry point into the target
computer system. Attackers need to determine whether target systems are active
or inactive to reduce the time spent on network scanning. It should be noted that
network scanning itself is not the actual penetration [4,5,6,11,20,24,25,26], but
an advanced form of reconnaissance where the attacker learns more about his
target, including information about operating systems, services and any other
gaps in computer and system configuration. The information gathered from such
intelligence helps the attacking host to choose cyberattack strategies on the
target system or computer network [1,3,5,10,12,14,28,32].

The goal of network scanning is to discover exploitable communication
channels, examine as many listeners as possible, and track down those that are
responsive or useful to the hacker's particular needs. In the scanning phase of a
cyberattack, the attacker tries to find different ways to penetrate the target
system [26,27,28,29,31]. The attacker also tries to discover more information
about the target system to determine the presence of configuration gaps. The
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attacker then uses the information obtained to develop a cyberattack strategy
[1,3,7,8,9,11,27,30].

Port scanning is the process of checking services running on a target
computer by sending a series of network messages in an intrusion attempt. Port
scanning involves connecting or examining TCP and UDP ports on a target
computer system to determine if services are running or listening. The listening
state provides information about the version of the operating system and the
application currently in use. Sometimes active listening services can allow
unauthorized users to misconfigure systems or run software with vulnerabilities.

A burglar looking to break into a house looks for access points such as
doors and windows. These are usually the vulnerable points of the house as they
are easily accessible. When it comes to computer systems and networks [14,28],
ports are the doors and windows of the respective computer system
[2,4,7,13,21,22,23,24,27] that an attacker uses to gain unauthorized access. A
general rule of thumb for computer systems is that the more open ports a
computer system has, the more vulnerable it is. However, there are cases where
a system with fewer open ports may be at a much higher level of vulnerability.

In this scientific research, the main emphasis on the comprehensive
scanning for open ports in the computer systems and networks is placed.

2. Experiment

The network scanning is a process of gathering information about systems
that are active and responsive on a computer network. Host discovery is
considered the primary task in the network scanning process. In order to perform
a full scan and identify open ports and services, it is necessary to perform a
check for active computer systems. Active host detection provides an accurate
state of the systems on the network, allowing an attacker to avoid scanning
every port on every system in the IPv4 or IPv6 address space to identify whether
the target host is running [19,21,22,23,27].

The network scanning tools are used to scan and identify active hosts, open
ports, running services on the target computer network, location information,
NetBI1OS protocol information, and information about all TCP/IP and UDP open
ports on the host. The information obtained from these tools will help the ethical
hacker to create the profile of the target organization and scan the network for
open ports on the connected network devices.

Nmap is a security scanner for network exploration and hacking. Through
it, it is possible to discover hosts, ports and services in a computer network,
thereby creating a map and topology of the computer network
[3,4,6,10,11,13,22]. The scanner sends specially crafted network packets to the
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target host and then analyzes the received responses to achieve its goal. It scans
huge computer networks of hundreds of thousands of machines. Nmap includes
many mechanisms for scanning ports (TCP and UDP), detecting the operating
system version, using ping sweep, and more [8,9,10,12,14].

A network administrator or attacker can use this tool for their specific
needs. Network administrators can use Nmap to take inventory of the computer
network, manage service upgrade schedules, and monitor the uptime of a host or
service. Attackers use Nmap to extract information about live hosts on the
network, open ports, services (application name and version), type of packet
filters and firewalls, MAC details, and operating systems along with their
versions [5,7,9,11,12,13].

Hping2/Hping3 is a command-oriented network scan and packet creation
tool for the TCP/IP protocol that sends ICMP echo requests and supports TCP,
UDP, ICMP, and raw IP protocols. This tool performs network security
auditing, firewall testing, manual detection of the maximum transmitted packet
unit - MTU path, advanced tracing, remote operating system printing, remote
target uptime guessing, TCP/IP stack auditing, and other functions. It can send
custom TCP/IP packets and display targeted responses similar to a ping program
with ICMP responses. It handles fragmentation as well as arbitrary network
packet body and size and can be used to transfer encapsulated files under the
various supported protocols. It also supports scanning inactive hosts. This tool
supports IP spoofing and network scanning to perform anonymous service
probing. Hping2/Hping3 also has a Traceroute mode that allows attackers to
send files between hidden channels. It also determines whether the host is
working even when ICMP packets are being blocked. It supports a special
feature that allows it to detect open ports behind firewalls
[1,2,3,19,20,21,23,24]. Using Hping, an attacking host can examine the behavior
of an idle host and obtain information about the target, such as the services the
host offers, the ports supporting the services, and the operating system installed.
This type of network scan is a precursor to either more serious probing or
outright cyberattacks [4,6,7,10,11,26,27,28].

The experiment in a specialized computer network laboratory in the
Faculty of Technical Sciences is made. The scientific research using the
operating system Kali Linux 2022.2 amd64 is carried out in order to scan and
detect open ports on active hosts in the local and wide computer networks.
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3. Results

Host discovery techniques can be adopted to discover the active or live
hosts in the computer network. As a matter of practice, any ethical hacker
should be aware of the different types of host discovery techniques. In fig. 1 the
scan process on port 80 by sending a packet with enabled ACK flag is presented.
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Fig. 1. Obtained results after ICMP scan on Windows 10 operating system

This network scanning technique can be used to investigate the existence of
a firewall and its rule sets. The simple packet filtering allows the connection to
be established, while a sophisticated stateful firewall prevents the connection
from being established.

The network collection of initial serial number in fig. 2 is presented.
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root@peshe: ~
File Actions Edit View Help

L

192.168.80.1308 -0 -p 80

.168.80.130 hping statistic —
ransmitted, 16 packets received, 0% packet loss

Fig. 2. Results obtained from network collecting initial sequence number for
host 192.168.80.130

The firewalls and timestamps scan techniques in fig. 3 are illustrated. The
following command "hping3 -S 192.168.80.129 -p 80 --tcp-timestamp" is used.

Many firewalls drop those TCP packets that do not have the TCP timestamps
option set. This is shown in fig. 3 and fig. 4.
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root@pesho: ~
File Actions Edit View Help

o~

-5 192.168.80.130 -p 80 tcp-timestamp
HPING 192.168.80.130 (eth® 192.168.80.130): S set, 40 headers + @ data bytes
len=56 ip=192.168.80.130 ttl=64 DF id=@ sport=80 flags=SA seq=0 win=65160 rtt=7.5
TCP timestamp: tcpts=3197178689

len=56 ip=192.168.80.130 ttl=64 DF id=0 sport=88 flags=SA seg=1 win=65160 rtt=8.0
TCP timestamp: tcpts=3197179687
HZ seems hz=1000
System uptime seems: 37 days, @ hours, 6 minutes, 19 seconds

len=56 ip=192.168.80.130 ttl=64 DF id=0 sport=80 flags=SA seq=2 win=65160 rtt=3.9
TCP timestamp: tcpts=3197180687
HZ seems hz=1000
System uptime seems: 37 days, @ hours, & minutes, 2@ seconds

len=56 ip=192.168.80.130 ttl=64 DF id=@ sport=80 flags=SA seq=3 win=65160 rtt=4.0
TCP timestamp: tcpts=3197181689
HZ seems hz=1000
System uptime seems: 37 days, @ hours, 6 minutes, 21 seconds
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— 192.168.80@.130 hping statistic —

4 packets transmitted, & packets received, 0% packet loss
round-trip min/avg/max = 3.9/5.8/8.8 ms

~

Fig. 3. Obtained scan results bypassing firewalls and obtaining timestamps for
the host with IPv4 address — 192.168.80.130
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File Actions Edit View Help
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-5 192.168.80.129 80 tcp-timest ¥
HPING 192.168.80.129 (eth® 192.168.80.129): S set, 4@ headers + @ data bytes
len=46 ip=192.168.80.129 tt1=128 DF id=68397 sport=8@ flags=RA segq=0 win=0 rtt=3.6 ms
len=46 ip=192.168.80.129 tt1=128 DF id=6@398 sport=8@ flags=RA seg=1 win=0 rtt=11.8 ms
len=46 ip=192.168.80.129 ttl=128 DF 1d=68399 sport=8@ flags=RA seg=2 win=0 rtt=4.0 ms
len=46 ip=192.168.80.129 ttl=128 DF id=-68480 sport=88 flags=RA seg=3 win=0 rtt=4.@ ms
len=46 ip=192.168.80.129 ttl=128 DF id=68481 sport=88 flags=RA seq=4 win=0 rtt=3.9 ms
~C
— 192.168.80.129 hping statistic —
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 3.6/5.4/11.8 ms

o~

-5 192.168.80.129 -p 139 C 1
HPING 192.168.80@.129 (eth® 192.168.80.129): S set, 4@ headers + @ data bytes
len=46 ip=192.168.80.129 ttl=128 DF id=68482 sport=139 flags=SA seq=0 win=8192 rtt=11.8 ms
len=46 ip=192.168.80.129 tt1=128 DF id=60403 sport=139 flags=SA seq=1 win=8192 rtt=7.8 ms
len=46 ip=192.168.80.129 tt1=128 DF id=60404 sport=139 flags=SA seq=2 win=8192 rtt=11.8 ms
len=46 ip=192.168.80.129 tt1l=128 DF id=604@5 sport=139 flags=SA seqg=3 win=8192 rtt=7.8 ms
“C
— 192.168.80.129 hping statistic —
4 packets transmitted, 4 packets received, 8% packet loss
round-trip min/avg/max = 7.8/9.8/11.8 ms

~

Fig. 4. Obtained scan results bypassing firewalls and obtaining timestamps for
the host with IPv4 address — 192.168.80.129
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. 5 the scanning of the entire subnet for live hosts is

© root@pesho: ~
File Actions Edit View Help

1 192.168.80.x X t -I ethe
HPING 192.168.80.x (eth® 192.168.80.x): icmp mode set, 28 headers + @ data bytes
1: len=46 ip=192.168.80.130 ttl=64 id=10206 icmp_seq=48 rtt=5.0 ms
len=46 ip=192.168.80.129 ttl=128 id=63424 icmp_seq=49 rtt=2.6 ms
len=46 ip=192.168.80.129 ttl=128 id=63425 icmp_seq=58 rtt=4.8 ms
2€e
— 192.168.80.x hping statistic —
73 packets transmitted, 3 packets received, 96% packet loss
round-trip min/avg/max = 2.6/4.1/5.0 ms

Fig. 5. Scanning the entire subnet for live hosts - 192.168.80.0/24

Scanning with enabled SYN flag 133-140 in fig. 6 is shown.

B root@pesho: ~
File Actions Edit View Help

192.168.80.129
Starting Nmap 7.92 ( https://nmap.org ) at 2022-07-08 02:08 EEST
Nmap scan report for 192.168.80.129
Host is up (0.0031s latency).
Not shown: 996 closed tcp ports (reset)
PORT STATE SERVICE
135/tcp open msrpc
139/tcp open netbios-ssn
445/tcp open microsoft-ds
5357/tcp open wsdapi
MAC Address: 00:0C:29:36:32:A8 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 2.59 seconds

133-140 192.168.80.129

using eth@, addr: 192.168.80.128, MTU: 1500
Scanning 192.168.80.129 (192.168.80.129), port 133-140
8 ports to scan, use -V to see all the replies
- + + +—3 + + +
Iport| serv name | flags |ttll id | win | len |
+ + + +—4 +
133 : ..R.A... 128 49395
134 : ..R.A... 128 49651

135 epmap : .S..A... 128 49907

136 : ..R.A... 128 50163

137 netbios-ns : ..R.A... 128 50419

138 netbios-dgm: ..R.A... 128 50675

139 netbios-ssn: .S..A... 128 50931

140 fSeRAACIS A28 51387
All replies received. Done.
Not responding ports:

|
Fig. 6. Obtained results after scanning with enabled SYN flag on ports 133-140
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Both the SYN and the ACK packet can be used to increase the chances of
bypassing the implemented firewall. However, firewalls are mostly configured
to block ping SYN packets as they are the most common ping technique. In such
cases, the ACK probe can effectively be used to easily bypass these firewall rule
sets. In fig. 7 and fig. 8 the obtained results of the TCP ACK ping scan with a
detailed illustration of the communication processes of sending and receiving
requests is presented.

: reot@pesho: ~

File Actions Edit View Help

A 192.168.80
Starting qup 7.92 { hTTp:
Ianqulng AFP Pi

RCVD ( 5?f| ARP reply 19 3
Completed ARP Ping Scan at 3 elapsed (1 total hosts)
CK INFO [0.1310s] nsock_iod n nsock_iod new (I0D #1)
S0CK Bs] nsock_connect_udp(): UDP connection requested to 192.168.80.2:53 (
10D #1) EID 8
NSOCK INFO [0.1320s] nsock_read(): Read reguest from IOD #1 [192.168.80.2:53] (timeout:
-1ms) EID 18
Initiating P: DNS resolution of 1 host. 3
1 nsock_write(): Write request for 45 bytes to I0D #1 EID 27 [192.16

] nsock_trace_handler callback(): Callback: CONNECT SUCCESS for EID
] nsock_trace_handler_callback(): Callback: WRITE SUCCESS for EID 27

: Callback: READ SUCCESS for EID 18
......... i.in addr

53] (timeout:

S0 lete(): nevent_de on event #34 (type READ)
.amp]aTad Pq:q]]a] DNﬁ res 1u ion of 1 host. a 3, 0.015 elapsed
Nmap scan xﬁpoxr for 192. 0
Host is up, rece
MAC Address
Read data fi gs f
Nmap done: 1 IP address ll I‘|DJT I.Jp'
Raw packets sent: 1 (288B) | Eiud 1 r

Fig. 7. Received TCP SYN Ping scan results for host with IPv4 address -
192.168.80.130
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root@pesho: ~

File Actions Edit View Help

~

A 192.168.80.129 —ver Ieast acket-trac

Starting Nmap 7.92 ( https://nmap.org ) at 2022-07-09 02:24 EEST

Initiating ARP Ping Scan at 02:24

Scanning 192.168.80.129 [1 port]

SENT (0.0812s) ARP who-has 192.168.80.129 tell 192.168.80.128

RCVD (0.0816s) ARP reply 192.168.80.129 is-at 00:0C:29:36:32:A8

Completed ARP Ping Scan at 02:24, 0.04s elapsed (1 total hosts)

NSOCK INFO [0.1170s] nsock_iod_new2(): nsock_iod_new (IOD #1)

NSOCK INFO [0.1170s] nsock_connect_udp(): UDP connection requested to 192.168.80.2:53 (IOD #1) EID

8
NSOCK INFO [0.1170s] nsock_read(): Read request from IOD #1 [192.168.80.2:53] (timeout: -1ms) EID
18

Initiating Parallel DNS resolution of 1 host. at 02:24
NSOCK INFO [0.1170s] nsock_write(): Write request for 45 bytes to IOD #1 EID 27 [192.168.80.2:53]
NSOCK INFO [0.1170s] nsock_trace_handler_callback(): Callback: CONNECT SUCCESS for EID 8 [192.168.
80.2:53]
NSOCK INFO [0.1170s] nsock_trace_handler_callback(): Callback: WRITE SUCCESS for EID 27 [192.168.8
0.2:53]
NSOCK INFO [0.1300s] nsock_trace_handler_callback(): Callback: READ SUCCESS for EID 18 [192.168.80
23] (khibytes): e 129.80.168.192.1in-addr.arpa
NSOCK INFO [0.1300s] nsock_read(): Read request from IOD #1 [192.168.80.2:53] (timeout: -1ms) EID
34
NSOCK INFO [0.1300s] nsock_iod_delete(): nsock_iod_delete (IOD #1)
NSOCK INFO [0.1300s] nevent_delete(): nevent_delete on event #34 (type READ)
Completed Parallel DNS resolution of 1 host. at 02:24, 0.01s elapsed
Nmap scan report for 192.168.80.129
Host is up, received arp-response (0.00039s latency).
MAC Address: 00:0C:29:36:32:A8 (VMware)
Read data files from: /usr/bin/../share/nmap
Nmap done: 1 IP address (1 host up) scanned in 0.17 seconds

Raw packets sent: 1 (28B) | Rcvd: 1 (288B)

Fig. 8. Received TCP SYN Ping scan results for host with IPv4 address -
192.168.80.129

The presented network scan techniques in Bulgarian Defense Institute can
be used in order to be detected open unprotected network ports. In relation to
this the chief information security officers will be able to take timely measures
to implement protective mechanisms and policies for the protection of the
information resources containing critical and confidential information about data
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centers in defense and security, jamming devices, bullets, ammunitions,
projectiles, rocket motors and ballistic materials [2,14,15,16,17,18,21,22,23,31].

Thanks to this information, the malicious hackers can use the most correct
exploit to perform unauthorized and unsanctioned access to the information
resources of the victim host. At the same time, the chief information security
officers must quickly apply security mechanisms and policies to each of the
found open ports.

The results of the conducted scientific research present that these network
scan techniques are able to find ports with open, closed or filtered state in a
relatively short time with detailed obtained information for the scanned host.

The statistical processing between the network packets and bytes from the
conducted scientific research visually in fig. 9 is presented.

S
3500 3254, . 3
211321, 50132993208 3767 2
4a21531253211310932203301329‘332953297324;_*___*———*——
324532413255 3541 3257 17915274 3308
32143221 3274 3274 3278 3285 3786 s308

:

1500
E Packets
H Bytes

Network packets

Seconds

Fig. 9. The statistical processing of the obtained results of the conducted
scientific research

ATTENTION: The scientific experiments and research works in this paper
in a specialized computer laboratories at the Faculty of Technical Sciences of
the Konstantin Preslavsky University of Shumen are made. Everything
illustrated and explained in this paper is for research work and educational
purposes and the authors are not responsible in cases of abuse.

3. Conclusion
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Cyber threat intelligence is the collection and analysis of threat and
adversary information and the production of models that enable informed
decisions to be made about preparedness, prevention, and response to the
various types of modern cyberattacks. It is the process of recognizing or
detecting any unknown threats that an organization may face so that the
necessary protective mechanisms can be implemented to avoid such
occurrences. This term includes collecting, researching and analyzing trends and
technical developments in the field of cyber threats, including cybercrime,
hacktivism and espionage.

Any knowledge of threats that leads to planning and decision-making by
the organization to address them is part of threat intelligence. The main purpose
of cyber threat intelligence is to make an organization aware of existing or
emerging threats and to prepare it to develop a proactive pre-exploitation
cybersecurity posture. This process of converting unknown threats into
potentially known ones helps to predict cyberattack before it happens and
ultimately leads to a better and more secure computer system. Threat
intelligence is useful for achieving secure data sharing and global transactions
between organizations. Thus the exceptionally well-equipped laboratories at the
Faculty of Technical Sciences at the Konstantin Preslavsky University of
Shumen give great opportunities to students majoring in "Communication and
Information Systems”, "Computer Technologies in Automated Manufacturing"
and "Signal Security Systems and Technologies" to use various types of network
scan techniques in order to find which ports are in open, closed and filtered
network state.
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