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ABSTRACT: In this scientific paper concealing text and executable files in JPG format 

files with a steganographic command-line tool in the Kali Linux operating system is 

presented. Among the myriad of steganographic tools, Steghide has gained prominence for its 

robust features and ease of use. Primarily focused on embedding and extracting secret 

messages within image files, the software tool Steghide enables users to encode text data 

within JPEG and BMP image formats while maintaining data integrity and minimizing visual 

alterations. This paper provides an in-depth examination of Steghide’s functionality, 

workflow, and security considerations in the context of digital steganography. It is also 

discussed the algorithms underpinning Steghide’s operations, its strengths, limitations and 

common use cases. 
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1. Introduction

Unlike cryptography, which obfuscates the content of a message, 

steganography aims to hide the very existence of the message within a non-

suspicious file. With the expansion of digital communication, steganography has 

adapted to encode data within various digital mediums, including images, audio, 

and video files. Images, in particular, provide a versatile and visually 

inconspicuous carrier for hidden messages, given their large amounts of 

redundant data [1,4,5,6,8,15,19,25,35,39]. 

Steghide is an open-source tool [4,24,27,32,33,38] that facilitates 

embedding, extracting, and manipulating hidden messages within images and 

audio files. It was developed to provide users with a simple yet powerful 

interface for encoding text or binary data into digital media without introducing 

noticeable alterations. Steghide uses strong encryption algorithms to ensure that 
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the embedded data remains secure, even if detected. Its capability to work with 

various image formats, including BMP and JPEG, further enhances its utility in 

steganographic applications [1,2,4,10,12,13,24,27,32,33,38,41]. 

The software program Steghide employs the Least Significant Bit (LSB) 

[4,24,27,32,33,38] method, implementing techniques in image-based 

steganography. In the LSB method, Steghide modifies the least significant bits 

of pixels to encode secret data. Altering these bits has a minimal effect on the 

overall appearance of the image, making it difficult to visually detect the hidden 

message [35,36,37,38]. 

Steghide takes the following steps in the embedding process [40,41,42]: 

1. Steghide processes the cover image to analyze its bit distribution and

calculates the potential capacity available for embedding data.

2. Before embedding, the secret message is encrypted using a secure

encryption algorithm (usually AES-128 or 256-bit) to protect the contents

of the hidden message, even if detected.

3. The encrypted data is then embedded in the LSBs of the cover image.

Since only the least significant bits are altered, visual distortions are

minimized, preserving the image's integrity.

4. Steghide incorporates error-detection codes within the embedding process

to ensure data integrity during extraction.

Steghide represents a significant tool in the field of digital steganography. 

Its flexibility in data hiding and extracting, along with its encryption 

capabilities, makes it a valuable asset in maintaining privacy and secure 

communication in the digital age. In this regards, the software tool Steghide has 

a wide range of applications in fields where data confidentiality and covert 

communication are essential [2,3,4,9,10,11,12,34,35,36,38,42,43]. 

The conducted experiments in this scientific paper that aim to embed, 

capture, crack and decode important and confidential information without the 

host's permission is considered as a crime and, if proven, is punishable to the 

full extent of the law of the respective country [5,6]. Everything illustrated and 

explained in this scientific paper is for research work and educational purposes 

and the author is not responsible in cases of abuse. 

2. Related work

These scientific works [1,2,4,5,6,10,11,12,19,20,25,32,33] collectively 

explore various aspects of steganography and steganalysis, including methods 

for enhancing the security of tools like Steghide, detecting hidden data with 

Stegcracker, and examining the strengths and limitations of LSB techniques in 

image-based data hiding. Each study contributes to a deeper understanding of 

both embedding and detection strategies in the field of steganography 

[1,10,16,23,27,29,35,36,37,38,40,41,42]. 
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These references [4,5,6,7,8,9,13,15,21,24,26,28,39,43] an extensive 

perspective on steganography, steganalysis, and data hiding techniques and 

cover foundational theories, practical applications, and detection methodologies 

essential for understanding and analyzing the effectiveness of Steghide and 

similar tools. 

The concealing text and executable files is also used in application of 

electronic platforms [30], various types of instrumental equipment for 

cyberattack prevention [23], specific models for accessing information resources 

in a secure environment and other technologies [22], net model of command and 

control system [17], building data center system for defense and security [16], 

designing and implementation of software-defined systems [18], information 

exchange management in multimodule multi-position security systems [14], 

applications of Artificial Intelligence in e-Learning [31], information systems 

for crisis prevention [34] and designing of stream ciphers based on random 

feedback shift registers [3]. 

3. Experiment

The scientific experiments in this paper in a specialized computer network 

laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky 

University of Shumen are made [5,6]. 

The used operating system is Kali Linux (Linux pesho 6.0.0-kali6-amd64 

#1 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kali1 x86_64 GNU/Linux). 

Steghide is available on major platforms, including Linux, Windows, and 

macOS [5,6]. 

The installation typically requires the following commands for Linux-based 

systems: „which steghide“ and „sudo apt-get install steghide“. This is shown in 

fig. 1. 

The next task a text file is to be created that contains the following text: 

“Warning! This is a test file!” and an executable file that sends ping requests to 

the journal’s site - jsar.ftn.shu.bg. 

Fig. 2 illustrates the creation of text and executable files. Practically 

Steghide is designed to work with four primary file formats: WAV, AU, BMP 

and JPEG files. In this connection, two image files (1.jpg and 2.jpg) for the 

scientific research are used. 

The software tool Steghide is designed to work with two primary image 

formats [1,2,10,11,14,15,32,33,40,41,42,43]: 

• Bitmap (BMP): This format supports uncompressed image data, which

allows for more flexibility in embedding messages without significantly

impacting file size [4,24,27,32,33,38,40,41].

• JPEG: This compressed format is commonly used for photographs.

While challenging for traditional LSB substitution, Steghide uses
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advanced embedding techniques to maintain quality and reduce file size 

changes [1,4,20,21,24,27,32,33,38,42,43]. 

Fig. 1. The process of installation of Steghide 

Fig. 2. The creation of text and executable files 
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The process of embedding a message using Steghide involves selecting a 

cover image and a secret message file. The syntax of the first command for 

embedding a message is as follows: “steghide embed -cf 1.jpg -ef test_file.txt”. 

The name of the text file is “test_file.txt” and the name of the executable file is 

“ping_script.sh”. The syntax of the second command for embedding a message 

is as follows: “steghide embed -cf 2.jpg -ef ping_script.sh”. The software 

program Steghide [1,4,20,21,24,27,32,33,38,42,43].sets passphrase that will be 

required for extracting the hidden message. All these steps for embedding a 

message in fig. 3 are shown. The command “ls -l” (fig. 3) lists detailed long 

information for all files used the scientific work. 

Fig. 3. The process of embedding a message in text file 

The two image files used for the scientific experiments in Fig. 4 and 5 are 

presented. 
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Fig. 4. The first image file (1.jpg) 

Fig. 5. The second image file (2.jpg) 

For clarity, both image files 1.jpg and 2.jpg to another directory 

(~/Desktop/hidden files) have been copied. The extracting of the hidden files 
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from both image files (1.jpg and 2.jpg) requires the following two commands to 

be written in the terminal: “steghide extract -sf 1.jpg” and “steghide extract -sf 

2.jpg” (shown in fig. 6).

Fig. 6. Extracting the hidden files from both image files (1.jpg and 2.jpg) 

The used encryption mechanism of the program Steghide is integral to its 

security model. By using AES encryption, Steghide ensures that even if 

someone suspects the presence of a hidden message, deciphering it without the 

correct password is practically infeasible. However, the users of the software 

program Steghide should always use complex, unique passwords to prevent 

brute-force attacks [1,4,5,8,9,24,27,28,29,32,33,38]. 

Data integrity is maintained using built-in error-detection codes, which 

allow Steghide to verify the accuracy of the extracted user data. This feature is 

especially beneficial when embedding messages in compressed formats like 

JPEG, where slight distortions can occur [1,3,4,10,20,21,23,24,31,32,34,35]. 
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Steghide's primary steganographic defense is its use of LSB substitution, 

which produces minimal visual changes in the cover image. However, 

specialized steganalysis tools, especially those examining statistical anomalies 

in LSB patterns, may potentially detect hidden messages [4,24,27,32,33,38]. 

Therefore, combining steganography with strong encryption enhances message 

security, making it difficult for an adversary to interpret the data even if detected 

[4,5,6,7,23,26,27,29,31,42]. 

 

4. Results 

Fig. 7 illustrates the copied files in the directory (~/Desktop/hidden files) 

and the opening the extracted text file (test_file.txt) and the execution of the 

script (ping_script.sh). This is shown in fig.7. 

 

 
Fig. 7. listing the directory (~/Desktop/hidden files) and executing the both 

extracted files 
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Fig. 8 shows basic information about the two image files - 1.jpg and 

2.jpg. In case the user wants to get more information about the image file, then 

he will have to enter the passphrase. When a correct password is entered, the 

name and extension of the hidden file, its size, encryption method and 

compression will be displayed (1.jpg). If the user does not know the password 

for extraction, then no information about the hidden file can be obtained (2.jpg). 

This is shown in fig. 8. 

 

 
Fig. 8. File’s information with the command “steghide info” 

 

There is a software program that can crack the passphrase (password). Its 

name is Stegcracker and it is a command line tool. The installation typically 

requires the following commands for Linux-based systems: „which stegcracker“ 
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and „sudo pip3 install stegcracker“. This is shown in fig. 9. The installed version 

of the program is 2.1.0. Before running the application, it is necessary to create a 

password file. Through this file, the application will try to reveal the password 

of the image file. The other option is to be used ready-made wordlists. On the 

Kali Linux operating system, they are located in the directory 

/usr/share/wordlists [1,4,5,6,20,21,24,27,32,33,38,42,43]. For the purposes of 

this scientific research, a text file consisting of several passwords is created. The 

syntax of the used command is: “sudo stegckracker 1.jpg paroli.txt” and “sudo 

stegckracker 2.jpg paroli.txt”. This is presented in fig. 10 and 11. As can be seen 

from the achieved results, the application successfully managed to reveal the 

password for the both image file 1.jpg and 2.jpg with a total of 19 attempts. The 

first cracked image file “1.jpg” to “1.jpg.out” is written. The second cracked 

image file “2.jpg” to “2.jpg.out” is also written. After that the user can see the 

content of the both cracked image files with command “cat”. This is shown in 

fig. 12. 

 

 
Fig. 9. The installation of the tool “Stegcracker” 
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Fig. 10. The executed command stegckacker 1.jpg parole.txt 

 

 
Fig. 11. The executed command stegckacker 2.jpg parole.txt 
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Fig. 12. The content of the both cracked image files - “1.jpg.out” and “2.jpg.out” 

 

As a result of the scientific research done, the following advantages can be 

deduced [4,24,27,32,33,35,36,38,40,42]: 

• The software tool Steghide is straightforward to use, with command-line 

options that allow for quick embedding and extraction. 

• Strong encryption ensures that even if an adversary suspects the presence 

of hidden data, decrypting it is difficult without the password. 

• The use of LSB substitution minimizes visible distortions, preserving the 

original appearance of the cover image. 

As a result of the scientific research done, the following limitations can be 

deduced [1,2,8,9,11,12,13,39,43]: 

• The tool Steghide is primarily restricted to BMP and JPEG formats, 

limiting its flexibility in some contexts. 

• While Steghide is effective against casual inspection, sophisticated 

steganalysis tools can potentially detect the presence of hidden data. 

• Steghide can only embed a limited amount of data, dependent on the size 

of the cover image. 

 

5. Conclusion 

Steghide [1,4,20,21,24,27,32,33,38,42,43] remains a valuable tool in digital 

steganography, especially for users seeking a combination of simplicity, 

encryption, and visual integrity. By coupling traditional steganographic 
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techniques with strong encryption, Steghide demonstrates that simple tools can 

offer substantial security in the field of information hiding. Steghide represents a 

significant tool in the field of digital steganography. Its flexibility in data hiding 

and extracting, along with its encryption capabilities, makes it a valuable asset in 

maintaining privacy and secure communication in the digital age. 

Enhancing Steghide [4,11,29] to support additional file formats, improve 

embedding capacity, and incorporate advanced resistance against modern 

steganalysis techniques are potential areas of development. Future work could 

also explore integration with artificial intelligence for adaptive data embedding 

that dynamically adjusts to counteract potential detection methods. In this regard 

the exceptionally well-equipped laboratories at the Faculty of Technical 

Sciences at the Konstantin Preslavsky University of Shumen [5,6] give great 

opportunities to students majoring in "Communication and Information 

Systems", "Computer Technologies in Automated Manufacturing" and "Signal 

Security Systems and Technologies" to gain extensive theoretical and practical 

experience in field of the digital steganography and steganalysis [5,6]. 
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