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ABSTRACT: This paper presents an in-depth analysis of symmetric key cryptographic
algorithms, focusing on RC2 and Triple DES (ECB) as implemented in CrypTool. It is widely
used educational software that demonstrates various cryptographic algorithms and methods.
This paper aims to provide a foundational understanding of CrypTool, explain the
functionalities of RC2 and Triple DES in Electronic Codebook (ECB) mode and evaluate
their performance and security.
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1. Introduction

The Symmetric encryption algorithms, which use a single shared key for
both encryption and decryption, are integral to secure data transfer. RC2 and
Triple DES [3,21,24,26,31] are widely used symmetric key algorithms, each
with unique properties, use cases, and vulnerabilities.

The primary aim of this scientific paper is to analyze and compare the RC2
and Triple DES (ECB) algorithms using CrypTool, an open-source educational
tool [1,6,7,9,11,15,18,19,20,22] for cryptographic analysis. This paper aims to
provide insights into their operational principles, security features, and practical
applications, as well as to explore their effectiveness within the CrypTool
software environment [1,3,4,9,11,15,19,20,25,39].

CrypTool is a free of charge software environment that serves as an
educational platform for cryptography [23,24,26,27,32,33,36,43,44]. It offers
various modules for classical and modern cryptography, allowing users to
experiment with encryption, decryption, key management, and several
cryptographic cyber-attacks. It supports several cryptographic algorithms,
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including both symmetric and asymmetric key algorithms [21,24,26,30,33,
35,42].

The RC2 algorithm operates on 64-bit data blocks with a variable key size
ranging from 8 to 128 bits, typically using a 64-bit key in practical applications.

In CrypTool, the RC2 algorithm can be executed with various key sizes,
providing flexibility in terms of encryption strength. The software allows users
to input a plaintext, select a key size, and visualize the plaintext transformed into
ciphertext via a series of encryption rounds [5,6,7,8,9,22,23,37,38,39,43].

Typically, 3DES uses either two or three unique 56-bit keys (resulting in a
112-bit or 168-bit [3,21,24,26,31] effective key length, respectively). In the
Electronic Codebook (ECB) mode, each 64-bit data block is encrypted
independently. While this approach allows parallel processing and is simple to
implement, it has limitations and issues with the same plaintext blocks that will
produce same ciphertext blocks [1,2,3,4,5,6,27,30,31,32,33,34,35,36].

In CrypTool, 3DES (ECB) [3,21,24,26,31] mode can be applied to
plaintext data, with users specifying the number of keys (2 or 3) and observing
the block-by-block encryption process.

The program CrypTool [23,24,26,27,32,33,36,43,44] also visualizes the
differences between ECB mode and other block cipher modes, such as CBC
(Cipher Block Chaining), highlighting ECB’s susceptibility to certain types of
cyber-attacks [4,5,6,7,35,38].

The conducted experiments in this scientific paper that aim to encrypt and
decrypt important and confidential information without the host's permission is
considered as a crime and, if proven, is punishable to the full extent of the law of
the respective country [4,5,11,12,21,23,24,34,42]. Everything illustrated and
explained in this scientific paper is for research work and educational purposes
and the author is not responsible in cases of abuse.

2. Related work

These scientific works [1,3,4,5,6,8,15,20,30,33,35,36,42,43] collectively
explore various aspects of implementation symmetric cryptographic
[7,9,11,18,19,21,22,23,24,38] algorithms RC2 and Triple DES for encrypt and
decrypt concealed plaintext [25,26,27,31,32,35,37,39,44].

The Information encryption is also used in application of electronic
platforms [28], various types of instrumental equipment for cyberattack
prevention [17], specific models for accessing information resources in a secure
environment and other technologies [16], net model of command and control
system [13], building data center system for defense and security [12], designing
and implementation of software-defined systems [14], information exchange
management in multimodule multi-position security systems [10], applications
of Artificial Intelligence in e-Learning [29], information systems for crisis
prevention [34], performance analysis of a mobile computer equipped with solid
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state disk [41], modeling and calculation of passive audio crossovers [40] and
designing of stream ciphers based on random feedback shift registers [2].

3. Experiment

CrypTool [1,6,7,9,11,15,18,19,20,22] is ideal for simulating cryptographic
techniques and evaluating algorithmic strengths and weaknesses. In this
scientific study, it is used the software program CrypTool version 1.4.40 in
order to implement RC2 and Triple DES in ECB mode, observing their
encryption-decryption  processes and evaluating their  performance
[33,34,36,42,43,44].

RC2 was widely adopted in early internet communications, particularly in
Microsoft applications and email encryption protocols. However, its usage has
declined due to advances in cryptanalysis and the development of stronger
encryption algorithms [1,3,9,23,24,25,31,30,37,44].

Triple DES [3,21,24,26,31] was widely used in financial and government
institutions, particularly for legacy systems. However, due to its slower
performance and security limitations, it is gradually being replaced by more
secure algorithms such as AES [1,3,11,25,31,30,34,35,37,38,43].

The scientific experiments in this paper in a specialized computer network
laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky
University of Shumen are made. The used operating system is Windows 10 Pro
x64 version 22H2, OS build: 19045.4355 [4,5].

When the program starts, the following dialog box appears shown in fig. 1.

[ CrypTocl 1440 |Howto Start x|k O
File

Edit View E

Window Help

Do Pl to/ b bl [ Don't show this dislog again

Fig. 1. The started program CrypTool
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The next task a text file is to be created. It contains the following text:
“This is the first test made by Petar Boyanov!!!” (shown in fig. 2). Scientific
research will begin with the implementation of the symmetric key cryptographic
algorithms RC2.

The next step involves encrypting the plaintext with RC2 algorithm. This is
shown in fig. 3. Then, the length of the key is chosen to be 8 bits with key -
“AF” and the button “Encrypt” is selected. This is presented in fig. 4. After that,
the encryption process is instantaneous and the encrypted message in Fig. 5 is
shown.

Finally, the encrypted plaintext with name “encrypted text 17 and file
extension ‘“.hex” is saved. The software editor Notepad++ for opening the
encrypted file is used. All these steps in fig. 6 are illustrated.

CrypTool 1440 - Unnamed! - 0 X
File Edit View Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis Options Window  Help

WHhE EREEEERT

This i the first test made by Petar Boaynovill

Press 1 to obtain help. LT C48 P8 T [y

Fig. 2. The created plaintext for encryption
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CrypTool 1.4.40 - Unnamed1

File Edit View] Encrypt/Decrypt | Digital Signatures/PKl  Indiv. Procedures  Analysis  Options Window  Help

Asymmetric
Hybrid
This is the first test made by Petar Boaynov! DES (ECE)...
DES (CBC)...
Triple DES (ECE)...
Triple DES (CBC)...
AES (CBC)... Shift + Strg + R

Further Algorithms H

AES (self extracting)...

Encryption / decryption with RC2 |L:1 C:48 pan

Fig. 3. Choosing a symmetric encryption algorithm

CrypTool 1.4.40 - Unnamed
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis  Options Window Help

D|[ef @S] $[2[2] £[=] 2|82

[T oLl
o

This is the first test pr=-t=tePmimmb
Key Entry: RC2

Enter the key yzing hexadecimal characters (0.9 A, F).

Key lengt IS it j

=

Encrypt Decrypt

Press F1 to obtain help. |I.:‘I C:48 P:43

Fig. 4. The plaintext encryption’s settings
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CrypTool 1.4.40 - RC2 encryption of <Unnamed1>, key <AF=> - O *
File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis  Options  Window Help

D& ||| =] %[\ Hm 2w

E% Unnamed

fa
goooooooo @2 7D D2 DC 1D BE B2 FO 07 08 91 AC CB 9B 48 3C
gooooolo  FB A4 54 51 83 1D 73 90 E1 OE AL 65 CD DE B7 32

goooooz2o  E0 A2 CC AF 26 33 78 0D AC FC C3 B3 CF B4 D7 Fa
oooooo3a

Press F1 to obtain help. L1 1P OVR NUM Y
Fig. 5. The encrypted text with RC2 algorithm
I@’ Ch\Users\pesho\Desktop\encrypted_text_1.hex - Notepad++ I — O x
File Edit 5Search View Enceding Language Settings Toeols Macre Run Plugins  Window 7 + w
cEHHEEGE| sHhl e Ry x| EE 1~ EDEERe|®= &
==l encrypted_text_1.hex Ed
1 [+ OUES = 5 AT £ »H< { =T B AM¥=IF -24¢1 c3x ~
z R g
v
li length : 48 lines: 2 Ln:1 Col:1 Pos:1 Macintosh (CR) ANSI NS

Fig. 6. The opened encrypted plaintext with Notepad++

The second plaintext contains the following:

“This is the second test made by Petar Boyanov!!!

Date: 21 10 2024

Location: Konstantin Preslavsky University of Shumen”.
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The steps for plaintext encryption with Triple DES (ECB) [3,21,24,26,31]
are repeated with those shown earlier in this paper. The first difference with this
encryption algorithm is that the key length is 128 bits. The second difference is
that the key length consists of the following 64 bits combination: “AF AF AF
AF AF AF AF AF AF AF AF AF AF AF AF FF”. This is shown in fig. 7.

a0l 1.4.40 - cry5.org — O
View Encrypt/Decrypt Digital Signatures/PKI  Indiv. Procedures  Analysis  Options  Window Help

flE $|Ele & 28]

5.org

5 the second test made by Petar Boaynowlll
21_10_2024
ion: Konstantin A

Key Entry: Triple DES (ECB) >

E rter the key uzing hexadecimal characters 0.9, A _F].

Kep length: | 128 bits [effectively 112 bits] |

| AFAFAFAFAFAFAFAFAFAFAFAFAFAFRFFFIIE]

Encrmypt Decrypt | Cancel |

Fig. 7. The encryption’s setting for Triple DES (ECB)

The encrypted plaintext with name “encrypted text 2” and file extension
“hex” is saved. The software editor Notepad++ for opening the encrypted file is
used. All these steps in fig. 8 are illustrated.

CrypTool 1.4.40 - encrypted_text_2.hex — O x
File Edit Xiew Encrypt/Decrypt Digital Signatures/PKl  Indiv. Procedures  Analysis  Options Window Help

O||af |63 %|22|@| &7 2|82

aoooooon DE Al 04
aoooooln DF 38 D7
aooooozo 2C 66 22

aooooos3n 01 2B 87

noooooo4o 21 BLS EB

aooonosn 34 15 59

aooonoen 1D BD &7 AD BS EB
aooooozo CE

Press F1 to obtain help. [L1 1 e [ovR [ [num [
Fig. 8. The encrypted text with Triple DES algorithm
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4. Results
Decryption of the first “.hex” file is done by selecting the RC2 algorithm
and entering the key "AF". This is shown in fig. 9.

CrypToal 1.4.40 - RC2 decryption of <encrypted text_ .hexs, key <AF» - 0 X

File Edit View Encrypt/Decrypt Digital Signatures/BKl  Indiv. Procedures  Analysis  Options  Window  Help

s ER R R

ETl encrypted_text_1.hex

oooooooo 22 70 D2 DC 1D BE B2 FO 07 08 31 &4C CB 9B 48 3C "}

00000010 7B A4 545183 1D 73 90E1 (E &5 5 CDDEE? 32 {.T0..s... e . .2
ooooo20 B0 A2 CCAF 26 33 78 (D ACFCCIBa CF B4 D7 P& ... &z
00000030

This is the first test made by Petar Boaynowl!

Press F to obtan help. L1 Gl O [y

Fig. 9. Decryption of the first file “encrypted_text_1.hex”

Decryption of the second “.hex” file is done by selecting the Triple DES
(ECB) algorithm and entering the key "AF AF AF AF AF AF AF AF AF AF AF
AF AF AF AF FF". This is shown in fig. 10.
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CrypTool 1,440 - Triple DES (ECB) decryption of <encrypted_text_Lhex>, key <AF AF AF AF AF AF AFAFAFAFAF.. — a X

File Edit View Encrypt/Decrypt Digital Signatures/PKl Indiv. Procedures  Analysis  Options Window Help

D& ||| %|2(e| ST 2w

ETI encrypted_text_2.hex

ngooooog 25 DE
nooooola 0D D9
nooooozo 14 40
pooonozo AC 13
nooooo4n 66 G6
nooooasa 02 EC
nooonoed Fa
nooonovo E9

Date: 21_10_2024
Location: Konstantin Preslavsky University of Shumen

Press F1 to obtain help. |3 ©s3 pan

Fig. 10. Decryption of the second file “encrypted_text_2.hex”

CrypTool 14,40 - Triple DES (ECB) decryption of <encrypted_text_2.hex key <AF AF AF AF AF AF AF AF AF AF AF AF AF AF AF FF> - O x
File Edit View Encrypt/Decrypt Digital Signatures/PKI Indiv. Procedures  Analysic  Options  Window Help

D|@|of QS| &|2|0 & 2N

'ETI' encrypted_text_2.hex

nooooonn 25 DE 28 EB A48 0B 05 DB A1 04 D7 FO 74 Do A7 EF
nooooolo 0D D9 75 AB 51 FS CA DF 33 D7 B3 02 D2 96 E6 99

ooooooz2o0 14 40 F2 87 7A Ch 98 2C 66 C2 03 12 29 EZ FC 8D
000030 AC 13 Fe 39 11 99 14 01 98 87 BE N9 CN GF 84 N7

01 3 Triple DES (ECB) decryption of <encrypted.text_2hexs, key <AF AF AF AF AF AF AF AF AF AF AFA.. [ || & ][ % ]

This is the second test made by Petar Boyanovll
Date: 21_10_2024 Entropy <Triple DES (ECB) decryption of <encrypte.. X
Location: Konstantin Preslavsky University of Shumen

Thiz document containg 20 different characters compared to
the 26 characters of the selected alphabet.

The entropy of the whole document is 4.02
[maximum possible entropy 4.70).

Press F1 to obtain help. L1 cren [ num[ 4
Fig. 11. The entropy of the second file “encrypted_text 2.hex”
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Through this software program, a deep analysis can be performed and
based on it, certain statistics about the text content of the text file can be
presented. On fig. 11 the entropy of the whole document and the maximum
possible entropy is presented. The ASCII histogram of frequency (%) of the
second file is illustrated in fig. 12.

4 ASCIl Histogram of <Triple DES (ECB) decryption of <encrypted text Zhex>, key <AF AF AF AF AF AF AF AF AF AF AF AF AF AF AF FP>> (87 char... [ = || B |[m3m]

Histogram of <Triple DES [ECB] decryption of <encrypted_text_2.hex>, key <AF AF AF AF AF AF AF AF AF AF AF AF AF AF AF FF>> (87 chara
Frequency

11
10

2= MWL MM~ 0w

A C E G | K M 0 Q s U

‘III
W

Yalue

I
Q

. 12. The ASCII histogram of frequency (%) of the second file
“encrypted_text 2.hex”

The N-gram list of the file “encrypted text 2.hex” in fig. 13 is presented.

M-Grarn List of Triple DES (ECE) decryption of <encrypted_text_2.hex> key <AF AF AFAFAFAFA.. X
Selection M. | Character seq... | Frequency in % | Frequency |
{;\_ Ht .................. 2 I:I-\. -I T ‘I ‘I 4843 ‘I I:I
Histogram [0} 5 E 103445 g
" Digrarn [B0] 3 5 103448 9
) 4 M 91954 8
£ Trigram 35) 5 & 50450 7
7 I E.89RE E
a Y 4 B977 4
Display of the |20 g ] 3.4483 3
mast common M-granms 1 1[' g gjigg g
[allowed walues: 1-5000] 12 Y = 4457 5
13 B 22989 2
T et optionz 1 C 22383 2
~5H 0P 15 K 22339 2
16 L 22989 2
17 b4 22989 2
18 F 22989 2
' 19 ] 22989 2
Compute list 20 F 11494 1
Save list
Cloze

Fig. 13. The N-gram list of the file “encrypted_text_2.hex”
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The floating frequency of file “encrypted text 2.hex” in fig. 14 is shown.

47 Floating frequency of <Triple DES (ECB) decryption of <encrypted_text_2.hex>, key <AF AF AF AF AF AF AF AF AF AF AF AF AF AF AF FF>> =N ==

Floating frequency of <Triple DES [ECB] decryption of <encrypted_text_2.hex>, key <AF AF AF AF AF AF AF AF AF AF AF AF AF AF AF FF>>
Different characters per 64 byte block

2h B

20 B

15 r B

10

5 L 4

1] L 4

1 5 10 15 20 25 30 36 40 45 50 55
Section offset

Fig. 14. The floating frequency of file “encrypted_text_2.hex”

The program allows the user to find out what the value of the hash function
of the original file is and accordingly, if changes occur in the file, to display the
new value of the hash function. The MD5 hash function in this research is used.
This is shown in fig. 15 and 16.

Hash Demonstration: MD35 (128 bits) Hash of RC2 decryption of <=encrypted_text_1.hex... =

D ezcription

- Chooze a hash function and then change the copy of the ariginal file [see field "Actual
document'’).

- Tou can zee below how many bite of the hazh walue change when pou edit the document.

Selection of hash function B asze of hazh wvalues

|MD5 [128 bit=) - * hexadecimal ™ decimal ™ hinam

- . - e
Thi= i= the fir=t te=t made byv Petar Boaynow!l ||

Hash ~walue of the original file
|FEI OF DE EO0 78 D& 45 72 32 C1 DE 51 ED 90 F1 42

Hash walue of the modified file
|FEI O0F DE EO0 78 D& 46 72 32 C1 DE 51 ED 90 F1 42

Difference between the hash values of the original and of the modified file

QOO0OQ000F00000Q000F#0000OO000OFOOQOQOOO0OOFOOOOOOOOFOQOOOOO0OF
QOOO0QO0O0O0F00000000F#00000000FO0000QOOO0OFO00OOOOOOFOOQOOOOOOF
QOOO0Q0O0OF00000000F#00000000FO00OOOOO0F

0.00% of the bits differ (0 of 1285) .

Longest idemtical bit seguence: offsec 0, length 128,

Cloze

Fig. 15. The first plaintext without modifications
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Hash Demonstration: MD3 (128 bits) Hash of RC2 decryption of <encrypted_text_ 1.hex... X

Descriphion

- Chooze a hazh function and then change the copy of the original file [zee field “ductual
document'].
- You can zee below how many bitz of the hazh value change when pou edit the document.

Selection of hazh function B aze of hash values

|MD5 (128 bitz] ﬂ (% hesadecimal " decimal " binany

kM odified document [copied from the original file]

Thi= 1= the fir=st te=t made by Petar Eh:la‘j,rnl:l[!!

Hazh walue of the original file
FBE OF DE EO0 78 D8 46 72 32 C1 DE 51 ED 90 F1 42

Hazh walue of the modified file
|F3 EE 76 D9 ED F5 04 Ca& 46 D9 7C B9 44 89 99 3D

Difference between the hazh values of the original and of the modified file

Q0001000#11100001#%#10101000%00111001%10010101%00101101#%
01000010#101211000#01110100%00011000%1010001L0%11101000#%

44 .53% of the bits differ (57 of 128).
Longest identical bit sequence: offset 21, length 5.

LCloze |

Fig. 16. The first plaintext with modifications

While both algorithms have vulnerabilities, Triple DES [3,21,24,26,31]
offers higher security due to its longer effective key length. RC2, with its
variable key length, provides flexibility but is generally less secure compared to
3DES [3,21,24,26,31].

Given its faster performance and lower resource requirements, RC2 may be
suitable for less sensitive applications that prioritize speed over security. Triple
DES [3,21,24,26,31], despite its limitations, remains a viable choice for
applications requiring strong encryption with compatibility for legacy systems.
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5. Conclusion

In this paper, the capabilities of CrypTool in analyzing symmetric key
algorithms, focusing on RC2 [37] and Triple DES [3,21,24,26,31] in ECB mode
are explored. Thanks to the obtained results, it was found that while RC2 [37] is
faster and less resource-intensive, it has significant security limitations
[1,6,7,9,11,15,18,19,20,22]. On the other hand Triple DES is more secure but
has become outdated due to its computational demands and pattern vulnerability
in ECB mode. The software program CrypTool [23,24,26,27,32,33,36,43,44]
proves to be an effective tool for understanding and evaluating these algorithms,
making it valuable for educational and preliminary cryptographic analyses. In
this regard the exceptionally well-equipped laboratories at the Faculty of
Technical Sciences at the Konstantin Preslavsky University of Shumen [4,5]
give great opportunities to students majoring in "Communication and

Information Systems", "Computer Technologies in Automated Manufacturing"
and "Signal Security Systems and Technologies” to gain extensive theoretical
and practical experience in field of the digital cryptology and cryptanalysis
[4,5].
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