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ABSTRACT: This paper presents an in-depth analysis of symmetric key cryptographic 

algorithms, focusing on RC2 and Triple DES (ECB) as implemented in CrypTool. It is widely 

used educational software that demonstrates various cryptographic algorithms and methods. 

This paper aims to provide a foundational understanding of CrypTool, explain the 

functionalities of RC2 and Triple DES in Electronic Codebook (ECB) mode and evaluate 

their performance and security. 
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1. Introduction

The Symmetric encryption algorithms, which use a single shared key for 

both encryption and decryption, are integral to secure data transfer. RC2 and 

Triple DES [3,21,24,26,31] are widely used symmetric key algorithms, each 

with unique properties, use cases, and vulnerabilities. 

The primary aim of this scientific paper is to analyze and compare the RC2 

and Triple DES (ECB) algorithms using CrypTool, an open-source educational 

tool [1,6,7,9,11,15,18,19,20,22] for cryptographic analysis. This paper aims to 

provide insights into their operational principles, security features, and practical 

applications, as well as to explore their effectiveness within the CrypTool 

software environment [1,3,4,9,11,15,19,20,25,39]. 

CrypTool is a free of charge software environment that serves as an 

educational platform for cryptography [23,24,26,27,32,33,36,43,44]. It offers 

various modules for classical and modern cryptography, allowing users to 

experiment with encryption, decryption, key management, and several 

cryptographic cyber-attacks. It supports several cryptographic algorithms, 
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including both symmetric and asymmetric key algorithms [21,24,26,30,33, 

35,42]. 

The RC2 algorithm operates on 64-bit data blocks with a variable key size 

ranging from 8 to 128 bits, typically using a 64-bit key in practical applications.  

In CrypTool, the RC2 algorithm can be executed with various key sizes, 

providing flexibility in terms of encryption strength. The software allows users 

to input a plaintext, select a key size, and visualize the plaintext transformed into 

ciphertext via a series of encryption rounds [5,6,7,8,9,22,23,37,38,39,43]. 

Typically, 3DES uses either two or three unique 56-bit keys (resulting in a 

112-bit or 168-bit [3,21,24,26,31] effective key length, respectively). In the 

Electronic Codebook (ECB) mode, each 64-bit data block is encrypted 

independently. While this approach allows parallel processing and is simple to 

implement, it has limitations and issues with the same plaintext blocks that will 

produce same ciphertext blocks [1,2,3,4,5,6,27,30,31,32,33,34,35,36]. 

In CrypTool, 3DES (ECB) [3,21,24,26,31] mode can be applied to 

plaintext data, with users specifying the number of keys (2 or 3) and observing 

the block-by-block encryption process. 

The program CrypTool [23,24,26,27,32,33,36,43,44] also visualizes the 

differences between ECB mode and other block cipher modes, such as CBC 

(Cipher Block Chaining), highlighting ECB’s susceptibility to certain types of 

cyber-attacks [4,5,6,7,35,38]. 

The conducted experiments in this scientific paper that aim to encrypt and 

decrypt important and confidential information without the host's permission is 

considered as a crime and, if proven, is punishable to the full extent of the law of 

the respective country [4,5,11,12,21,23,24,34,42]. Everything illustrated and 

explained in this scientific paper is for research work and educational purposes 

and the author is not responsible in cases of abuse. 

2. Related work

These scientific works [1,3,4,5,6,8,15,20,30,33,35,36,42,43] collectively 

explore various aspects of implementation symmetric cryptographic 

[7,9,11,18,19,21,22,23,24,38] algorithms RC2 and Triple DES for encrypt and 

decrypt concealed plaintext [25,26,27,31,32,35,37,39,44]. 

The Information encryption is also used in application of electronic 

platforms [28], various types of instrumental equipment for cyberattack 

prevention [17], specific models for accessing information resources in a secure 

environment and other technologies [16], net model of command and control 

system [13], building data center system for defense and security [12], designing 

and implementation of software-defined systems [14], information exchange 

management in multimodule multi-position security systems [10], applications 

of Artificial Intelligence in e-Learning [29], information systems for crisis 

prevention [34], performance analysis of a mobile computer equipped with solid 
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state disk [41], modeling and calculation of passive audio crossovers [40] and 

designing of stream ciphers based on random feedback shift registers [2]. 

3. Experiment

CrypTool [1,6,7,9,11,15,18,19,20,22] is ideal for simulating cryptographic 

techniques and evaluating algorithmic strengths and weaknesses. In this 

scientific study, it is used the software program CrypTool version 1.4.40 in 

order to implement RC2 and Triple DES in ECB mode, observing their 

encryption-decryption processes and evaluating their performance 

[33,34,36,42,43,44]. 

RC2 was widely adopted in early internet communications, particularly in 

Microsoft applications and email encryption protocols. However, its usage has 

declined due to advances in cryptanalysis and the development of stronger 

encryption algorithms [1,3,9,23,24,25,31,30,37,44]. 

Triple DES [3,21,24,26,31] was widely used in financial and government 

institutions, particularly for legacy systems. However, due to its slower 

performance and security limitations, it is gradually being replaced by more 

secure algorithms such as AES [1,3,11,25,31,30,34,35,37,38,43]. 

The scientific experiments in this paper in a specialized computer network 

laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky 

University of Shumen are made. The used operating system is Windows 10 Pro 

x64 version 22H2, OS build: 19045.4355 [4,5]. 

When the program starts, the following dialog box appears shown in fig. 1. 

Fig. 1. The started program CrypTool 
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The next task a text file is to be created. It contains the following text: 

“This is the first test made by Petar Boyanov!!!” (shown in fig. 2). Scientific 

research will begin with the implementation of the symmetric key cryptographic 

algorithms RC2. 

The next step involves encrypting the plaintext with RC2 algorithm. This is 

shown in fig. 3. Then, the length of the key is chosen to be 8 bits with key - 

“AF” and the button “Encrypt” is selected. This is presented in fig. 4. After that, 

the encryption process is instantaneous and the encrypted message in Fig. 5 is 

shown. 

Finally, the encrypted plaintext with name “encrypted_text_1” and file 

extension “.hex” is saved. The software editor Notepad++ for opening the 

encrypted file is used. All these steps in fig. 6 are illustrated. 

Fig. 2. The created plaintext for encryption 
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Fig. 3. Choosing a symmetric encryption algorithm 

 

 
Fig. 4. The plaintext encryption’s settings 
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Fig. 5. The encrypted text with RC2 algorithm 

 

 
Fig. 6. The opened encrypted plaintext with Notepad++ 

 

The second plaintext contains the following: 

“This is the second test made by Petar Boyanov!!! 

Date: 21_10_2024 

Location: Konstantin Preslavsky University of Shumen”. 
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The steps for plaintext encryption with Triple DES (ECB) [3,21,24,26,31] 

are repeated with those shown earlier in this paper. The first difference with this 

encryption algorithm is that the key length is 128 bits. The second difference is 

that the key length consists of the following 64 bits combination: “AF AF AF 

AF AF AF AF AF AF AF AF AF AF AF AF FF”. This is shown in fig. 7. 

 

 
Fig. 7. The encryption’s setting for Triple DES (ECB) 

 

The encrypted plaintext with name “encrypted_text_2” and file extension 

“.hex” is saved. The software editor Notepad++ for opening the encrypted file is 

used. All these steps in fig. 8 are illustrated. 

 

 
Fig. 8. The encrypted text with Triple DES algorithm 
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4. Results 

Decryption of the first “.hex” file is done by selecting the RC2 algorithm 

and entering the key "AF". This is shown in fig. 9. 

 

 
Fig. 9. Decryption of the first file “encrypted_text_1.hex” 

 

Decryption of the second “.hex” file is done by selecting the Triple DES 

(ECB) algorithm and entering the key "AF AF AF AF AF AF AF AF AF AF AF 

AF AF AF AF FF". This is shown in fig. 10. 
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Fig. 10. Decryption of the second file “encrypted_text_2.hex” 

 

 
Fig. 11. The entropy of the second file “encrypted_text_2.hex” 

JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 26, 2024 75



Through this software program, a deep analysis can be performed and 

based on it, certain statistics about the text content of the text file can be 

presented. On fig. 11 the entropy of the whole document and the maximum 

possible entropy is presented. The ASCII histogram of frequency (%) of the 

second file is illustrated in fig. 12. 

 

 
Fig. 12. The ASCII histogram of frequency (%) of the second file 

“encrypted_text_2.hex” 

 

The N-gram list of the file “encrypted_text_2.hex” in fig. 13 is presented. 

 
Fig. 13. The N-gram list of the file “encrypted_text_2.hex” 
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The floating frequency of file “encrypted_text_2.hex” in fig. 14 is shown. 

 
Fig. 14. The floating frequency of file “encrypted_text_2.hex” 

 

The program allows the user to find out what the value of the hash function 

of the original file is and accordingly, if changes occur in the file, to display the 

new value of the hash function. The MD5 hash function in this research is used. 

This is shown in fig. 15 and 16. 

 

 
Fig. 15. The first plaintext without modifications 
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Fig. 16. The first plaintext with modifications 

 

While both algorithms have vulnerabilities, Triple DES [3,21,24,26,31] 

offers higher security due to its longer effective key length. RC2, with its 

variable key length, provides flexibility but is generally less secure compared to 

3DES [3,21,24,26,31]. 

Given its faster performance and lower resource requirements, RC2 may be 

suitable for less sensitive applications that prioritize speed over security. Triple 

DES [3,21,24,26,31], despite its limitations, remains a viable choice for 

applications requiring strong encryption with compatibility for legacy systems. 
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5. Conclusion 

In this paper, the capabilities of CrypTool in analyzing symmetric key 

algorithms, focusing on RC2 [37] and Triple DES [3,21,24,26,31] in ECB mode 

are explored. Thanks to the obtained results, it was found that while RC2 [37] is 

faster and less resource-intensive, it has significant security limitations 

[1,6,7,9,11,15,18,19,20,22]. On the other hand Triple DES is more secure but 

has become outdated due to its computational demands and pattern vulnerability 

in ECB mode. The software program CrypTool [23,24,26,27,32,33,36,43,44] 

proves to be an effective tool for understanding and evaluating these algorithms, 

making it valuable for educational and preliminary cryptographic analyses. In 

this regard the exceptionally well-equipped laboratories at the Faculty of 

Technical Sciences at the Konstantin Preslavsky University of Shumen [4,5] 

give great opportunities to students majoring in "Communication and 

Information Systems", "Computer Technologies in Automated Manufacturing" 

and "Signal Security Systems and Technologies" to gain extensive theoretical 

and practical experience in field of the digital cryptology and cryptanalysis 

[4,5]. 
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