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ABSTRACT: In this scientific paper hash functions such as MD5, SHA-1, and SHA-256 

are widely utilized in the field of cryptography to verify file integrity, confirming that files 

remain unaltered and free from corruption. The practical application of the hash functions 

MD5, SHA-1, AND SHA-256 through five widely used software tools: 7z, PowerShell, BullZip 

MD5 Calculator, HashCalc and CrypTool 1.4.40 is made. The analysis focuses on each tool's 

effectiveness in calculating and comparing hash values, emphasizing their strengths and 

weaknesses in ensuring data integrity. By investigating the functionality and applications of 

each tool, this scientific study provides important perspectives on the practical significance of 

MD5, SHA-1, and SHA-256 for maintaining the authenticity and reliability of digital files. 
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1. Introduction

Hash functions such as MD5, SHA-1, and SHA-256 [31,35] are widely 

utilized in the field of cryptography to verify files, text and hex strings integrity 

[1,4,5,6,7,15,16,21,22,33,36]. This scientific paper investigates the practical 

application of these hash functions basically across four popular software tools: 

PowerShell, BullZip MD5 Calculator, HashCalc, and CrypTool 1.4.40 

[2,8,9,11,19,20,24,28,29,32]. Each software tool's effectiveness in calculating 

and comparing hash values is analyzed, highlighting its strengths and limitations 

for verifying the important information integrity [1,4,5,6,7,15,16,21,22,33,36]. 

By examining each tool's functionality and use cases, this scientific study 

provides insights into the applicability of MD5, SHA-1, and SHA-256 in real-

world scenarios for ensuring the authenticity and reliability of digital files. 

Another important task of hash functions is checking that the important and 
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confidential information [1,4,5,6,7,15,16,21,22,33,36] has not been 

compromised and damaged. 

In the digital era, the need for secure data verification has become critical, 

especially when receiving and transmitting data over unsecured computer 

networks. Files, text and hex strings integrity verification consists of confirming 

that a file has not been modified, either maliciously or due to transfer anomaly 

errors [1,4,5,6,7,15,16,21,22,33,36]. The most used Cryptographic hash 

functions, such as MD5, SHA-1, and SHA-256, produce unique "fingerprints" 

for files, text and hex strings, which are widely used to check whether whole 

data remains unmodified and intact from their original form. The MD5 

(Message Digest Algorithm 5) [1,4,5,6,7,15,16,21,22,33,36] function generates 

a 128-bit hash value and it is mainly used for files, text and hex strings integrity 

verification and password storage. It is rapid and lightweight but also is 

vulnerable to collision attacks, meaning two different inputs can generate the 

same hash. The hash algorithm SHA-1 produce a 160-bit hash value and it was 

developed as a more secure alternative to MD5 [1,4,5,6,7,15,16,21,22,33,36]. 

Mainly, it finds application in Digital authentication marks and secure file 

transfer protocols (SFTP). As with the MD5 algorithm, this one is also 

vulnerable to collision attacks, which limit its usage in high-security software 

environments. The hash algorithm SHA-256 [1,31,35] forms a 256-bit hash 

value and it is regarded as very secure, making it ideal for applications like 

encrypted verification tokens, digital trust certificates and cryptographic ledger 

system. SHA-256 imposes a higher processing demand than the other two hash 

algorithms. 

The conducted experiments in this scientific paper that aim to verify the 

integrity of important and confidential information without the host's permission 

is considered as a crime and, if proven, is punishable to the full extent of the law 

of the respective country [4,5]. Everything illustrated and explained in this 

scientific paper is for research work and educational purposes and the author is 

not responsible in cases of abuse. 

 

2. Related work 

These scientific works [1,4,5,6,7,15,16,21,22,33,36] collectively explore 

various aspects of implementation of the hash functions MD5 

[2,8,9,11,19,20,24,28,29,32], SHA-1 [31,35], and SHA-256 using various 

software tools to verify the integrity of files [19,23,26,27,34]. 

The handling with of hash functions is also used in application of electronic 

platforms [25], various types of instrumental equipment for cyberattack 

prevention [18], specific models for accessing information resources in a secure 

environment and other technologies [17], net model of command and control 

system [13], building data center system for defense and security [12], designing 

and implementation of software-defined systems [14], information exchange 
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management in multimodule multi-position security systems [10], applications 

of Artificial Intelligence in e-Learning [26], information systems for crisis 

prevention [30], performance analysis of a mobile computer equipped with solid 

state disk [38], modeling and calculation of passive audio crossovers [37] and 

designing of stream ciphers based on random feedback shift registers [3]. 

 

3. Experiment 

The scientific experiments in this paper in a specialized computer network 

laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky 

University of Shumen are made. The used operating system is Windows 10 Pro 

x64 version 22H2, OS build: 19045.4355 [4,5]. 

PowerShell’s cryptographic library (System.Security.Cryptography) 

enables hash calculation directly through command-line scripting. By utilizing  

the command “Get-FileHash”, users can generate hashes for RIPEMD160, 

MACTripleDES, MD5, SHA1, SHA256, SHA384, SHA512, 

[1,4,5,6,7,15,16,21,22,33,36] making it an excellent choice for automating file 

integrity verification and scripting tasks within IT workflows. In this regards, 

the following two text files have been created: “pesho_text1.txt” and 

“pesho_text2.txt”. 

The both files contain the same text: “This is the first sentence for hash 

functions.” The generated SHA-1 [1,31,35] hash value “A6DCADE8EFC 

F78B2AF526013E21FF2B87EA65210” for both files is the same because they 

have the same text content. This is shown in fig. 1. If at the end of the sentence 

of the first text file a hyphen is placed instead of a period, then already the two 

generated hash values will be different. This is presented in fig. 2. The SHA-1 

hash value for first file is “50EFA52C1D694192DFB43630251076 

FA1C7B128E” and the second file remains with old SHA-1 hash value 

“A6DCADE8EFCF78B2AF526013E21FF2B87EA65210”. 

The free of charge software tool HashCalc is a versatile tool that supports 

multiple hash algorithms, such as [1,4,5,6,7,15,16,21,22,33,36]: 

- MD2, MD4 and MD5; 

- SHA-1, SHA-256, SHA-384 and SHA-512 

- RIPEMD160; 

- PANAMA; 

- TIGER; 

- ADLER32; 

- CRC32; 

- eDonkey/eMule. 

It offers users an extensive interface for calculating hashes and HMAC for 

both files and text (text and hex strings), enhancing flexibility in verifying data 

integrity and providing educational demonstrations [19,23,26,27,34]. 
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Fig. 1. The generated SHA-1 hash values for the same text content 

 

 
Fig. 2. The two different SHA-1 hash values obtained 
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Fig. 3. The GUI of the program HashCalc 

 

Fig. 3 shows that the software program HashCalc generates the same hash 

SHA-1 (50EFA52C1D694192DFB43630251076FA1C7B128E) values for the 

first file “pesho_text1.txt”. Fig. 4 illustrates that the both programs PowerShell 

and HashCalc generate the same SHA-1 (A6DCADE8EFCF78B2AF52 

6013E21FF2B87EA65210) and MD5 (9EE433E3B32B204B28C63918AEA 

4471C) Hash values for the file “pesho_text2.txt”. 

 
Fig. 4. The generated SHA-1 and MD-5 hash values for the file 

“pesho_text2.txt” 
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BullZip MD5 Calculator is a simple, GUI-based tool created specifically 

for generating MD5 hash values. It is primarily used for basic file integrity 

checks, enabling users to confirm if files have been modified by comparing 

MD5 hashes [1,4,5,6,7,15,16,21,22,33,36]. 

 
Fig. 5. The calculated MD5 hash value for the file “pesho_text1.txt” 

 

The calculated MD5 hash value (F85B04E2718978B370E0C5E126D0 

FFB2) of the file “pesho_text1.txt” in fig. 5 via the program MD5 Calculator is 

presented. Fig. 6 shows the generated MD5 hash value (9EE433E3B32B2 

04B28C63918AEA4471C) of file “pesho_text2.txt”. It is found that the program 

MD5 calculator calculates only MD5 hashes. 

 

 
Fig. 6. The calculated MD5 hash value for the file “pesho_text2.txt” 
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7-Zip is a file archiving tool known for its high compression efficiency 

[19,23,26,27,34]. Through this program the hash value can also be calculated. It 

calculates the following algorithms: CRC-32, CRC-64, XXH64, SHA-1, SHA-

256, and BLAKE2sp [1,4,5,6,7,15,16,21,22,33,36]. In fig. 7 the steps for 

generating the SHA-1 hash value of the file “pesho_text1.txt” are shown. 

 

 
Fig. 7. The steps for generating the SHA-1 hash value of the file 

“pesho_text1.txt” 

 

 
Fig. 8. The generated SHA-1 hash value with the program 7z 
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The generated SHA-1 (50EFA52C1D694192DFB43630251076FA1C7B 

128E) hash value with the program 7z completely matches the value obtained 

with the other program HashCalc. This is shown in fig. 8.  

 

 
Fig. 9. The generated SHA-256 hash values for the text string “This is the first 

sentence for hash functions!” and file “pesho_text1.txt” 

 

The next task, which is shown in fig. 9, is related to the calculation of the 

SHA-256 [1,31,35] hash value of the text string contained in the file 

“pesho_text1.txt”. As a result, it is found that if a hash is calculated on a file or 

its entire contents, the generated hash value would be the same in both cases. 
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The software program Cryptool version 1.4.40 [2,8,9,11,19,20,24,28,29,32] is 

programmed to generate the following hashes: MD2, MD4, DM5, SHA-1, SHA-

256, SHA-512 and RIPEMD-160. In fig. 10 the generated MD5 hash value 

(F85B04E2718978B370E0C5E126D0FFB2) of the file “pesho_text1.txt” with 

the software tools CrypTool and PowerShell, and the generated MD5 hash value 

of the text string “This is the first sentence for hash functions!” is presented. 

 

 
Fig. 10. The generated MD5 hash value of the file “pesho_text1.txt” and 

with the programs CrypTool, HashCalc and PowerShell 

 

In fig. 11 the generated SHA-256 hash value (F689D357992BFE7577 

5B9D3A54BED17B93F3325237E3D1ADE583F653186F186C) of the file 

“pesho_text1.txt” with the software tools CrypTool and PowerShell, and the 

generated SHA-256 hash value of the text string “This is the first sentence for 

hash functions!” is presented. 
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Fig. 11. The generated SHA-256 hash value of the file “pesho_text1.txt” and 

with the programs CrypTool, HashCalc and PowerShell 

 

4. Results 

The software tool HashCalc [1,4,5,6,7,15,16,21,22,33,36] generates 

multiple hashes simultaneously and enables users to verify file integrity across 

systems that require different hash algorithms. The educators can utilize 

HashCalc to illustrate hash properties, such as output length and the avalanche 

effect, across various algorithms. HashCalc serves as a free of charge software 

educational tool, enabling users to see the varying hash outputs for a single input 

file, text and hex string, effectively showcasing the differences between hash 

functions and their unique output lengths. 

CrypTool [2,8,9,11,19,20,24,28,29,32] is a useful resource for academic 

settings, providing students and researchers with a platform to explore 

cryptographic principles and conduct experiments with hash functions. 

CrypTool's capacity [2,8,9,11,19,20,24,28,29,32] to simulate hash functions 

makes it a valuable resource for cryptographic research and analysis, 

particularly in visualizing potential hash collisions with MD5 and SHA-1. 

CrypTool enables users to test different inputs to observe changes in hash 
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outputs, effectively illustrating both the avalanche effect and the deterministic 

properties of hash functions [1,4,5,6,7,15,16,21,22,33,36]. 

The users can create MD5 hash for a file and check it against a known hash 

in order to verify the file's integrity. This method is commonly used to confirm 

downloaded files, by matching the computed hash with the MD5 hash value 

provided by the source file. Due to MD5's vulnerabilities, BullZip MD5 

Calculator is not recommended for secure applications; however it is still 

effective for integrity checks in non-sensitive situations [19,23,26,27,34]. 

The Windows based command-line tool, PowerShell has the capability to 

automate batch hash verification for multiple files, which is advantageous for 

system and network administrators. 

This software application CrypTool [2,8,9,11,19,20,24,28,29,32] allows the 

execution of a cyber-attack targeting the hash value of Electronic authentication. 

The chosen hash function is MD5 and the significant bit length is set to 22 bits. 

During the cyber-attack intercepted messages will be modified with additional 

characters at the end of the text message contained in the file. 

 
Fig. 12. The Cyber-attack settings 
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Fig. 13. The result of the conducted experimental cyber-attack 

 

Fig. 13 presents that the hash value is equal for the first 22 bits for the both 

different message files “pesho_text1.txt” and “pesho_text2.txt”. Fig. 14 and 15 

show the statistics of the conducted cyber-attack. The calculation time took only 

0.03 s. with 14.678 performed hash operations and 5854 total steps for the both 

files. Fig. 16 illustrates the adding of 13 bytes to the both text messages. 
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Fig. 14. Statistics of the cyber-attack 

 

 
Fig. 15. Statistics of the cyber-attack 
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Fig. 16. The adding of 13 bytes to the both text messages 

 

5. Conclusion 

This scientific paper explores the practical applications of MD5, SHA-1, 

and SHA-256 [1,4,5,6,7,15,16,21,22,33,36] hash functions through five software 

tools, each addressing diverse needs and target audiences. PowerShell is the 

most suitable for automation in IT settings, whereas BullZip MD5 Calculator 

offers a simple method for basic file verification using MD5 [19,23,26,27,34]. 

The software tool HashCalc provides flexibility by supporting various hash 

functions and the software program CrypTool [2,8,9,11,19,20,24,28,29,32] is 

distinguished as an educational resource that is perfect for academic and 

research-focused analysis of hash functions. Collectively, these programs 

demonstrate practical significance and flexibility of the hash algorithms MD5, 

SHA-1, and SHA-256 [1,31,35] across different cryptographic and integrity-

checking software based applications. In this context, the highly advanced 

laboratories at the Faculty of Technical Sciences at Konstantin Preslavsky 

University of Shumen provide significant opportunities for students studying 

[4,5] "Communication and Information Systems", "Computer Technologies in 

Automated Manufacturing" and "Signal Security Systems and Technologies" in 

order to acquire substantial theoretical and practical experience in the 

application of hash functions MD5, SHA-1, and SHA-256 using various 

software tools to verify the integrity of files [4,5]. 
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