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ABSTRACT: This scientific paper investigates the effects of network packet flooding on 

FTP (port 21) and SSH (port 22) protocols, aiming to reveal and document anomalies in 

server behavior under high-load conditions. By simulating packet flooding in a controlled lab 

environment, an analysis on vulnerabilities and anomalies unique to each protocol is 

conducted in order to the improve defensive capabilities. The results provide guidance on best 

practices to secure FTP and OpenSSH services against malicious traffic, such as Distributed 

Denial of Service (DDoS) attacks, supporting wider network security strategies. 
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1. Introduction

In network security, understanding how servers respond to unusual or 

excessive traffic loads is essential for developing strong defensive measures. 

This scientific paper explores the effect of network packet flooding 

[5,6,8,36,40,41], which simulates scenarios that may occur in a DDoS attack or 

high-traffic environment, focusing on FTP and OpenSSH services. The FTP and 

OpenSSH protocols are commonly employed for transferring files and enabling 

secure remote access [1,2,5,6,7,8,20,25,33,34,35,40,41]. 

The scientific aims are to observe and record anomalies in FTP and 

OpenSSH server behavior under packet flooding and to detect how anomalies 

present in server responses to stress conditions, thereby revealing weak places, 

vulnerabilities and strengthening protective measures. Packet flooding is a 

technique involving the transmission of a large volume of packets to a target 

server to push its resources to their capacity. The network anomalies that arise 
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from such flooding can include response delays, packet loss and service outages, 

all of which are important indicators of a server's resilience [12,16,21,22,23,24]. 

The conducted experiments in this scientific paper that aim to reveal some 

important and confidential information by network packet flooding without the 

host's permission is considered as a crime and, if proven, is punishable to the 

full extent of the law of the respective country [5,6]. Everything illustrated and 

explained in this scientific paper is for research work and educational purposes 

and the author is not responsible in cases of abuse. 

 

2. Related work 

This section reviews key concepts related to packet flooding and common 

anomalies in FTP and OpenSSH [1,2,3,5,6,7,8,10,11,12,16,17,18]. Relevant 

literature on DoS, DDoS cyber-attacks, FTP and SSH protocol vulnerabilities, 

and known protective measures will be approached [21,22,23,24,25,28,29,30]. 

These scientific works [32,33,34,35,36,37,40,41] collectively explore 

various aspects of revealing anomalies by network packet flooding on FTP and 

SSH protocols. 

Revealing anomalies by network packet flooding is also used in application 

of electronic platforms [26], various types of instrumental equipment for 

cyberattack prevention [20], specific models for accessing information resources 

in a secure environment and other technologies [19], net model of command and 

control system [14], building data center system for defense and security [13], 

designing and implementation of software-defined systems [15], information 

exchange management in multimodule multi-position security systems [9], 

applications of Artificial Intelligence in e-Learning [27], information systems 

for crisis prevention [31], performance analysis of a mobile computer equipped 

with solid state disk [39], modeling and calculation of passive audio crossovers 

[38] and designing of stream ciphers based on random feedback shift registers 

[4]. 

 

3. Experiment 

The scientific experiments in this paper in a specialized computer network 

laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky 

University of Shumen are made. The used operating systems are Windows 10 

Pro x64 version 22H2, OS build: 19045.4355 and Kali Linux (Linux pesho 

6.0.0-kali6-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kali1 

x86_64 GNU/Linux) [5,6]. 

The study will be conducted in a controlled lab environment to avoid the 

risk of illegal activity and to maintain safe practices. The main setup includes 

building FTP and OpenSSH servers on Windows based operating system, 

platforms for observing network performance and controlled packet flooding 

simulating DDoS cyber-attack in the operating system Kali Linux [5,6]. 
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The first step to create a ftp Server is to install the necessary packages from 

the menu - „Control Panel→All Control Panel Items→Programs and 

Features→Turn Windows features on or off”. The necessary features that must 

be checked are “Internet Information Services” and “Internet Information 

Services Hostable Web Core”. The following is a process of installing all 

necessary features. This is presented in fig. 1. The IPv4 address is set to 

192.168.80.129 with ftp port 21 (shown in fig. 2). The site name of the FTP 

server is configured as “pesho_ftp” with the physical path is set to 

“C:\Users\pesho\Desktop\pesho_ftp” (shown in fig. 3). The authentication and 

authorization settings in fig. 4 are shown. Fig. 5 illustrates the already installed 

FTP server. 

 

 
Fig. 1. The selected features for installing a FTP server 

 

 
Fig. 2. The binding settings of the FTP server 
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Fig. 3. Configured FTP site name and content directory 

 

 
Fig. 4. Authentication and authorization settings 

 

 
Fig. 5. The installed FTP server 
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The uploaded files to the FTP server in fig. 6 are shown. 

 

 
Fig. 6. The uploaded files to the FTP server 

 

To verify that the FTP server is working, it is necessary to open a 

command-line terminal in Windows in which the “ftp” command must be 

entered in order to attempt a network connection to the FTP server. After that 

the IPv4 address 192.168.80.129 must be written to gain access to the server. 

Finally, the command “dir” shows the whole content of the FTP server. All 

these steps in fig. 7 are presented. 

 

 
Fig. 7. Successfully login to the FTP server with IPv4 - 192.168.80.129 
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The installation configuration of the OpenSSH server from the following 

menu - “Apps and features”→”Optional features” is carried out. After the server 

is installed, it is necessary the command-line terminal again to be opened in 

order to be entered the following commands “cd OpenSSH” and “ssh 

192.168.80.129”. The command “dir” shows the whole content of the OpenSSH 

server and the command “exit” serves to terminate the network session to this 

SSH server (showin in fig. 9). 

 

 
Fig. 8. Successfully login to the OpenSSH server with IPv4 - 192.168.80.129 
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Fig. 9. Termination the network connection to the OpenSSH server 

 

In this scientific paper, the attacking host is running the Kali Linux 

operating system and its IP address through the "ip addr" command is revealed. 

This is shown in fig. 10. The next task before simulating a packet network flood 

[1,2,5,6,33,35,8,36,39,40,41] is performing a port scan with the software 

network scanner Nmap on the victim host (192.168.80.129). The network scan 

by the command “nmap -p 21,22 192.168.80.129” is performed. After the 

network scan was done, it was found that two ports are open. Accordingly, port 

21 is responsible for the FTP protocol, and port 22 by the SSH protocol is used. 

All these steps in fig. 11 are presented. 
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Fig. 10. The IPv4 address of the attacking host (192.168.80.132) 

 

 
Fig. 11. The detected two open network ports 

 

One of the most popular platforms for generating network packet is 

Metasploit. For the purposes of the scientific research the auxiliary module 

“dos/tcp/synflood” [11,12,29,40,41] is used. This aims to flood 

[1,5,8,21,25,29,32,33,36,40,41] only with activated TCP SYN flag the other 

host. Accordingly, the network packet flood settings are the following: 

- The IPv4 address of the victim host is set to 192.168.80.129 (Windows 

machine). 
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- The IPv4 address of the attacking host is set to 192.168.80.132 (Linux 

machine). 

- The network port that will be flooded with packets is set to 21 (FTP). 

 

After all the settings are done, the „exploit” command is written to start the 

packet flooding on port 21 (FTP protocol). All these steps in fig. 12 are shown.  

 

 
Fig. 12. The network packet flood settings 

 

The other packet emulation utility is Hping3 [5,11,12,29,35,36,37,40]. It is 

a command-line utility and the command used for generating a packet flooding 

is “hping3 -S 192.168.80.129 -a 192.168.80.132 -p 22 --flood -V”. This time the 

traffic will be directed to port 22 (SSH protocol). This is shown in fig. 13. 

 

 
Fig. 13. Performing a packet flooding with Hping3 on port 22 
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The third network port which will be scanned is 139 (SMB). This port is 

responsible for the file sharing. The command “nmap -p 139 192.168.80.129” is 

used [1,5,6,11,12,29,40,41] and the opened port in fig. 14 is presented. For 

generating a packet flooding the following command “hping3 -2 -p 139 --flood 

192.168.80.129 -V” is used. This is illustrated in fig. 15. 

 

 
Fig. 14. Performed Nmap scan on port 139 

 

 
Fig. 15. Performing a packet flooding with Hping3 on port 139 
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4. Results 

The network packet flooding on the victim host via the free of charge 

network monitoring tool [5,6,11,12,29,40,41] Wireshark version 4.4.1 is 

intercepted. The main purpose of the research is to reveal the anomaly network 

traffic directed to ports 21, 22 and 139. Fig. 16 shows the successfully detected 

packet flooding on port 21 generated from the attacking host 192.168.80.132. 

Fig. 17 illustrates the detected packet flooding on port 22 and fig. 18 presents 

the detected packed flooding on port 139. 

 

 
Fig. 16. Detected packet flooding on port 21 
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Fig. 17. Detected packet flooding on port 22 

 

 
Fig. 18. Detected packet flooding on port 139 
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As a result of the performed packet flooding in controlled lab environment, 

the CPU, Memory and Disk resources are totally overloaded which causes a 

denial of service on the FTP and SSH services. This is shown in fig. 19. 

 

 
Fig. 19. The overloaded resources 

 

Fig. 20 shows statistics for the detected TCP error packets in 200 ms time 

intervals. Fig. 21 shows the conversation settings between the hosts - 

192.168.80.129 and 192.168.80.132 on port 22. 

 

 
Fig. 20. Statistics for the detected TCP error packets 
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Fig. 21. The conversation settings on port 22 

 

The Recommendations for defending FTP and SSH services from network 

packet flooding and similar network-based attacks may include the following 

suggestions [1,2,16,17,22,28,5,6,11,12,29,40,41]: 

- Implementing thresholds to manage incoming network traffic and filtering 

abnormal traffic patterns. 

- Deploying IDS and IPS solutions to detect and mitigate suspicious traffic 

based on predefined rules and machine learning models. 

- Strategies for optimizing resource allocation and using load balancers to 

distribute traffic. 

 

5. Conclusion 

This scientific work illustrates the detection of network packet flooding on 

ports 21, 22 and 139. The observations obtained from studying anomalies during 

network packet flooding [8,36,40,41] can be applied to protect these specific 

TCP network protocols. The early and rapid revealing anomalies by network 

packet flooding on built FTP and SSH servers can protect some important and 

confidential information of various organizations. In this context, the highly 

advanced laboratories at the Faculty of Technical Sciences at Konstantin 

Preslavsky University of Shumen provide significant opportunities for students 

studying [5,6] "Communication and Information Systems", "Computer 

Technologies in Automated Manufacturing" and "Signal Security Systems and 

Technologies" in order to acquire substantial theoretical and practical experience 
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in process the revealing anomalies by network packet flooding on built FTP and 

SSH servers in controlled lab environment [5,6]. 
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